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ABSTRACT In this paper, we address the challenge of establishing secure communication within a symbiotic
radio (SR) network. This network comprises a primary transmitter (PT), a primary receiver (PR), a passive
backscatter device (BD), and an eavesdropper (ED) attempting to intercept the BD’s transmitted information
signal. The PT simultaneously transmits an information-bearing signal to the PR and artificial noise (AN) to
confound the ED. The objective is that the BD conveys confidential information to the PR by leveraging the
PT’s signal. The PR performs joint decoding of both the symbols transmitted by the PT and the BD. In this
system configuration, we derive a closed-form expression for the ergodic secrecy rate of the BD, providing an
analytical framework for evaluating its security performance. Furthermore, we derive an expression for the
secrecy rate in the asymptotic regime characterized by a large number of transmit antennas. These derived
expressions allow us to optimize both the reflection coefficient and power allocation factor, enabling the
maximization of the BD’s ergodic secrecy rate while considering the quality of service (QoS) requirements
of the primary system. The derived analytical results provide valuable insights into the influence of key
system parameters on the secrecy performance. Notably, the derived analytical results quantify the effect of
key system parameters on the secrecy performance. In particular, we show that the using AN can always
improve the secrecy rate given the QoS constraints of the primary user. Moreover, we show that the secrecy
rate can be improved by increasing the reflection coefficient at the BD even with better channel condition
for the ED than the legitimate link.

INDEX TERMS Symbiotic radio, physical layer security, artificial noise, ergodic secrecy rate.

I. INTRODUCTION energy-efficient IoT applications [4]. In AmBC, a backscat-

Backscatter communications have emerged as promising
solutions for future energy-efficient and low-cost Internet
of Things (IoT) devices [1], [2]. These communication sys-
tems can be categorized into three main types: monostatic,
bistatic, and ambient backscattering [3]. Among these, ambi-
ent backscatter communication (AmBC) has gained sig-
nificant attention as an emerging technology that supports
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ter device (BD) transmits its own message by modulating
and backscattering the radio frequency (RF) signals emitted
by existing legacy communication systems like cellular and
WiFi networks. As a result, AmBC offers key advantages
such as energy efficiency, low cost, and spectrum efficiency,
making it an attractive choice for IoT deployments. How-
ever, the main problem with AmBC is the presence of
strong interference path at the AmBC receiver. To over-
come this problem, a cooperative receiver is proposed to
cancel the direct-line interference [5], or to jointly decode the
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backscattered signal and the signal of the primary user [6].
The analysis in [7] investigated the achievable sum rate of
a system comprising both a legacy system and a backscat-
ter communication system, both featuring multiple antennas.
In this scenario, the primary transmitter (PT) device employs
the Gaussian codebook, while the backscatter device (BD)
utilizes either the Gaussian codebook or the Wyner polyphase
coding.

Recently, symbiotic radio (SR), a novel technology that
combines the advantages of AmBC and cognitive radio (CR),
has gained significant attention as a solution for achieving
spectrum-efficient, energy-efficient, and cost-effective com-
munications [8], [9], [10]. In SR, the backscatter transmission
operates in a parasitic manner alongside the primary trans-
mission. The PT utilizes transmit beamforming techniques
to enable the realization of achievable rates for both the
primary system and the backscatter transmissions. Similar to
CR systems, SR achieves spectrum sharing communication
with coexistence of primary and secondary systems without
causing interference to the primary system as in CR systems.
On the other hand, compared to the ambient backscattering,
SR achieves highly reliable backscattering communications
through joint decoding.

Securing backscatter communication systems presents sig-
nificant design challenges due to the potential for mali-
cious attacks, which can result in data interception and
privacy breaches [11]. In particular, several practical limi-
tations related to size, cost, and computation impose chal-
lenges when securing backscatter communication systems.
Accordingly, the conventional cryptography methods are not
well-suited for this paradigm. Instead, physical layer secu-
rity is considered a promising approach to achieve perfect
secrecy. Existing literature offers various techniques to secure
backscatter communication systems [11], [12], [13], [14],
[15], [16]. In [11], an artificial noise (AN) injection scheme
was proposed to enhance the physical layer security of mono-
static backscatter system. Optimal tag selection schemes
were proposed in [12] and [13] to enhance transmission
security. The work in [14] investigated AN-assisted multiple-
input-multiple-output (MIMO) system to safeguard the radio
frequency identification (RFID) systems.

Different from the above mentioned works, [15] and [16]
considered cooperative receiver for joint decoding of the
BD signal in addition to the main signal. In [15], the authors
presented a beamforming design that aims to maximize the
secrecy rate while considering outage constraints in non-
orthogonal multiple access (NOMA) SR networks. This
design assumes that the transmitter possesses knowledge of
the channel state information (CSI) for the eavesdropper at
its side. In [16], the authors conducted a secrecy outage prob-
ability analysis of cognitive AmBC communication system
in which a secondary user and BD send signals to legitimate
receiver considering underlay CR constraint. Our work is dif-
ferent from [16] as in our work the primary system shares the
power and spectrum resources with the BD and joint decoding
is applied at the primary receiver. In addition, we propose an
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AN-assisted transmission scheme for enhancing the ergodic
secrecy rate. Therefore, to the best of our knowledge, this is
first work that considers AN-assisted physical layer security
in SR systems.

In this paper, we investigate securing backscatter transmis-
sions in the SR paradigm, where the BD send its information
to the primary receiver (PR) by modulating the PT signal,
while keeping it secret from a passive eavesdropper (ED) who
is trying to decode the information sent from the BD. This
paper focuses on a scenario where the CSI of the eavesdrop-
per is unknown to both the legitimate transmitters and the
receiver. In order to maintain the quality of service (QoS) for
the primary system, a minimum average signal-to-noise ratio
(SNR) is guaranteed. In this context, our goal is to optimize
the reflection coefficient of the BD and the power allocation
for the confidential and jamming signals to maximize the
ergodic secrecy rate of the BD transmissions, while ensuring
the QoS cobnstraint of the primary system. The key contribu-
tions of this paper are outlined below:

1) We propose a new AN-assisted secure transmission
scheme for SR systems, in which the backscattered
signal is protected against eavesdropping, where the PT
and the BD send and reflect signals to the PR, respec-
tively. A passive eavesdropping scenario is assumed,
where only the statistical CSI of the eavesdropper’s
channel is available to the PT.

2) We derive an analytical expression for the achievable
ergodic secrecy rate of the BD within the SR system
framework. Additionally, we perform an asymptotic
analysis of the ergodic secrecy rate when the number
of transmit antennas at the PT is very large. These
derived expressions significantly reduce the complex-
ity involved in system design and analysis.

3) We introduce an optimization problem for finding the
optimal power allocation and the optimal reflection
coefficient that maximize the ergodic secrecy rate of
the BD, taking into account the average SNR constraint
at the primary system.

The subsequent sections of the paper are organized as
follows: Section II introduces the system and channel mod-
els. In Section III, we derive the expression for the ergodic
secrecy rate. Section IV presents the optimization problem,
which aims to maximize the ergodic secrecy rate discussed in
Section III. The numerical results are presented in Section V,
and finally, Section VI draws conclusions based on the
findings.

_ Notations E[.] denotes the expectation operation,
h2 ﬁ, and [x]T £ max(0, x). I, and 0,denote an n x n
identity matrix, and a vector of length n and zero entries,
respectively. hT and h' denote the transpose and conjugate
transpose of h, respectively. x ~ CN(0y, ¥) denotes a
complex Gaussian distributed random vector x € C¥*! with
zero-mean and covariance matrix . X ~ Gamma(x, )
denotes the Gamma distributed random variable with param-
eters « and B, and ¥ ~ exp(}) denotes the exponentially
distributed random variable with parameter A.
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FIGURE 1. lllustration of an SR network which consists of an PT, an PR,
an BD that backscatters its information to the PR, and an eavesdropper
intercepts the information of the BD.

Il. SYSTEM MODEL

We consider a SR network as shown in Fig. 1, which consists
of a PT with N; antennas, a single-antenna PR, a single-
antenna BD, and a single-antenna ED. We assume a prac-
tical scenario, where the eavesdropper’s CSI is completely
unknown at the legitimate nodes. As shown in the figure, h; €
CNx1 h, € CN*1 and h, € CM*! denote the transmission
channel vectors for the PT-PR, PT-BD, and PT-ED links,
respectively. We assume that hy ~ CN(Oy,,Q1Ly,), hy ~
CN(ON,,QQIN,), and he ~ CN(ONI,QEIN,).

In this paper, the CSI of the legitimate links, h; and hy,
are assumed to be available at the transmitter side [8],
[17], [18]. In practical scenarios, in time division duplex-
ing (TDD) systems, the reciprocity of uplink and downlink
channels allows the transmitter to estimate the downlink
channel by utilizing uplink channel sounding. Under the
assumption of TDD transmission, h; can be obtained at the
PT through a pilot signal transmitted by the PR. Moreover,
h; can be estimated at the PT as described in [8].

The PT transmits information symbol s(n) with symbol
period Ty to the PR. We employ a unit-norm beamforming
vector w € CN*! for transmitting the signal s(n). Since
the CSI of the ED is not known at the PT, the remaining
degrees of freedom are utilized to send AN to degrade the
channel of the ED link. Our aim is to design AN-aided
precoding so that the AN is eliminated at both the PR
and the BD. Therefore, the PT uses N; — 2 degrees of
freedom for transmitting AN vector z = [z, 2, . . .zN,,z]T ~
CN (Oy,—2,Iy,—2), where the vector z is multiplied by a
precoding matrix W = [wiwy...... wy,—2] € CNix(N:=2),
where ||w;|| = 1, Vi. In other words, the precoding matrix W
is designed to lie in the null space of both h; and h;. There-
fore, the columns of the matrix W are designed to form
orthonormal basis with h; and hy and hence the matrix W
must has at most N; — 2 columns. This illustrates why N, —2
degrees of freedoms are used for transmitting the AN signal.
As a result, we get hJ{W :0};,[_2 and h;W :017\;t_2. Using
this technique, the AN will degrade the eavesdropper link
but not the legitimate links [19], [20]. Moreover, it facilitates
deriving simple and insightful secrecy rate expressions. Note

VOLUME 11, 2023

also that in the considered system setup, as N; — 2 degrees
of freedom are used for transmitting AN signal, we assume
that N; > 2. Meanwhile, the BD transmits a signal \/ac with
symbol period T, where ¢ denotes the information signal of
the BD and 0 < o < a4, denotes the reflection coefficient.
The BD conveys its information by modulating the primary
signal, and the resultant reflected signal represents the prod-
uct of the two signals [21]. We assume that both s(n) and ¢
are distributed as a standard circularly symmetric complex
Gaussian distribution with zero mean and unit variance.! We
assume that the symbol period of the BD spans N consecutive
symbols period of the primary system, i.e. 7, = NTj, and
in this paper, we consider N > 1.2 The PT constructs the
transmitted signal as the sum of information signal and the
jamming signal as follows

X = /pws(n) + /qWz
N;—2
= /pws(n) + /q Z Wizi, (1)
i=1
where p and g denote the transmit power of the infor-
mation signal and each AN signal, respectively. Moreover,
the total transmit power budget is constrained such that
E[lIx]*] = P.

Let 0 < ¢ < 1 denotes the power allocation factor that is
dedicated for transmitting the information signal.® Therefore,
the power devoted to transmit the information signals is ¢ P
and the total power devoted for AN signals is (1 — ¢)P.
As we have N; — 2 noise signals z = [z, 2, .. .ZN,,Z]T, then
the total transmit power budget is given as p+ (N; —2)g = P.
As the CSI of the eavesdropper is not known at the trans-
mitter side, we assume uniform power allocation between
the AN signals. Thus, the transmitted powers p and g can be
given as

p=¢P, )
_(L—¢)P
4= 3)

Therefore, the received signal at the PR is given as

yp(n) = \/Z)hJ{ws(n) + \/@glch;ws(n) +np, 4)

where the first term in the right-hand side of (4) is the
direct-link signal and the second term represents the signal
backscattered from the BD; g; is the channel coefficient
of the BD-PR link, which is assumed to be a line-of-sight

IThe standard Shannon capacity formula used in this paper assumes
that the BD uses a Gaussian codebook with constrained mean reflected
power «, as in [8], [22] and [23]. This can be achieved assuming that the
BD incorporates a reflection amplifier as studied in [24].

2The case where N >> 1, commonly referred as commensal setup, is more
practical than parasitic setup where N = 1. This is because, in practice,
the transmission rate of the backscattering link is much lower than the
transmission rate of the primary system.

3In this paper, we have assumed the worst-case scenario with zero noise
at the eavesdropper. Therefore, when all power is devoted to the information
signal transmission, i.e., ¢ = 1, the rate at the eavesdropper’s side is infinity
and hence the secrecy rate is zero. Therefore, the power split ratio is chosen
tobeintherange 0 < ¢ < 1.
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(LoS) channel with a constant large scale path loss [8], and
np ~ CN (0, 01,2) represents the additive white Gaussian noise
(AWGN) at PR. Similarly, the received signals at the ED is
given as

Se(n) = Phiws(n) + Japegrhiws(n)

N,—2
+ 49 Z hiwizi + e, 5)
i=1

where g is the channel coefficient of the BD-ED link, and
ne ~ CN (0, 062). Considering the fact that the noise at the
ED is unknown random variable, we assume the worst-case
scenario, where the noise is equal to zero, ie., np — 0
[20], [25]. The ED can use the first term in (5), which rep-
resents the primary user signal s(n) as an interference and
decode the BD signal. However, as our focus in this paper
is to secure the BD transmissions, as a worst case scenario,
the ED can use successful interference cancellation (SIC)
technique to decode the primary user signal s(n) first and
then remove this signal from the received signal. By utilizing
this SIC technique, the eavesdropper can achieve a higher
SNR at their end, resulting in an increased achievable rate
compared to treating the primary user signal as interference.
Consequently, this worst-case scenario serves as an upper
bound for the eavesdropper’s capabilities and a lower bound
for the secrecy rate. Therefore, the received signal at the ED
receiver is given as

N—2

Ye(n) = Japegshiwsm) + g > hiwz  (6)

i=1

lIl. ERGODIC SECRECY RATE ANALYSIS

In this section, we investigate the secrecy performance of the
transmission schemes introduced in Section II. The ergodic
secrecy capacity is defined as the maximum average rate
of the confidential information sent from the transmitter to
the receiver, and below which any average transmission rate
is considered achievable secrecy rate. In the following, we
derive the achievable ergodic secrecy rate of the BD. Note
that such a secure transmission rate is achieved by the coding
schemes where codewords span many different channel fad-
ing conditions. Therefore, ergodic secrecy rate is commonly
considered a suitable performance metric for fast fading chan-
nel conditions.

First, we derive the received SNRs and the achievable
ergodic rates at different nodes. As our purpose is to maxi-
mize the ergodic secrecy rate of the BD for a given average
SNR constraint for the primary system, the transmit beam-
forming vector w is chosen to match the PT-BD channel,
i.e, w = hy. From (4), when decoding s(n), as the data rate of
the BD is far lower than the transmission rate of the primary
system, signal in the backscattering path can be treated as
a useful multipath component. Hence, the equivalent effec-
tive channel that is used for decoding the primary system
signal s(n) is h; + /agichy. As the BD signal ¢ is not
known at the PR in advance, non-coherent detection of s(n)
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is required. However, when N >> 1, non-coherent achievable
rate can be approximated as coherent achievable rate [8] and
thus, the received SNR of the primary link for a given BD
signal c is given as

p|thy + Ve cg1h2>fhz|

2
%

Vsle = @)
In this paper, we consider average SNR constraint for the
primary user and focus on the analysis of the ergodic secrecy
rate of the secondary backscatter system and the optimal
power allocation. Thus, as ¢ ~ CA (0, 1), the primary SNR
averaged over c is given as

e 2 2 2
h hy|” + h
. — Plhbo| P‘;‘|g1| [1ha 2 ®
%

The ergodic rate of primary system is thus given as

R, = E[logg(l + ys)]. )

The following lemma gives closed-form expression for R;.
Lemma 1: The ergodic rate of the primary user is given
as

_ —eEi(—1)
In2)(1 — La|g; M

(10)

where E1() is the exponential integral [26, Eq. (8.211.1)],

and ) & pQ
Proof: See Appendix I [ ]

Note from (10) that, as A > 0, lim — e*Ei(—A) = 0 and

hence the achievable rate of the p?unary user Ry is decreasing
in A. Thus, Ry is increasing in ¢. Moreover, R; is increasing
in «. Therefore, R exhibits an increase with respect to both ¢
and «. However, our primary goal is to maximize the secrecy
rate of the BD. Hence, the optimization of variables ¢ and « is
aimed at achieving the maximum secrecy rate of the BD while
simultaneously upholding a predetermined value for average
SNR of the primary system, as will be described in the next
section.

Now, we determine the SNR of the BD signal. After
decoding s(n), the successive interference cancellation (SIC)
technique is used at the cooperative receiver to remove this
signal. Let s = [s(1), s(2),...,s(N)]T denotes the vector
of the transmitted information symbols of the PT during one
BD symbol period. Thus, the received signal vector at the PR
during one symbol duration of the BD, after removing the
decoded signals of the primary user, can be written as

¥ = Vapgillhal|*sc +n,. (11)

Then, for a given s, we perform maximum ratio combining
(MRC) for decoding c and the resulting SNR is given as

_ pefg|*[me]*s|®
Yels = 5 .
%

(12)
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As the BD transmits only one symbol during N successive
symbols of the primary system, the achievable rate of BD
transmission is given as

A 1
Re = Bs[loga (1 + ves) | (13)

where the expectation is taken over s. The rate R. in (13)
is mathematically intractable. However, from (12) and in
commensal setup where N > 1, as E[s(n)] = 1, the SNR
at the PR for decoding the BD symbol ¢ using MRC can be
well-approximated as [8] and [21]

_ paN|g a1

Ve 3 (14)
%
Thus, the ergodic rate of the BD is given as
1
Re = - E[loga (1 + )| (15)

The following lemma provides closed-form expression
for R...
Lemma 2: The ergodic rate of the BD is given as

N:
1 1 1

R, = P Ey _ —, 16

¢ Nln(2)el]§ N, k+l(ﬁ1) (16)

where B = :—201N’g1‘2§22, and E,(.) is the generalized
57
exponential integral of order n [27, Eq. (11)].
Proof: Note that y. = %(35N|g1|2||h2||2 ~ Gamma
P

(Ni, LaN (g1 |292 £ B1). Thus, R, is calculated as
p

E[in(1 + y)]
B 1
T NIn@BM W, — 1)!

1
Ro=——
Nln2

o0 _r
/ In(1 + y)yN=le Fidy.
0

Using the identity given in [28, Appendix A3], the integral
in the previous equation can be solved, and hence (16) is
obtained. ]
Following similar procedure as that for obtaining (12)
and (13), the SNR and the achievable rate at the ED are,
respectively, given as

_ paN|g2[ "Il [s]*
g > [hlwi[?

.

R, = ]T]Es[logz(l n ye\s)]. (18)

When N > 1, the SNR and the ergodic rate of ED are given
as

, a7

els

_ paN|g|lhy|? "
e — TH’ ( )
g2ty [hew|
1
R, = NE[logz(l n ye)]. (20)

The following lemma provides closed-form expression
for R,.

VOLUME 11, 2023

Lemma 3: The ergodic rate of the ED is given as

1 Ni—1 1 Bavn
e & e ()
Nin@2) & (N, +n—=2)\p,
x2F1<Nt+n—2,n~|—1;Nt+n_1;1_%)’
2
2n

where 2F1(a, b; c; 7) is the Gauss hypergeometric function,
B2 2 apN |g:|* Q. and B3 = ..

Proof: See Appendix II. [ |
Now, given an ergodic secrecy capacity Cgee, as ¢~
CN (0, 1), an achievable ergodic secrecy rate Ry, which is a
lower bound on Cg,., can be given as [25] and [29]

Csec = Ryee = [Re — Re]+ s (22)

To this end, combining (16), (21), and (22), we get a closed-
form expression for the ergodic secrecy rate of the secondary
backscatter communication system.

IV. JOINT OPTIMIZATION OF POWER ALLOCATION AND
REFLECTION COEFFICIENT

In this section, we address the problem of maximizing the
ergodic secrecy rate given in (22) by joint optimization of the
power allocation at the PT and the reflection coefficient of
the BD. First, the optimization problem is formulated and
accordingly, its feasible condition and the optimal reflec-
tion coefficient are determined. Then, we derive asymptotic
expression for the secrecy rate, where the number of transmit
antennas increases without bound, and accordingly, we derive
the optimal power allocation factor ¢. The utilization of
the large-antennas approximation proves particularly advan-
tageous in scenarios involving massive MIMO deployment.
A study [30] demonstrates that incorporating a large number
of antenna elements at the transmitter side can significantly
enhance the spectral and energy efficiency of backscatter
communication systems. Furthermore, the subsequent sub-
sections will present concise asymptotic analytical results
that provide valuable insights into the impact of system
parameters on performance. For instance, leveraging these
derived asymptotic results, we will investigate the conditions
required to achieve a positive secrecy rate.

A. PROBLEM FORMULATION, FEASIBLE CONDITION, AND
OPTIMAL REFLECTION COEFFICIENT

In the following optimization problem, our objective is to
maximize the ergodic secrecy rate by jointly optimizing the
power allocation factor and the reflection coefficient of the
BD as follows

P1:max Ry = [R; —R.]"
¢,

st g =yt (23)
0<¢<1 (24)

0 <o =<anpu (25)
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where the constraint (23) ensures a minimum predefined
average SNR ; for the primary signal,* which is given as

Vs = E[Vs]
oPE[ [bho[*] + pPalgi B[ 1ha 1]
PO + ¢aP|g|* N

2 9
%p

(26)

where the last equation is obtained as |hJ1[lA12 |2 ~ exp(QLl) and
[|hy| |2 ~ Gamma(N;, €22). Before solving P1, we investigate
its feasible condition. As y" is a system parameter to be set,
we find the maximum feasible value of ys’h, which is denoted

as yfﬁnax, so that the constraints in (23)-(25) are met and thus

P1 is feasible. The maximum feasible threshold yj%ax can

be obtained by substituting ¢ = 1 and & = gy in (26).
PQl+amaxP|gl|2NtQZ A
- £

%p

Therefore, P1 is feasible if ysth <
th
Vs,max'
Note that, using (26), the constraints (23) and (24) can
be combined into one constraint, and therefore, P1 can be
reformulated as follows

P2 : max Ry = [Re — R,
¢,

st k<@ <1 27
0 <a =< anax (28)
th
where K £ (P91+aPI;;|2N,§22)/a§' Note that when o = o0y,
h
we havek = th . To solve the problem P2, first, we find the

optimal value of « as summarized by the following theorem.
Theorem 1: The optimal value of the reflection coefficient
of the BD is the maximum value, i. e., &* = gy
Proof: Note that from (14) and (19) that both y,
and y, increase linearly with o. Moreover, it can be inferred
from (22) that positive secrecy rate is obtained when
Ye > Ve. Thus, whenever positive secrecy rate is achieved,
i.e., ¥ > Ye, as both y. and y, are directly proportional
with o, we can conclude that R, is an increasing function
of a. Note also that as « increases, ¥ decreases, and thus
the lower bound of ¢, given in (27) decreases. Thus, we
can conclude that choosing @ = oy, does not affect the
choice of ¢ in (27) that maximizes R, and hence the optimal
reflection coefficient is «* = a4, and it is independent on
the power allocation factor ¢. [ |

B. LARGE SYSTEM ANALYSIS AND OPTIMIZATION OF
POWER ALLOCATION

In order to optimize the power allocation factor ¢ and also
provide useful insights on the impact of some key system

4Note that the transmission rate using the average SNR constitutes the
upper bound on the achievable ergodic rate of the primary signal. Another
option, but with slightly more complex optimization procedure, is to make
constraint on the ergodic rate given in (10) such that Ry > Réh.
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parameters on the secrecy performance, in this subsection,

we conduct large antenna analysis when the number of

antenna elements grows indefinitely large, i.e., N; — oo.
Ne—2[pt o |2

. i= hewi

In this case, ||| — 2N, and Z= YL g, 31),

Thus, from (14) and (19), the asymptotic SNRs are given as

_ gaPN|si[* 2N,

: e 29)
o ¢ oN|gl0N,
TS G0

The asymptotic secrecy rate can then be written as

1 1+yN\7F
RS = [m( + ¥ )]
€T NIn@2)| \14y>®

1 1+ (B — Do — p>\1"
_Nln(z)[ln( 1+ — Do )} (D

where g £ ocmaxPN’gl ‘2522Nt/02, and ¢ & ocmaxN|g2|2S22
N;/ Q..

We note from (31) that ;imo RS = 0, which means that

sec
when the entire power is used for AN generation, there is
no information transmission and thus the secrecy rate is

zero. Moreover, from (31) it is easy to show that positive
I+H(B—Dp—pe® _ 4

1+ D¢ ’
or equivalently ¢ < 1 — % £ ¢,. In other words, ¢ must be

always less than one, which means that the AN is essential to
achieve positive secrecy rate in our considered system setup.
It should be noted that the necessity of AN to achieve positive
secrecy rate stems from our assumption of zero noise at the
ED side. On the other hand, when ¢ > ¢, the generated AN
is not sufficient for preventing the eavesdropper from being
able to decode the transmitted message signal and thus the
secrecy rate is zero. Therefore, we can notice that there exists
an optimal value of ¢, in the range 0 < ¢ < ¢, which
maximizes the underlying achievable ergodic secrecy rate.

Now, for a given optimal &« = «,,y, and without taking
into account the primary user performance constraint given
in (27), the optimization of the power allocation factor ¢ that
maximizes the asymptotic secrecy rate given in (31) can be
formulated as follows

secrecy rate can be obtained only when

_ _ a2
P3: m(sx 1+ —1¢—F¢ (32)

I+ —Do
Note that the objective function in P3 is unimodal in the
variable ¢. Therefore, by taking the first derivative of the
objective function with respect of ¢, we obtain a quadratic
equation in ¢, and by equating the first derivative of the
objective function to zero, the resultant solution for optimal ¢
that lies in the correct range is obtained as follows

. _—B+VBUFB-O
pe-1

¢ (33)
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Now, the optimal ¢, taking into consideration the con-
straint (27), is given as

¢* = max(¢*, k). (34)

Equation (34) suggests that the ideal power allocation factor,
denoted as ¢*, that maximizes the secrecy rate of the BD, can
be represented by o* as long as $* < k. However, in cases
where (]3* exceeds a certain threshold «, a higher value of ¢
becomes necessary to ensure the QoS for the primary user.
As a result, ¢* is set to « as it achieves both the minimum
required SNR for the primary user and serves as the optimal
value to maximize the secrecy rate of the BD under this
condition. Moreover, it can be shown from (33) that cj;* is
a decreasing function of the number of transmit antennas N;.
This can be interpreted as follows. As N, increases, the SNR
of the primary user y; increases due to the array gain of
using matched filter precoding that matches the PT-BD link.
Thus, the fraction of power required to satisfy the QoS of the
primary user decreases.

C. CONDITIONS FOR POSITIVE SECRECY RATE

In this subsection, in order to get further insights, we investi-
gate the condition under which a positive secrecy rate can be
achieved using the asymptotic ergodic secrecy rate derived in
the previous subsection. From (31), the condition for positive
secrecy rate reduces to y>° > y,>°, which can be written as

2
(dﬂ)z > % (35)
dpp (1 —¢)PL2,

Note from (35) that the relative distance ‘(%’i is an important
factor. If the location of the BD is much closer to the ED than
the PR, i.e., % <<1, then achieving positive secrecy rate
requires allocating more power to the AN signal. However,
interestingly, we can also infer from (35) that better channel
condition for PT-ED link, i.e., large value of €2., decreases the
required AN power for achieving positive secrecy rate. This
is due to the fact that in the considered SR network setup,
the information signal to be secured is only reflected from
the BD, but the AN is transmitted through the direct PT-ED
link. Moreover, from (35), the required total transmit power
for achieving positive secrecy rate can be lower bounded as

2
> (d‘i’)zo—”. (36)
dpe/ (1 — )2
The lower bound in (36) indicates the minimum transmit
power required for positive secrecy rate. This lower bound is
particularly important in system design. For instance, it can
be used to adjust the power allocation factor ¢ that minimizes
the required transmit power to achieve positive secrecy rate.
This process should take into account the QoS requirement
of the primary user. Hence, there exists a tradeoff between
minimizing the overall power consumption needed to achieve
a positive secrecy rate and meeting the QoS demands of
the primary system. For instance, reducing the parameter ¢
will lower the minimum power allocation necessary to attain
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a positive secrecy rate, but it will come at the expense of
compromising the QoS performance of the primary user.
Moreover, it can be inferred from (36) that if the location
of the BD is much closer to the ED than the PR, the min-
imum power required for achieving positive secrecy rate
increases.

V. SIMULATION RESULTS

In this section, we verify the proposed secure transmission
schemes for SR via simulations. Unless otherwise stated,
we set P = 30dBm, 0, = —140dBm, N = 64, ttynq; = 0.25,
and x = 0.5. The distances of the different links, i.e., PT-PR,
PT-BD, PT-ED, BD-PR, and BD-ED are, respectively, given
as di = 200m, d = 200m, d, = 200m, dgp = Im,
and dpgg = 1m. The path loss models between the PT
and the different nodes are calculated as follows [22], [30],
Q1 = 0G/G,d;", % = 0G:Gpd; ", and Q, = 0GG.d;”
where o = (%)2 is the average channel attenuation at
unit reference distance with f = 915MHz being the transmit
frequency, and the path loss exponent ¢ = 3; Gy, G, Gp,
and G, denote the antenna gains for PT, PR, BD, and ED,
respectively, which are assumed to equal 6dB [32]. Moreover,
|g1|2 = QG;,G,dE;P2 and |gg|2 = QGbGedEE- The average
SNR for the PT-PR direct link is defined as y; £ 5t

First, we plot the transmission rates against y; as shown
in Fig. 2. In Fig. 2(a), we compare the secrecy rate Ry,
with the simulated exact secrecy rate Ry = [Re — R.]T,
where RC and Re are given in (13) and (18), respectively.
The primary rate shown in Fig. 2(b) is obtained using (10)
and the simulation results are obtained by substituting (7)
into (9) and averaging over c¢. Note that the secrecy rate of
the BD, shown in Fig. 2(a) is generally much lower than
the transmission rate of the primary user. This is because
we considered the commensal setup in this paper, where one
BD symbol spans over N primary symbols, and also the BD
signal causes no interference to the primary signal. From
Fig. 2(a), Ry can well approximate IA{m when N is equal
or larger than 32. Interestingly, from Fig. 2(b), we note that
the primary rate decrease as N increases. Although there is no
direct proportionality between y; and N as inferred from (8),
it can be shown that the optimal power allocation factor ¢*,
given in (33), is inversely proportional with N, and therefore
the primary rate slightly decreases with increasing N. Numer-
ical results show that all theoretical results match well with
Monte-Carlo simulation results.

Fig. 3 shows the ergodic secrecy rate against the nor-
malized SNR threshold ¥ £ % of the primary user,
with different values of y;. We observe that the secrecy rate
remains unchanged up to the point where x = qS* When
k > ¢*, then ¢* = « and hence, the secrecy rate starts to
decrease gradually as more power allocated to the informa-
tion signal than for AN signal. The value of ¥ where the
secrecy rate is zero depends on the SNR of the direct link y;.
When « = 1, zero AN signal is transmitted and the secrecy
rate is zero. Therefore, the SNR threshold ys’h plays important
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FIGURE 2. Transmission rate versus the backscattered SNR y4, with
Ng = 4, k = 0.5, and different values of N. (a) Ergodic secrecy rate.
(b) Ergodic primary transmission rate.
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and different values of y4.

role in determining the secrecy performance of the secondary
backscatter transmission in SR systems.

Next, we examine the impact of the power allocation fac-
tor ¢ on the secrecy rate. Fig. 4 illustrates the ergodic secrecy
rates of the BD, plotted against ¢ for various values of the
reflection coefficient . The optimal values of ¢, determined
using equation (34), are represented by blue circles. The
graph demonstrates that the secrecy rate rises with increas-
ing o, and this increment is more pronounced when ¢ has
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FIGURE 5. Ergodic secrecy rate versus «, with Ny = 4, dgp = 1m, and
different values of dgg.

smaller values. Interestingly, the optimal ¢ decreases as «
increases, indicating that a larger proportion of power should
be allocated to generate AN as « increases.

In Fig. 5, we plot the reflection coefficient o versus the
secrecy rate for different distances between BD and the ED.
In this figure, we first observe that the secrecy rate increases
as « increases even when dgr = 0.5m, where the BD is
closer to the ED than the PR. This observation confirms the
analytical results that the optimum value of the reflection
coefficient is to be set to the maximum value irrespective of
the distance between the BD and the ED. Furthermore, the
figure reveals a strong correlation between the secrecy rate
and the distance between the BD and ED. Specifically, as this
distance decreases, the secrecy rate diminishes since a greater
amount of AN power is needed to confuse the ED.

Fig. 6 shows the impact of the number of transmit anten-
nas on the optimal power allocation factor ¢*. The figure
shows the optimal power allocation factor ¢* versus the
number of transmit antennas N, for different values of dpg.
The solid lines represent ¢* obtained using the asymptotic
result given in (34), while the * markers indicate the opti-
mal values that are obtained by exhaustive search. It is
noted that, for a fixed dpg, as N; increases, ¢* decrease,
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i.e., as N; increases, more power should be allocated to
the AN generation as discussed in Section IV-B. It is also
seen that increasing the BD-ED distance reduces ¢*, which
implies that as dpg decreases, more power should be used to
generate the AN signal. Note that the numerical results con-
verges well with the exact simulation results even with small
values of NV;.

VI. CONCLUSION

In paper, we addressed the issue of secure transmissions
within SR networks. Specifically, we designed the transceiver
of the primary system to support the transmissions of both
the PT and the BD. Our goal is to propose a transmission
scheme that incorporates AN to maximize the ergodic secrecy
rate of the BD, while considering the QoS constraints of
the primary system. To achieve this objective, we derived
a closed-form expression for the achievable ergodic secrecy
rate of the BD. Additionally, we conducted a large system
analysis by considering a scenario with a large number of
transmit antennas at the PT. We jointly optimized the power
allocation factor and the reflection coefficient to maximize
the ergodic secrecy rate. The analytical and simulation results
indicated that AN-assisted beamforming is a powerful tech-
nique that can ensure the confidentiality of date transmission
in SR networks in the presence of a passive eavesdropper.
Interestingly, our findings demonstrated that using the maxi-
mum reflection coefficient is optimal, even when the channel
condition of the BD-ED link is better than that of the BD-PR
link. To validate the accuracy of our derived analytical results,
we performed numerical simulations for various scenarios.
The simulations further supported our findings and confirmed
the effectiveness of the proposed transmission scheme in
enhancing the security of SR networks.

APPENDIX 1.

PROOF OF LEMMA 1

The following proposition summarizes some helpful distribu-
tions that will be used in the subsequent derivations.

VOLUME 11, 2023

Proposition 1: [33] The cumulative distribution function
(CDF) and probability density function (PDF) of a
continuous Gamma distributed random variable X, with
parameters o and B, are respectively given as

F _ y(a, %) _ x"e B 37
x(x) = @— 1) = _,,=0W’ 37
_ e 38
Sx(x) = m~ (38)

First, define X 2 2 |hlhy|* and v 2 Zalg[*[hy|2,
4 P

2
so that y; = X + Y. Note that X ~ exp(p%’ £ 1), and
Y ~ Gamma(;, (%ot|g1 |292 £ 9)[29, proof of Lemma 1].
Now, we show thgt X and Y are independent. Note that
conditioned on hy, h}Lﬁz is a complex Gaussian random
variable with zero mean and variance €2; which does not
depend on h,. Therefore, h}Lflz and the elements of hy are
independent, and hence X and Y are independent. The PDF
of Y fy(y) can be obtained using Proposition 1, and the CDF

of X is Fx(x) = 1 — e~**. Now, we find the CDF of y; as
follows

o) Y-y
Fou(y) = /0 [ sy

= /0 Fx(y —n)frO)dy

—A
e /Oo =T gm3G =1 gy
NN, — D! o
e
=1——, 39
(1 — 20)N (39)

where the last integral is solved using [26, Eq. (3.381.4)].
Then, the ergodic rate of the primary user is given
as

1
Ry = mE[ln(l + )]

= 1n(2)/ In(1 + y)fy,(v)dy

B /°° =P

= Q) ar0 v

b 00 e*)\.}/ 4
= 1n(2)(1 Y /o a+n

where integration by parts is used for obtaining equality a,
while equality b is obtained by substituting (39) into (40).
Using [26, Eq. (3.352.4)] to solve the last integral in (40)
gives (10).

(40)

APPENDIX II.

PROOF OF LEMMA 3

First, we find the CDF of y, that is given in (19). Define
X1 2 apN|g| IIhal[? and X2 2 ¢ > M2 hiw,|*. We have
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X; ~ Gamma(N;, osz|g2|2§22 £ B) and X, ~ Gamma
Ny — 2,922, £ B3). The CDF of y, is then given as

Fy,(y) =Pr[X; < yX;]

= /0 Fx, (yx2)fx, (x2)dxs

Ni—1 n

:1_2 14

= VTN, — 3By

% NeAn—3 ~(+
X X, e PR dxy
0

N—1 ,N,—2
N, —3)!
—-y A m S
= By (N =3
x y"(é + y)y N2 (41)
B3

where [26, Eq. (3.381.4)] is used to solve the last integral
in (41). Now, the ergodic rate at the ED is given as

1

1 o0
- NT(z)/O In(1 + y)fy, (y)dy

a 1 /oo 1 - Fye()’)d
NIn2) /o (A+vy)

N BTN 4= 3

2 BY AN, — 3)n!

n=0
B2 —N;—n+2
X/Ooyn(ﬁ3+y) o
0 I+y)

b 1
- NIn(2)

dy. (42)

As in (40), integration by parts is used for obtaining equality a
and equality b is obtained by substituting (41) into (42). Using
[26, Eq. (3.227.1)] to solve the last integral in (42), (21) is
obtained.
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