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Abstract

The rapid growth of the population and the increase in life expectancy put intense pressure on the
healthcare systems worldwide. Mobile health applications (m-health apps) can help ease the situation
by offering highly personalized services that empower individuals to take better care of their health. To
reach their full potential, m-health apps must continuously gather personal health data from users,
which leads to privacy concerns. We study the influence of users’ privacy concerns on their intention to
disclose personal health data to m-health apps. Using an online survey and conducting SEM-PLS, we
show that a personalization-privacy paradox is present in the context of m-health apps. While
respondents claim to have privacy concerns about using m-health apps, their concerns do not negatively
affect their self-disclosure intentions nor their intention to continue using the apps. Our results show
that the magnitude of personalization-privacy paradox is influenced by demographic factors.

Keywords: Mobile health, Privacy, Artificial Intelligence, Femtech, Healthcare.

1 Introduction

With the growing population and urbanization, health concerns arise in modem societies. Nowadays,
five out of the top ten causes of death globally are related to unhealthy behavior (Deloitte, 2021). In
addition to the unhealthy lifestyles of citizens, the population is aging in welfare countries (Deloitte,
2021). The simultaneous increase in the life expectancy and increase in the need for chronic care is
leading to a doctor shortage worldwide (Mesko et al., 2018). Thus, the capacity constraints of the
healthcare sector make it impossible to meet the growing demand for one-to-one appointments between
patients and doctors or therapists. Especially the COVID-19 pandemic has highlighted the capacity
constraints of healthcare systems all over the world and the need for preventive solutions to improve
citizens’ health at scale. To that end, smart mobile health applications (m-health apps) play an important
role in preventing diseases and also in diagnosis and rehabilitation (Cook et al., 2018, Zhao et al., 2018).

Citizens can benefit from various m-health apps, ranging from wearable technologies to femtech and
digital therapy apps. These apps use Artificial Intelligence (Al) to process users' vitals and health records
to provide them with personalized recommendations. Considering that Al enables faster and more
accurate decision-making and diagnosis (Jiang et al., 2017), m-health apps can help treat patients at
scale, providing them with low-cost, high-quality, and around-the-clock access to healthcare services
(Kao and Liebovitz, 2017, Zhou et al., 2019). M-health apps are specifically beneficial for providing
personalized services to citizens (Zhao et al., 2018), empowering them to actively engage in their
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healthcare and well-being. However, to provide such optimal and highly personalized services, m-health
apps are dependent on the self-disclosure of sensitive personal information by users. Considering that
leaking this sensitive health data can have detrimental consequences for patients and companies, privacy
concerns increase simultaneously with the level of personalization offered by m-health apps (Guo et al.,
2016). Still, previous research shows that many m-health apps violate users’ privacy (Papageorgiou et
al., 2018). For instance, Flo, one of the most popular period tracking apps, shared the extremely sensitive
and intimate data of its users with Google and Facebook in 2019 (Gupta and A., 2021).

Past research shows that often there is a paradox between people's privacy concerns and their interest in
highly personalized digital services (Guo et al., 2016, Liu and Tao, 2022). Users often claim to be
concerned about data privacy (Gerber et al., 2018, Zhou et al., 2019, Lidynia et al., 2019) but act in a
controversial way (Gerber et al., 2018), for example, by disclosing too much personal information about
themselves. Previous studies claim that users often decide to disclose or retain information to a digital
service by assessing the potential benefits and risks that the information sharing might bring (Krasnova
et al., 2012, Zhang et al., 2018). To that end, in addition to privacy concerns and the level of
personalization, users’ trust in a service, level of technological self-efficacy, and demographic factors
such as age and education have shown to play an influential role (Zhang et al., 2018, Kang and Jung,
2021, Liu and Tao, 2022, Krasnova et al., 2012, Zhou et al., 2019). However, to the best of our
knowledge, little is known about the interrelationship between these factors and how they affect the
personalization-privacy paradox in using m-health apps. Therefore, to gain a better understanding of the
privacy concerns of citizens about m-health apps and how such concerns affect their intention to use and
share personal health information with these apps, we set out to answer the following question: How do
users' privacy concerns affect their self-disclosure intention while using m-health apps?

To answer this question, we developed a theoretical model drawing on well-established Information
Systems (IS) theories and concepts on information privacy. To test the theoretical model, we collected
data via an online survey (n=249) and conducted a PLS-SEM analysis using SPSS AMOS software. Our
results show that while the respondents claim to have privacy concerns about using m-health apps, these
concerns do not have a negative effect on their self-disclosure intentions. Additionally, the level of
personalization increased females” privacy concerns significantly, but the influence was not significant
for men. At the same time, privacy concerns had a significant negative effect on self-disclosure in the
male group. Self-efficacy was found to have a significant impact on decreasing privacy concerns and
increasing self-disclosure. Privacy concerns, in turn, were found to have a significant negative effect on
trust, while trust had a significant positive effect on users’ self-disclosure intention.

Our study makes several contributions to IS research and practice by providing a more nuanced
understanding of personalization-privacy paradox in the m-health context. We specially shed light on
how differences in age, gender, educational level, and level of digital skills impact the personalization-
privacy paradox. Our study provides companies with insights on tackling users' privacy concerns. This,
in turn, could enable broader adoption of m-health apps and unlock their benefits for society at large.

2 Research Background

2.1 M-health apps

The World Health Organization (WHO, 2019) states that digital health encompasses the themes of
electronic health, Al, the internet of things, and computational methods applied to big data and
genomics. Thus, the citizens' health journey will be more and more interlinked with data, analytics, and
Al not only during and after treatment but also in a preventive manner.

M-health apps can encourage citizens toward a more active lifestyle, as especially diseases triggered by
unhealthy lifestyles are a growing problem for the healthcare sector. These apps can motivate users to
exercise more, eat better, take more responsibility for their own health and help them also listen to their
bodies and learn when it is time to rest (Hirkonen and Résénen, 2021). In addition, with the help of
these apps, users can measure bodily functions, which was previously possible only with the support of
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health professionals (Koivumaiki et al., 2017). M-health apps can recognize patterns from these health
data to predict both physical and mental diseases such as diabetes and depression in their early stages
(Cook et al., 2018). This, in turn, enables users to better manage their personal health and prevent
diseases (Kukafka, 2019). M-health apps also enable healthcare providers to innovate solutions for
disease prevention plans and treatment for chronic diseases (Kotz et al., 2016).

Kao and Liebovitz (2017) categorize m-health apps into six categories: wellness management, disease
management, self-diagnosis, medication reminders, electronic patient portals, and physical medicine
and rehabilitation. In this paper, we concentrate on the category of wellness apps that individuals use
based on their own motivation. The wellness apps aim to encourage consumers to engage in a healthier
lifestyle, for example, by tracking their sleep, exercise, and diet. There is a wide range of m-health apps
including, for example, smartwatches and rings, fitness apps, mindfulness, and mental health apps. The
wellness category also comprises femtech applications which provide digital healthcare solutions for
women, including maternal and menstrual health. We also consider mental wellness apps as a part of
the wellness management category. In the mental health space, there are various apps from general
mindfulness and meditation apps to apps connecting users to a real therapist remotely.

Most m-health apps rely on Al to provide users with personalized services. Al has been changing the
field of healthcare, as the availability of healthcare data is increasing, and analytics techniques are
developing (Jiang et al., 2017). One of the greatest advantages of Al is that it can manage and interpret
information much more effectively than humans have the cognitive capacity to. As such, Al is
accelerating the change in healthcare from a generalized approach to a highly personalized, preventive,
and participatory approaches, where the main focus is on individuals and data (Koivumiki et al., 2017).
Thus, by providing personalized services to a large number of citizens, Al can help improve disease
prevention and rehabilitation and ultimately reduce healthcare costs (Matheny, 2019, Cook et al., 2018).
However, to provide such valuable services, Al-enabled m-health services need to collect more and
more sensitive health information from users. This creates privacy concerns for citizens and obligations
for healthcare providers and the companies who collect the data. Information privacy and security are
found to be amongst the main concerns and barriers to incorporating technology into healthcare (Cook
et al., 2018), as they might hinder citizens' acceptance of digital health technologies (Becker, 2018).

2.2 Privacy in healthcare

Tracking and analyzing user data creates benefits for users through personalized services but
simultaneously poses a privacy risk. And the more personalized the service is, the higher the privacy
risk tends to be. Privacy risks related to personalized services can include, for example, surveillance by
government agencies and private companies and information theft (Kotz et al., 2016). Therefore, there
must be legitimate privacy protection in place (Braun et al., 2018). A recent study shows that 68% of
the respondent's motivation for self-measurement with m-health apps would increase if there was strong
privacy protection (Hérkénen and Résénen, 2021). In addition to the sensitivity of the data, another
privacy-related subject that individuals are worried about is the unauthorized distribution of their data
to third parties (Lidynia et al., 2019). It is often challenging for users to follow how the data will be
used by Al-powered healthcare services and what sort of consequences it might generate (Trocin et al.,
2021). For example, as mentioned earlier, Flo, the most popular period tracking app with over 100
million users, shared the extremely sensitive and intimate data of its users with Google and Facebook
without their knowledge (Gupta and A., 2021). Providing transparent explanations about data gathering
activities to users could enable them to make better and more confident choices (Van Kleek etal., 2017).

Previous studies show that users are increasingly concerned about their privacy and data security (Zhou
et al., 2019). However, these concerns do not directly transfer into action, as people continue to act in a
controversial way (Gerber et al., 2018). This sort of controversial behavior is known as personalization-
privacy paradox (Guo et al., 2016). For example, users might state that they hold personal data privacy
in high importance but simultaneously disclose too much personal information or agree to an app privacy
policy without reading it. A recent report shows that approximately only half of the 4,000 respondents
familiarized themselves with the terms of use of the m-health apps they used (Hirkénen and Résénen,
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2021). While these controversial decisions can be due to users” lack of awareness about privacy issues,
it remains unclear whether they really understand the extent of the required access to personal data or
not (Van Kleek et al., 2017). A contributing factor that exacerbates the issue is that many apps do not
actively raise the user's awareness nor offer transparent explanations regarding their data collection and
use (Van Kleek et al., 2017). For instance, Polykalas and Prezerakos (2019) examined the correlation
between over a thousand mobile apps requests for personal data and their subscription plans (i.e. free or
paid), and concluded that free apps request access to personal data more extensively than paid apps.

2.3 Research Model and Hypotheses

2.3.1 Personalization

The personalization-privacy paradox emerges especially in the field of Al-powered services like m-
health apps that collect vast amounts of sensitive information about the users and their daily lives. For
example, Kang and Jung (2021) studied the personalization-privacy paradox among smartwatch users
and identified three types of users. While a group of users was either interested in the benefits of
wearables (i.e. benefit-oriented users) or concerned about their privacy risks (i.e. risk-oriented users),
the biggest group of users (i.e. ambivalent users) had the highest level of perceived benefits and privacy
concerns simultaneously (Kang and Jung, 2021). Previous research argue that often the perceived
benefits of a service outweigh users' privacy concerns or the perceived risks of self-disclosure (Dienlin
and Metzger, 2016). Guo et al. (2016) studied the personalization-privacy paradox among m-health
users and found that the perceived level of personalization affects the intention to adopt the service
positively, while the level of privacy concerns affects the adoption intention negatively. The paradox
indicates the relationship between personalization and influences privacy concerns (Guo et al., 2016);
as personalization levels increase, so will the level of privacy concerns of the user. Guo et al. (2016)
found that trust can help balance the personalization-privacy paradox, indicating that customers with
privacy concerns are less likely to adopt the services because they don't trust the service provider. Liu
and Tao (2022) found that the more personalized a smart healthcare service was, the more trustworthy
consumers considered it to be. The authors argue that this is because users feel that a more personalized
service takes better into consideration their unique health conditions. Guo et al. (2016) also found that
perceived personalization increases the likelihood of acquiring user trust. Based on these observations,
we hypothesize that the level of personalization an app offers has an influence on users’ privacy concerns
and trust as well as their intention to continue using the app in the future (i.e. behavioral intention).

H1: Personalization positively affects behavioral intention
H2: Personalization positively affects privacy concerns

H3: Personalization positively affects trust

2.3.2 Privacy Concerns

Becker (2018) studied the information privacy concerns of health wearables users and found out that
many users have accepted being constantly monitored, and they do not feel like they can do anything
regarding privacy issues. Simultaneously, the users see the potential monetary benefits of providing their
health data when dealing with insurance companies and thus believe that the benefits outweigh the risks
(Becker, 2018). Another study by Zhou et al. (2019) shows that the majority of m-health app users who
participated in the study were concerned about their privacy, and they would like the apps to have a set
of features to diminish their privacy concerns. Lidynia et al. (2019) studied the perceived benefits and
barriers of fitness apps and wearables and found that privacy concerns are among the biggest perceived
barriers for users. In another paper, Lidynia et al. (2018) studied the privacy concerns and sensitivity
regarding the data collection of the wearables, finding that people would rather keep their wearables
data to themselves than share it with social networks or with companies. Privacy concerns impact users'
self-disclosure intentions. Zhang et al. (2018) show that privacy concerns have a negative effect on
information disclosure intentions in online health communities. Similarly, Keith et al. (2013) found that
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increased perceived privacy risk decreases an individual's intention to disclose information on mobile
devices. Lastly, privacy concerns and trust have an impact on each other. Users can be reluctant to share
personal information or at least aim to disclose as little as possible, which is not in the best interest of
the companies developing m-health services. If users perceive that their privacy is challenged by the
app, it will negatively affect their trust in the app (Fox and Connolly, 2018, Liu and Tao, 2022).
Therefore, we hypothesize:

H{: Privacy concerns negatively affect behavioral intention
HS35: Privacy concerns negatively affect self-disclosure

H6: Privacy concerns negatively affect trust

2.3.3 Trust

As mentioned earlier, trust is a central theme when discussing citizens' adoption of smart health
technologies, as the technologies need to have the user's trust for them to be inclined towards adopting
them. Trust is found to be especially important in the early stage of an Al technology relationship (Liu
and Tao 2022). To achieve trust, an individual should find the health service to be reliable and
dependable in supporting the person's healthcare activity. For instance, in their study, Fox and Connolly
(2018) found that trust in smart healthcare vendors reduces the user's health information privacy
concerns. Liu and Tao (2022) found that trust significantly influenced a user's intention to adopt smart
healthcare services. The more a person trusts healthcare services, the more likely it is they will use them.
Krasnova et al. (2012) argue that trust in the service provider and in other users of social networking
sites (SNS) is essential for self-disclosure, and thus trust acts as a mediator for self-disclosure. Anderson
and Agarwal (2011) studied the impact emotions, context and trust have on users' willingness to disclose
their health information by conducting a survey study among the US population. Regarding trust, they
found that trust significantly increases an individual's willingness to share their health information.

H7: Trust positively affects behavioral intention
HS: Trust positively affects self-disclosure

2.3.4 Digital self-efficacy

Self-efficacy has been found to affect users' acceptance of technologies (Lidynia etal., 2018, Koivumiki
et al., 2017, Chandrasekaran et al., 2020). Self-efficacy refers to a user's confidence in their ability to
successfully perform a task or behavior, leading to the wished outcome (Koivumiki et al., 2017). As
such, self-efficacy affects a person's intention to act (Zhang et al., 2018). Dienlin and Metzger (2016)
studied the effect of privacy, self-efficacy, and self-disclosure on people's self-disclosure and self-
withdrawal on SNS. They contemplated that perhaps users who feel that they have the skills needed to
protect themselves by using, for example, privacy settings would also be more willing to disclose
information. However, their results regarding this question were not found significant, so it remains to
be further researched. In their study, Zhang et al. (2018) found that self-efficacy negatively affects
privacy concerns. Raman and Pashupati (2004) found in their research that people with a higher level
of self-perceived digital competency have privacy concerns, but they are well equipped to deal with
them and understand the risk of having their information online. These people did not avoid using the
internet but rather were cautious in their online behavior and took the preventive measures that they
could, whereas people with a lower level of self-perceived digital competency had the highest levels of
concern regarding their data privacy (Raman and Pashupati, 2004). Therefore, we hypothesize:

H9Y: Digital self-efficacy has a positive effect on behavioral intention
H10: Digital self-efficacy positively affects self-disclosure
H11: Digital self-efficacy negatively affects privacy concerns
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2.3.5 Self-disclosure

M-health apps require a high level of self-disclosure from users to be able to offer them optimal,
personalized service. Self-disclosure takes place when users share information about themselves (e.g.
personal details, opinions, moods) with digital services. Based on this information, it is possible to make
conclusions about a person's personality, habits, and performance (Krasnova et al., 2012). Self-
disclosure is tightly related to the privacy calculus theory (Laufer and Wolfe, 1977), which suggests that
users decision to disclose or retain information is based on their assessment of the possible benefits and
risks that the information sharing might bring (Zhang et al., 2018). The privacy calculus explains that
the level of self-disclosure depends on three influencing factors: privacy concerns, the anticipation of
benefits, and trusting beliefs (Krasnova et al., 2012). These potential benefits can be, for example,
personalization, enhancement in self-presentation, and enjoyment. Potential risks, on the other hand,
might be different kinds of privacy violations (Zhang et al., 2018). The trade-off between privacy
calculus and risk calculus also affects a user's self-disclosure intention. This means that if the benefit of
sharing information about oneself exceeds the potential risks related to information sharing, users are
often willing to share their personal information (Zhang et al., 2018). Previous studies have examined
the antecedents of self-disclosure, but we lack an understanding of how self-disclosure affects behavioral
intention. Therefore, we hypothesize that a higher level of self-disclosure intention would have a positive
effect on m-health behavioral intention, as the users who tend to self-disclose more information about
themselves has a higher tendency to start using m-health apps.

H12: Self-disclosure has a positive effect on behavioral intention

2.3.6 Anthropomorphism

Gavrilova and Kokoulina (2015) state that personalization and anthropomorphism are basic properties
of smart technologies. Anthropomorphism refers to the phenomenon when human-like traits and
behaviors are given to non-human creatures or objects (Epley et al., 2007). In the context of this study,
anthropomorphism refers to the human-like characteristics of m-health services, which can be especially
seen in chatbots like Woebot virtual therapist. There have been mixed results in previous research
regarding the influence anthropomorphism has on technology adoption intention. Some findings
indicate that human-like characteristics in Al provoke negative emotions within users, triggering
feelings of unease or even a threat to the user's human identity. For example, Lu et al. (2019) found that
in a hotel setting, a customer's intention to use an Al robot device was affected negatively by the robot's
human-like characteristics. Coetzer et al. (2017) studied the impact that anthropomorphism and affective
design have on the adoption intention of m-health services in rural communities. They found that
anthropomorphism does have a positive impact on m-health adoption. Liu and Tao (2022) found in their
research that anthropomorphism has a significant positive effect on the acceptance of smart healthcare
services through trust. Therefore, following the findings of the studies conducted in the healthcare
context we hypothesize that:

H13: Anthropomorphism has a positive effect on trust

2.3.7 Control variables

Previous research shows that demographic factors have an influence on individuals' privacy concerns
and acceptance of m-health apps. Kang and Jung (2021) report that older users are more inclined to
address the benefits of smart wearables than the privacy risks of using them. Zhao et al. (2018) argue
that older people are more aware of health issues and thus might experience a bigger benefit of m-health
apps. Previous research also shows that women are more concerned about privacy issues than men (Kang
and Jung, 2021, Zhou et al., 2019, Tifferet, 2019) while trust plays a larger role in behavioral intention
for women than men (Liu and Tao, 2022). The evidence regarding the impact of education level on
privacy concerns in earlier research has been inconclusive. Some researchers have found that highly
educated people are less concerned about privacy matters (Boerman et al., 2021), while others report
that highly educated people have more privacy concerns as they have more knowledge about online data
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privacy (O’Neil, 2001, Anderson and Agarwal, 2011). Based on these observations, we decided to
examine the influence of users’ age, gender, and education on the relationships in our model.

Digital Moderating factors
self-efficacy (DSE) . gz‘:mer
= Education
H10 H9
H11
Self-disclosure (SED)
H5 H12
Privacy concerns (PRC) Behavioral
Ha " intention (BEI)}
|H2 HE H7
H3 Trust (TRU)

Personalization (PER)

H13
Anthropomaorphism (ANT)

H1

Figure 1. Research model

Figure 1 shows the theoretical model developed drawing on previous IS studies on users’ privacy
behaviors and concerns regarding m-health apps. In the following sections we discuss the key constructs
of the model and their relationships.

3 Methodology

3.1 Data collection and respondents

The data was collected using an online survey targeting m-health app users. We distributed the survey
through LinkedIn, Facebook, and Instagram. The survey answers were collected anonymously, and the
participants were given information about the purpose and context of the study. The survey consisted of
three parts. The first part was an explanation of the survey's background and purpose. Part two had five
questions about the respondent’s demographic information and the type of m-health apps they use. The
third part consisted of questions related to the measurement scales. The survey was designed in English
and translated into Finnish and Estonian to enable local citizens who do not speak English also answer
the survey. The respondent demographics can be seen in a detailed summary in Table 1.

Demographics Value Number | Percentage
Age 18-30 181 72.69
31-45 42 16.87
46-60 21 8.43
> 60 5 2.01
Gender Female 151 60.64
Male 95 38.15
Non-binary/third gender 1 0.40
Preferred not to say 2 0.80
Education Highschool/vocational education 17 6.83
Bachelor’s degree 76 30.52
Master’s degree 131 52.61
Doctoral degree 25 10.04
Table 1. Demographic statistics
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3.2 Measures

We relied on previously tested scales suggested by previous studies to operationalize our constructs (see
Appendix A). We used a 5-point Likert scale ranging from “Strongly disagree” to “Strongly agree” for
all the items in the questionnaire. Behavioral intention was adopted from Venkatesh et al. (2003) and
Personalization was adopted from Komiak and Benbasat (2006) and Smith et al. (2011). For Trust we
used a three item scale suggested by Choi and Ji (2015) and for Self-disclosure we used the scale
suggested by Bansal et al. (2010). We used a four item scale for Anthropomorphism (Lu et al., 2019)
and a three item scale for Digital self-efficacy (Deng, 2013). Finally, Privacy concerns was adopted
from (Zhang et al., 2019). When necessary, the questions were modified to suit the current study.

4 Data analysis and Results

We used partial least squares structural equation modelling (PLS-SEM) technique to analyze the data,
since it is suitable for exploratory research (Gefen et al., 2011). The analysis was conducted using SPSS
AMOS software. The survey generated 337 responses in total, out of which 249 were complete and were
used for the analysis. This sample size is big enough and exceeds the minimum requirement to run the
PLS analysis (Hair et al., 2011, Gaskin, 2021). To test a PLS-SEM model, first, the reliability and
validity the measurement model is assessed and then, the structural model and hypotheses are tested.

4.1 Assessment of measurement model

4.1.1 Reliability

The measurement model was assessed for internal consistency reliability, convergent validity, and
discriminant validity. A common criterion is that internal consistency reliability is satisfied if the
composite reliability constructs and Cronbach’s alpha exceed 0.7. For convergent validity, the loadings
for the constructs should be above 0.7, and the Average Variance Extracted (AVE) should be above 0.5
(Hair et al., 2013, Bohr and Memarzadeh, 2020). To ensure discriminant validity, the square root of each
construct's AVE should be larger than its correlation with other constructs (Fornell and Larcker, 1981).

Table 2: Properties of Latent Variables

TRU SED DSE PRC PER ANT BEI
Trust (TRU) 0.71
Self-disclousure (SED) 0.39 0.9159
Digital self-efficacy (DSE) 0.70 0.456 0.791
Privacy concerns (PRC) -0.29 -0.234 -0.225 | 0.8708
Personalization 0.33 0.419 0.353 0.026 0.7204
Anthropomorphism (ANT) 0.02 0.042 -0.158 ] 0.081 0.145 0.7905
Behavioral Intention (BEI) 0.55 0.532 0.629 -0.145 ] 0.408 0.033 0.92
CA 0.79 0.94 0.76 0.89 0.85 0.86 0.92
CR 0.745 0.940 0.768 0.903 0.842 0.868 0.922
AVE 0.508 0.839 0.626 0.758 0.519 0.625 0.855
CA = Cronbach’s alpha; CR = Composite reliability; AVE = Average Variance Extracted; Square roots of
AVE are shown in bold.

4.1.2 Factor Analysis

We started the measurement model assessment by doing Exploratory Factor Analysis (EFA). First, we
tested the reliability of each construct’s observable variable sets separately (see Table 2 for the results).
In the reliability screening process, the constructs Cronbach’s Alpha must exceed 0.7 (Hair et al., 2013).
Therefore, in the process observed variable DSE 3 had to be dropped due to having Cronbach’s Alpha
below the threshold (0.687<0.7), and by dropping it, the threshold increased to an acceptable level of
0.757. Next, we tested the factor structures, and found that BEI 2 was loading on the construct of Trust.

Thirty-first European Conference on Information Systems (ECIS 2023), Kristiansand, Norway 8



Personalization-privacy paradox in m-Health

This cross-loading was eliminated by taking BEI 2 out of the analysis. Additionally, leaving BEI 2 out
of the analysis increased its Cronbach’s Alpha from 0.823 to 0.921. Continuing to do Confirmatory
Factor Analysis (CFA) with the data modified from EFA. According to the guidelines provided by
Gaskin (2021) the model fit was satisfactory. Reliability, convergent validity, discriminant validity, and
the Fornell-Larcker criterion were established (Fornell and Larcker, 1981), and all the loadings were
above the minimum threshold of 0.5.

Common method bias

When the data is collected using a single method, like an online survey in this case, it may produce a
systematic response bias (Gaskin, 2021). To check for the Common Method Bias (CMB), we performed
Harman’s single factor test. We constrained the number of factors extracted to 1 and validated that one
factor contributed to less than 50% (result 23%) of the total variance expected in the model. In addition
to this, we checked for a Common Latent Factor (CFL) in SPSS AMOS software. After comparing the
standard regression weights from the CLF model to the model without CLF, we could verify that there
are very small differences between the standardized regression weights, smaller than 0.07, which
indicates that a CMB is not an issue with the data.

4.2 Structural model assessment and hypotheses testing

The structural model was assessed in three parts. First, we tested the hypotheses presented in the study
as direct effects. Second, we explored the direct, indirect, and mediating effects the latent variables have
on behavioral intention. Third, we did multi-group analyses with the demographic variables in groups
of two to explore the differences in results based on demographic differences.

Table 3. Hypotheses testing results (Note: *** =p <0.001)

Hypothesis: path Coefficients | CR p-value | Supported?
H1: Personalization -> Behavioral intention 0.091 1.323 0.186 No
H2: Personalization -> Privacy concerns 0.111 1.628 0.103 No
H3: Personalization -> Trust 0.439 5.358 ok Yes
H4: Privacy concems -> Behavioral intention 0.053 0.845 0.398 No
HS5: Privacy concems -> Self-disclosure -0.110 -1.680 [ 0.094 No
H6: Privacy concems -> Trust -0.252 -3.63 ok Yes
H7: Trust -> Behavioral intention 0.202 2.672 0.008 Yes
HS: Trust -> Self-disclosure 0.244 3.505 ok Yes
H9: Digital self-efficacy -> Behavioral intention 0414 5.575 E Yes
H10: Digital self-efficacy -> Self-disclosure 0314 4.330 E Yes
H11: Digital self-efficacy -> Privacy concerns -0.267 -3.670 | FE* Yes
H12: Self-disclosure -> Behavioral intention 0.279 4.236 ok Yes
H13: Anthropomorphism -> Trust 0.007 0.096 0.923 No

421 Hypotheses testing

The model was run on 500 bootstrap samples and at a bootstrap confidence level of 95. To examine the
model fit we relied on the guidelines suggested by (Hu and Bentler, 1999, Gaskin, 2021). Regarding the
model fit, the CMIN/DF (i.e. chi-square fit statistics/degree of freedom) was 2.527, indicating a good
fit as the acceptable threshold is 3. The comparative fit index (CFI) of the model was 0.912, above the
acceptable level of 0.9. The p-value is also in line with a value 0f 0.000. Finally, RMSEA (i.e. root mean
square error of approximation) was 0.078 and within the acceptable threshold of 0.10. As shown in
Table 3, the results of the PLS analysis show that the majority of hypotheses (8 out of 13) were
supported, providing considerable support for the suggested research model. Personalization-privacy
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paradox was observed, as, on the one hand, personalization was found to have a strong and significant
positive effect on trust (H3) even though personalization did not have a significant positive effect on
users’ privacy concerns (H2) or behavioral intention (H1). On the other hand, privacy concerns had a
significant negative effect on trust (H6) even though these privacy concerns did not have a significant
negative effect on users” behavioral intention (H4) or self-disclosure intention (H5). Trust, however, did
have a significant positive effect on users’ behavioral intention (H7) and self-disclosure intention (HS).
This confirms the role of trust in balancing users’ privacy concerns and personalization preferences. In
addition, the level of users’ digital self-efficacy had a significant positive impact on both behavioral
intention (H9) and self-disclosure (H10), while digital self-efficacy had a significant negative effect on
the user’s privacy concerns (H11). The user’s self-disclosure intention had a significant positive effect
on behavioral intention (H12), and lastly, anthropomorphism was not found to have a significant positive
effect on trust (H13).

4.2.2 Direct, indirect, and mediating effects

Digital self-efficacy had the largest total effect on behavioral intention, with a total effect of 0.51. Self-
disclosure and trust had a similar weight of total effect on the behavioral intention with effects of 0.28
and 0.27. Additionally, personalization had a total effect of 0.2 on behavioral intention, even though the
direct effect of personalization on behavioral intention was insignificant. From the constructs, only
privacy concerns and anthropomorphism were not found to have a significant total effect on behavioral
intention. Next, we tested the mediating effects of privacy concerns, self-disclosure, and trust to see how
they affect behavioral intention. It was found that self-disclosure and privacy concerns partially mediate
the positive effect of self-efficacy on behavioral intention. Trust fully mediated the relationships from
personalization and privacy concerns to behavioral intention.

4.2.3 Multi-group analysis

We performed a multi-group analysis to test whether the relationships hypothesized in the model vary
for different control variables. Since multi-group analysis can be performed only in groups of two in
SPSS AMOS, aside from gender (male vs. female), we recoded the rest of the demographic variables to
analyze them in groups of two, age (younger vs. older) and education (lower vs. higher education). First,
we tested the impact of gender, male (n=95) vs. female (n=151), on the hypotheses. There were some
differences between genders and in the outcome in general. For female respondents, the level of
personalization did have a significant positive effect on the level of privacy concerns (H2), but for male
respondents, the effect was negative (yet not significant), creating a big difference between the two
groups' path coefficients (0.5). For males, the level of personalization did not have a significant positive
effect on trust (H3), and the level of privacy concerns did have a significant negative effect on the level
of self-disclosure (H5). Also, H8, H11, and H12 were found not to be significant for the male group.

For age, we divided the participants into two age groups: 1) Younger adults, consisting of 18-30 years
old respondents (n= 181), and 2) Older adults, all the respondents above 30 years old (n=68). In the
younger group, personalization had a significant positive effect on behavioral intention (H1). For the
older group, privacy concerns did not have a significant negative effect on trust (H6), and H11 and H12
were not supported, even though they were supported in the younger and general groups. For education,
we created two groups: (1) lower education (n=93) containing high school and Bachelor’s degrees and
(2) higher education (n=156) containing Master’s and Doctoral degrees. Some differences between the
general test and education-specific tests were found. For lower education group, personalization did
have a significant effect on privacy concerns, whereas, in the general group and higher education group,
such an effect was not found (H2). For the higher education group, privacy concerns were found to have
a significant negative effect on self-disclosure, which is a relationship not found in the general group or
lower education group (HS5). Privacy concerns were not found to have a significant negative effect on
trust in the lower education group (H6). Trust did not have a positive effect on self-disclosure in the
higher education group (H8). H9 and H12 were also not supported in the lower education group.
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5 Discussion

In this study, we examined how users’ privacy concerns and the level of personalization provided by m-
health apps influence users trust in the apps as well as their intention to use and disclose personal
information with m-health apps. The results indicate that privacy concerns do not directly have a
negative effect on the user’s behavioral intention toward m-health apps. However, privacy concerns
have a significant negative effect on users’ trust towards m-health apps, and trust, in turn, has a
significant positive effect on users’ behavioral intention. Even though, the level of personalization did
not significantly increase users’ privacy concerns or behavioral intention, the personalization-privacy
paradox was still present. among the sample especially, because personalization was found to have a
significant positive effect on trust, while trust was found to fully mediate a slight negative effect of
privacy concerns on behavioral intention. These findings are in line with the findings of previous studies
(Guo et al., 2016; Liu and Tao, 2022) that show the role of trust in balancing personalization-privacy
paradox. This could imply that users consider more personalized m-health services to be more
trustworthy and therefore they feel less concerned about potential privacy issues that might occur from
using and sharing personal information with these apps. Nevertheless, our respondents still had privacy
concerns about whether the m-health apps were using their personal information or sharing it with other
entities without authorization.

5.1 Theoretical contributions

Our study makes several new contributions to IS research, especially the m-health and privacy literature.
First, our study provides a more nuanced understanding of personalization-privacy paradox in the
context of m-health apps, especially in contrast to studying smart healthcare applications in general (Liu
and Tao, 2022).. Our results show that m-health users’ privacy concerns do not have a significant
negative effect on their self-disclosure intention nor behavioral intention, as users trust m-health apps
that provide a higher level of personalization. These findings confirm the personalization-privacy
paradox (Guo et al., 2016; Liu and Tao, 2022), while being contrast to the findings of previous studies
suggesting privacy concerns have a negative effect on user’s information disclosure (Keith et al., 2013,
Zhang et al., 2018) and being the number one barrier in smart health adoption (Lidynia et al., 2019). Our
study further shows that the magnetite of privacy paradox is influenced by users’ level of digital self-
efficacy. Digital self-efficacy was found to decrease users’ privacy concerns while increasing their
intention to share personal information with m-health apps. This indicates that users who consider
themselves digitally savvy are more likely to disclose their information despite their privacy concerns,
perhaps because they feel more confident that they can take the needed measures to protect their privacy.

Second, our multi-group analyses provide a better understanding of how different demographic factors,
especially gender and education affect the magnetite of personalization-privacy paradox among m-
health users. Guo et al. (2016) have only examined the role of age differences on users’ behavioral
intention and called for future studies to focus on other demographic differences. Our results show that
personalization-privacy paradox is influenced by gender, age, and level of education. In terms of gender,
the level of personalization increased females’ privacy concerns significantly, but the influence was not
significant for men. This is in line with previous studies suggesting that women tend to have more
privacy concerns than men (Zhou et al., 2019, Liu and Tao, 2022, Tifferet, 2019). At the same time,
privacy concerns had only a significant negative effect on self-disclosure in the male group. This
indicates that the personalization-privacy paradox is stronger for females than males, as females were
found to have more privacy concerns but simultaneously were more inclined towards personalized m-
health services and a higher level of self-disclosure. Regarding the age, for older users’ self-disclosure
intention did not have a significant effect on behavioral intention. This may indicate that disclosing
personal information for getting more personalized services does not play an important role among older
adults, compared to younger adults. However, our results show that personalization has a significant
positive effect on the behavioral intention of the younger group, indicating that younger users truly value
m-health apps' personalized services. Finally, in terms of education, users with a higher level of
education acted more accordingly to their privacy concerns. These findings are in line with the findings
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reported by previous studies (e.g. (Anderson and Agarwal, 2011). However, privacy concerns did not
have a negative effect on behavioral intention in the higher education group either. The largest difference
in path coefficients was found in the path between trust and self-disclosure, with a substantial positive
effect in the lower education group, indicating that with a higher level of trust, the lower education group
is more prone to increase their level of self-disclosure.

Finally, our study shows that the level of self-disclosure has a positive effect on users’ intention to use
m-health apps. This could indicate that people who are more willing to share personal information, are
more likely to use m-health apps and perhaps other personalized services. The effect of the level of self-
disclosure on behavioral intention had not been tested in previous studies (e.g. Guo et al., 2016); rather,
the factors affecting users” self-disclosure have been studied (e.g. see (Krasnova et al., 2012)).

5.2 Practical Implications

An important practical question is how companies could perform better in the m-health field to attract
and retain users with m-health applications, realizing the potential benefits of the apps for both
individuals and society at large. Some researchers suggest that companies should provide users easy
access to their data and strong privacy protection (Hirkonen and Résinen, 2021). However, based on
our results, we suggest that companies should consider the age and gender of their target users when
designing the personalization and privacy preferences of their applications. For instance, our results
shows that younger users highly value and trust personalized m-health apps. In addition, our results
show that while women tend to have more privacy concerns than men, they tend to trust and disclose
more health information with highly personalized m-health services.

M-health apps encourage individuals to take better care of their personal health and well-being, acting
as a preventive manner for lifestyle diseases. Our study shows that digital self-efficacy plays an
important role in using m-health apps. Younger people (i.e. digital natives) often have higher levels of
digital self-efficacy, enabling them to use m-health apps easier. However, older people who would
benefit more from using m-health apps often lack the necessary digital skills for using these apps.
Therefore, we argue that it is important to improve citizens' digital skills and competencies, especially
the elderly, to ensure that all citizens and the society at large benefit from using m-health apps and other
public digital services. Lastly, trust plays a central role in encouraging citizens to share their personal
health information with m-health apps. Thus, m-health service providers must establish trust to facilitate
m-health app adoption and for users to fully adopt and enjoy personalized services.

5.3 Limitations and future work

The study naturally has some limitations. First, the survey sample might suffer from a sampling bias,
especially in the form of non-response and under-coverage bias. Naturally, it can be expected that people
who are active users of m-health apps were more inclined to answer the survey than people who do not
use m-health apps. Therefore, our observations do not reflect the perceptions of the people who do not
use m-health apps. In addition, most of our respondents were between 15-45 years old and female,
therefore, other genders and elderly groups were underrepresented in the sample. Furthermore, in this
study we explored personalization-privacy paradox in the use of m-health apps in general. Future
research could study even a more niche segment of the well-being m-health app category, such as
femtech or mental health apps. While their market share is growing rapidly, these kinds of apps deal
with the most sensitive personal information about users. Therefore, privacy and trust issues might be
even more prevalent in their use, and these kinds of apps need to be very personalized to deliver value
to the user. As discussed earlier, our results show that demographic factors and level of digital skills
influence individuals' privacy concerns and trust and as well as the adoption of m-health services. For
instance, the personalization-privacy paradox was more common among female respondents. These
findings are especially valuable considering the increasing popularity of femtech applications that
collect sensitive maternal and menstrual health information. Therefore, the personalization-privacy
paradox deserves further investigation by researchers and practitioners that focus on femtech or gender
issues in developing and using mobile applications. Finally, in this study we used PLS-SEM to explore
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the interrelationship between users’ privacy concerns, personalization preferences, and their digital self-
efficacy and their influence on users’ intention to use and disclose personal information to apps. Future
studies can use experiment design or qualitative approaches to examine the causal relationships between
these constructs and provide us with a deep understanding of how users balance their privacy concerns
and personalization preferences.

6 Conclusions

In this study, we set to examine how users’ digital competencies and interest in personalized services
on the one hand and their privacy concerns and trust in a service on the other hand affect their intention
to use and disclose personal health information with m-health apps. To that end, we conducted an online
survey to explore personalization-privacy paradox and its related concepts in the m-health context. Our
results confirm that while users claim to have privacy concerns about using m-health apps, these
concerns do not affect their intention to use and share personal information with these apps. The
magnitude of this personalization-privacy paradox was influenced by gender, age, and education levels
as well as the respondents’ levels of digital self-efficacy. However, future research is needed to examine
the reasons and mechanism underlying these associations. Finally, our results show that trust play an
important role in balancing users privacy concerns and their personalization preferences and ultimately
facilitating users’ intention to use m-health apps and share personal health information with these apps.
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Appendix A: Questionnaire items

Construct (Source) | ltems Load
Behavioral intention | [ intend to continuously use m-health services in the future (BEI 1) 0.93
(Venkatesh et al., | I would use m-health services more frequently in the future (BEl 2) -
2003) I plan to continuously use m-health services in the future (BEI 3) 0.92
Trust (Choi & Ji, | M-health services are dependable (TRU 1) 0.50
2015) M-health services are reliable (TRU 2) 0.68
Overall, I can trust m-health services (TRU 3) 0.90
Personalization M-health services provide personalized services that are based on my information (PER 1) | 0.74
(Komiak & | M-health services personalize my health management experience (PER 2) 0.82
Benbasat 2006; | M-health services personalize my health management by acquiring my personal preferences | 0.78
Smith et al 2011) (PER_3) 0.62

M-health services personalize and deliver healthcare services to me according to my | 0.63
information (PER_4)
M-health services deliver personalized healthcare services (PER 3)

Self-disclosure [ am likely to reveal my health information in m-health services (SED 1) 0.94
(Bansal et al., 2010) | [ will probably reveal my health information in m-health services (SED_2) 0.96
[ am willing to reveal my health information in m-health services (SED 3) 0.84
Anthropomorphism | M-health services have consciousness (ANT 1) 0.66
(Luetal., 2019) M-health services have a mind of their own (ANT 2) 0.89
M-health services have their own free will (ANT 3) 0.84
M-health services will experience emotions (ANT 4) 0.75
Digital self-efficacy | [ would be confident in using m-health services even if there was no one around to show me | 0.71
(Deng, 2013) how to use them (DSE 1) 0.87

[ feel confident managing my health with m-health services (DSE 2) -
1 have the skills necessary to learn and use the m-health services (DSE 3)

Privacy  concerns | | am concerned that m-health services will collect too much personal information from me | 0.71
(Zhang et al., 2019) | (PRC_1) 0.97
[ am concerned that m-health services will use my personal information for other purposes | 0.91
without my authorization (PRC 2)
[ am concerned that m-health services will share my personal information with other entities
without my authorization (PRC 3)
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