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Abstract. We have developed a transmission trap detector sensitive over a wide optical
wavelength range. The developed device takes advantage of the smooth reflectance profile
of silicon photodiodes. The detector is based on two 10 mm size photodiodes — a Si photodiode
and an InGaAs photodiode. The constructed hybrid trap detector is sensitive at the wavelength
range from 400 nm up to 1600 nm. The detector is designed to provide a tool for countermeasures
against attacks to secure quantum communication.

1. Introduction

Quantum Key Distribution (QKD) is the generation of perfectly secure random keys between
two parties that communicate by an open channel. The QKD is considered a truly secure key
exchange technology and its security is made possible by the (quantum) laws of physics [1, 2, 3, 4].
Any QKD systems uses real devices, which do not have the ideal characteristics foreseen
by the initial QKD concept [5]. This means that the systems used in practical applications
can be vulnerable to one or more of the many quantum hacking attacks proposed or already
demonstrated [6, 7, 8, 9, 10, 11].

Several countermeasures against QKD attacks have already been identified, and their
effectiveness depends on rigorous characterisation of the optical devices and components
[7, 12, 13]. A countermeasure against Trojan-horse attacks [14, 15, 16] requires filters and
‘watchdog’ detectors. It must be made sure that the properties of the components will not be
altered by bright-light or special wavelength pulses. The system needs to be designed in the way
that the presence of bright light can be detected.

Photodiodes, especially in the form of trap detectors, are widely used in radiometry.
Combining several photodiodes reduces reflectance losses of the light detection but the spectral
responsivity range remains the same, because it is a tradition to use one type of photodiodes
in the trap detectors [17, 18, 19, 20, 21, 22, 23]. The advantage of using different types of
photodiodes is clear because by combining photodiodes with different spectral ranges will extend
the spectral responsivity of the whole detector. To achieve maximum sensitivity of the combined
detector, we need to consider not only the spectral responsivity of the photodiodes but also the
spectral reflectance of these photodiodes. For practical applications, it is most advantageous to
employ a trap detector that is sensitive to both the visible and infrared light.
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In this work, we use a combination of Si and InGaAs photodiodes. The Si photodiode typically
exhibits a spectral responsivity range from 400 nm to 1000 nm, while the InGaAs photodiode’s
responsivity spans from 900 nm to 1600 nm. By merging optical and electrooptical performance
of these two photodiodes, we can construct the most straightforward hybrid trap detector: a
dual-element transmission trap detector with spectral responsivity extending from 400 nm up to
1600 nm. Our primary objective was to investigate the properties of this two-element asymmetric
hybrid trap detector.

2. Use of the hybrid trap detector for QKD

The principal scheme of using the hybrid trap detector in monitoring for ”side” beams in the
optical system is depicted in Figure 1. By using a fibre beam-splitter, a fraction of light of
the order of 10% is directed into the hybrid trap detector. If undesired light is present at any
modulation frequency in addition to the weak QKD beam, then a signal can be observed by the
Si or InGaAs photodiode. Depending on the properties of the signal recorded, the light beam
in the quantum communication detector arm can be blocked entirely, or a fibre Bragg grating
be tuned to that wavelength to reflect out the unwanted light beam.

Qcp

NIR + VIS “side beam”

weak QKD beam

Figure 1. Principal scheme of an optical system for detecting side beams with a hybrid trap
detector in a quantum key distribution (QKD) system. A combination of near-infrared and
visible light (NIR+VIS) can be ”side” beams launched into a telecommunication fibre by the
eavesdropper. Light from the fibre network is divided into two beams with a fibre beam splitter
(FBS). Most of the light is directed to the quantum communication detector (QCD), and the
rest is sent to the hybrid trap detector (HT) to detect eavesdropper light. The hybrid trap
detector is a free-space detector, therefore, light from the fiber output needs to be collimated
before reaching the hybrid trap detector.

3. Description of the hybrid trap detector

The developed hybrid trap detector has a similar two-element transmission trap configuration
as the trap detector reported in the [19]. The two large area windowless photodiodes,
one 10mm x 10mm Hamamatsu (S1337-1010BQ) Si photodiode and one 10mm diameter
Hamamatsu (G8370-10SPL) InGaAs photodiode, were assembled at 45° of incidence angle to
the incoming and reflected beam (Fig. 2). The photodiodes are arranged so that the planes of
incidence are perpendicular to each other. With only one photodiode of each type, the hybrid
trap detector becomes polarisation sensitive in contrast to a configuration where two photodiodes
of the same kind are perpendicular to each other. The outgoing beam of the trap detector is
not collinear, and it is not even at the same plane as the beam entering the trap detector.
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After two reflections, the remaining light exits from the trap detector and can be used
afterwards for further spectral analysis or another detector outside the sensitivity range of Si
and InGaAs detectors. The electrical contacts of both photodiodes are connected directly to
two BNC connectors (Fig. 3). This ensures that the photocurrents of each photodiode can be
monitored separately.

InGaAs
photodiode

Incoming light
beam

Si
photodiode

Figure 2. Open view of the hybrid trap
detector in transmission mode, including
one Si and one InGaAs photodiode. The
light path is shown with red colour.
The hybrid trap detector is asymmetric
in build, and thus the operational
arrangement is set so that the incoming
light reflects first from the Si photodiode.

Figure 3. Outside view of the
hybrid trap detector. Input and output
ports are equipped with 30 mm cage
system, making hybrid trap detector
usable in free space and fibre-coupled
applications.

4. Measurements of the performance

Before assembling the hybrid trap detector, the Si and InGaAs photodiode reflections in the
visible and in IR were characterised with the Agilent Cary 5000 spectrophotometer. The
reflection measurement was carried out for both s and p polarisations, and to reduce the single
photodiode alignment errors, the reflection was measured for positive and negative angles of
incidence. As shown in Figure 4, the reflectance for the Si photodiode for s and p polarisations
is higher and smoother than for the InGaAs photodiode. Therefore, in the hybrid trap detector,
the more reflective Si photodiode was placed in front to maximise light reaching the second -
the InGaAs photodiode. For instance, in the case of reverse photodiode order, the combined
detector would be insensitive to the input light at the wavelength of 500nm. Combining the
typical responsivity data of the Hamamatsu Si and InGaAs photodiodes with the reflectance
data, it is concluded that the hybrid trap detector sensitivity reaches up to 1600 nm.

The spatial nonuniformity of the hybrid trap detector responsivity is affected by the
spatial nonuniformities of individual photodiodes. Based on the individual photodiode spatial
uniformity measurements, the spatial nonuniformities of the hybrid trap detector are estimated
to be less than 0.5%.

The absolute responsivity of the hybrid trap detector was determined by comparison with
a calibrated transmission trap detector consisting of six silicon-based photodiodes (calibrated
at Czech Metrology Insitute) at laser wavelengths of 639 nm and 852nm and with a calibrated
InGaAs photodiode (calibrated at Aalto University, Finland) at laser wavelengths of 1309 nm and
1545nm. A laser beam of diameter 2 mm was used. The incident power of all all wavelengths
and for both polarisations were chosen small enough to guarantee the linear response of the
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photodiodes. The spectral responsivity, Rp:(A), of the hybrid trap detector was calculated as

Ruy(y) = 2O

ic(N)

where ip(A\) is the photocurrent of the hybrid trap detector, i.(A) is the photocurrent of
the calibrated detector, and R.(A) is the spectral responsivity of the calibrated reference
detector. The transmittance of the hybrid trap detector was determined by comparing the
measured photocurrents i.(\) of the reference detector before and after the hybrid trap detector.
All photocurrents were corrected for dark signal, and all measurements were done at room
temperature.

The responsivity and transmittance results are presented in Table 1. The estimated relative
standard uncertainties (k = 1) for the measured results were less than 1%. As expected, the
responsivity and transmittance of the hybrid trap detector are polarisation dependent.

In the spectral range up to 1000 nm, the responsivity contribution is mainly due to the
photocurrent produced by the Si photodiode at both polarisation states. This facilitates the
detection of “side” beam attacks in the visible wavelength range with high probability. On
the other hand, at the wavelengths of 1309nm and 1545nm, the dominating responsivity
contribution is from the InGaAs photodiode because silicon is transparent at those wavelengths.
The variation in the transmittance due to the polarisation state of the incoming light is less
pronounced than that of the responsivity of the hybrid trap detector (Table 1). This can be
explained by the reflectance of both Si and InGaAs photodiodes (Fig. 4). Nevertheless, the
fraction of optical power in the transmitted beam is still high enough in the visible spectral
range, approximately 6%-7%, to be reliably detected and used for further analyses of possible
"side” beam attacks.

Re(N),

5. Conclusions

We propose a technical solution for a hybrid trap detector taking advantage of the reflection and
absorption properties of Si and InGaAs photodiodes. Such a solution extends the responsivity
of a single photodiode, which we have demonstrated by conducting measurements in the visible
and near infrared spectral ranges of interest to quantum communication. The responsivity and
the transmittance of the hybrid trap detector are sensitive to polarisation state of incoming
beam. This is due to polarisation dependence of reflectance of photodiodes in the detector. A
possible further development of that hybrid trap detector is combining three photodiodes in a
three-element reflection trap detector to achieve a polarisation insensitive responsivity.
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Table 1. Measured responsivity and transmittance values of the hybrid trap detector as a
function of polarisation state (J <+ state) of incoming beam and wavelength (). The fractions
of measured photocurrents are presented for both Si photodiode (Si PD) and InGaAs photodiode
(InGaAs PD) of the hybrid trap detector at each polarisation state. The responsivity of
hybrid trap detector incorporates summed up photocurrents from Si photodiode and InGaAs
photodiode.

Si PD InGaAs PD Hybrid trap detector
A 1 < Fraction of total ] <> Fraction of total Responsivity Transmittance
nm  state photocurrent state photocurrent A/W
639 s 84% P 16% 0.3362 7.40 x 1072
P 96% s 4% 0.4293 7.64 x 1072
859 s 74% P 26% 0.5191 6.11 x 1072
P 93% s 7% 0.6025 6.16 x 1072
1309 S 0 P 100% 0.4322 5.90 x 1073
P 0 s 100% 0.1799 9.48 x 1073
1545 ° 0 P 100% 0.5020 8.42 x 1073
P 0 s 100% 0.2104 6.43 x 1073
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