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Abstract—Quantum illumination (QI) is a revolutionary pho-
tonic quantum sensing paradigm that enhances the sensitivity of
photodetection in noisy and lossy environments. In this paper,
we propose to use QI in a quantum backscatter communication
(QBC), with the aim of increasing the receiver sensitivity beyond
the limits of its classical counterpart. One of the practical
challenges in microwave QI is the slow rate at which the
entangled microwave modes can be generated. Here, we propose
to mitigate this problem by using a multiple-input multiple-
output antenna system to synthetically increase the number of
efficiently-distinguishable modes in the QBC context.

I. INTRODUCTION

Backscatter of radio waves from an object is the subject of
active studies since the development of radars in the 1930s,
and the use of backscattered radio for communications since
H. Stockman’s work in 1948 [1]. Backscatter communication
(BCO) is widely used in radio frequency (RF) tags [e.g., for
RF identification] [2], and it bears close resemblance with the
radar. In fact, both systems can be described with the so-called
radar equations, which state that the propagation is inversely
proportional to the fourth power of the distance, and that the
power reflected from the target can be described with the radar
cross section (RCS) parameter [3]. In the case of BC, the RCS
needs to be determined for the RF tag antenna [4].

The concept of quantum illumination (QI) was introduced
by S. Lloyd in 2008 [5], [6]. It consists in using entangled
photons to increase the success probability of detecting a
low-reflectivity object in a noisy and lossy environment.
The application in the microwave regime [7] was proposed
afterwards, and it paved the way to a prototype of quantum
radar. While the quantum radar model is based on detecting
the reflected signal of a object possibly present in a target
region, which can be thought as an on-off keying (OOK), a
typical BC protocol involves different phase and amplitude
modulations. The quantum backscatter communication (QBC)
systems bear close resemblance to the quantum radar, and are
characterized by the quantum RCS (QRCS), which relates the
intensity of photons scattered from the target to the intensity
of the incident photons [8].

Practical applications of QI are limited by the rate N,
at which the microwave illumination device can generate
M independent entangled mode pairs [9]. The parameter
M = WT depends on the bandwidth W and pulse duration
T, which in QBC is related to the symbol duration of the
backscatter device. In order for a quantum protocol to achieve
small error probabilities, the number of modes must be of the

order M ~ 10°, while in the radar band we can achieve at
most M ~ 10° [9]. While in a classical setup this problem
can be overcome by increasing the input signal power, in
QI this would lead to the lost of the quantum advantage for
several reasons. First, the receiver would tend to perform as
a classical receiver. Second, a quantum signal with several
average numbers of photons is challenging to create, due to
the increasing thermal effect arising in this regime. In [9],
so-called "virtual" modes have been introduced in order to
improve the performance without increasing W and 7'. The
proposed system consists of several parallel microwave illu-
mination devices with the aim of detecting the same target.
The limit of this approach consists in the presence of a mutual
interference between the simultaneous transmissions, resulting
in an increasing of the background noise and a higher detection
error probability.

In this paper, we propose a beam-splitter based precoding
and receiver beamforming, able to perform parallel QI of a
target without interference. The target application is a QBC
where the properties of the target, being the communicating
device, are known in advance. It is known that in classical
wireless backscatter channel, the cluttering objects around the
target antenna give rise to fast fading which can be mitigated
by using multiple antennas [10]. We show how multiple
antennas can be utilized to obtain spatial diversity and mitigate
the impact of fading also in the quantum setting.

The rest of this paper is organized as follows. In Section II,
we describe how a multiple-input multiple-output (MIMO)
channel can be modeled using beam-splitters. Section III intro-
duces the Quantum receivers and discusses quantum protocols
for demodulating binary phase shift keying (BPSK) symbols.
Finally, Section IV concludes the paper.

II. CHANNEL MODEL

In radio communication, the transmit antenna oscillating
with angular frequency w generates an electromagnetic field,
which in the low photon-number regime is quantized. An
introduction of quantum electrodynamics theory is out of the
scope of this paper. We simply note that the free Hamilto-
nian of quantized electromagnetic field has the same form
as the Hamiltonian of quantum harmonic oscillator H =
hw (de +1/ 2) , where h denotes the reduced Planck constant,
and the operators @ and a' are called annihilation and creation
operators of the harmonic oscillator, respectively [11]. Their
action on the eigenvectors of the Hamiltonian H is given by



aln) = y/nln — 1) and af|n) = v+ 1I|n + 1) '. Coherent
states are the eigenstates of the operator a. In this context,
they are referred to as classical states, as the statistics of their
measurements resembles the one of the classical signals. The
canonical position and momentum-like operators define the in-
phase and quadrature components given by & = (af +a)/v/2
and p = i(at — a)/v/2, respectively, where i = y/—1 denotes
the imaginary number.

A. Single-input signal-output case

A beam splitter can be modeled in the Heisenberg picture
by a 2x2 unitary matrix [12]. This operation describes the
effect of the channel on the incident modes that results in the
outgoing modes. Consider a single-input signal-output (SISO)
BC system having a single transmit antenna, a single BC
antenna, and a single receive antenna. The channel can be
modeled as a simple beam splitter [12], [13]:

ar) _[vne™ vI-—n]| (as (1)
&’Z —/1—n me*? | \az)’

By
where the parameter 7 denotes the round trip transmissivity
(RTT), ag is the transmitted signal mode, az is the thermal
mode modeling the bright thermal environment, ag is the the
received mode, and &, is the mode of the lost photons. In
Eq. (1), the phase shift ¢ of the channel depends on the com-
munication distance R, and the phase shift ¢ = 2rR/c+ ¢
caused by the backscatter antenna depends on a phase ¢ and
on the speed of light c. In particular, the backscatter antenna
can control the phase ¢, where the communication is encoded.
The RTT 75 can be represented as:

. GZCZJQ
= 16mw2R?R2’
which depends on the antenna gain G of the reader, on the

distance from transmitter to the tag Ry, on the distance from
tag to receiver R,, and on the operating frequency w. The

quantity og = <f3>/<f,> defines the QRCS [8]. Here, <f3>

)

denotes the intensity of the reflected signal, and I) is the
intensity of the incident signal. In the case of QBC, the QRCS
depends on the properties of the BC antenna, and o9 < 1
due to the modulation losses at the antenna. We assume
that oo remains constant in the time window T, and that
the communication takes place by only controlling the phase
. Moreover, in practice we have n < 1 due to the large
communication distance R; + R, > 1.

B. Two-by-two MIMO case

Consider a system with two transmitting and two receiving
antennas. We assume that all the antennas perform BPSK
modulation using the same symbol r = e *¥. Without loss
of generallty we set :c = 1 in this section. Let G?_ =

(G'R 1:‘1][!2 2) (as 1:‘152) and a (az 10z, 2)

!The basis {|n)}52 is usually denoted as Fock basis.
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Fig. 1. Beam-splitter model for a two-by-two MIMO channel.

denote the vectors of received, transmitted and thermal modes,
respectively 2. The input-output relations of the channel are
described by a 2 x 2 matrix H = [hp;,], where the elements
of the matrix {hpm}3 ,,—; represent the complex probability
amplitudes of receiving a photon transmitted from the antenna
n to the receive antenna m. Here, we assume that the channel
acts passively on the ag z modes so that the outputs ag do
not depend on the conjugate fields asz The singular value
decomposition {SV D) of the channel matrix H can be written
as H = UXV' where U and V are unitary matrices and
¥ = diag{/7,,/",} are the singular values of H. We
can model the wireless channel with four beam-splitters: Input
beam-splitter VT mixes the two input modes and yields two
outputs as shown in Fig. 1. Then, the first output is mixed
with a vacuum state in beam-splitter By, o, and the second
output is mixed with a vacuum state in beam-splitter B, o.
One output of each of these two mixers By, , (kK = 1,2),
represents the absorbed and lost photons. The other outputs
are mixed with output beam-splitter U. The resulting model
becomes

ar=UXV'as +USay, 3)
where S = diag{+/1 —n1,v1—1n2}.

In classical wireless communications it has been noted that
the MIMO backscatter channel [10] resembles the MIMO
keyhole channel [14]. In a keyhole channel all radio paths
from the transmitter antennas to the receiver antennas need to
pass through a single point, a key hole. In BC channel, the
BC tag antennas are kind of keyholes except they modulate
the signal that passes through them [15].

Assume that the transmit and receive antennas form an array
with antenna spacing A. Let 6;; denote the angle between
the linear transmit array and the backscatter antenna k, and
0, x denote the angle between the linear receiver array and
the backscatter antenna k. We define that €; x = cosf g,
Q. = cosbry, and e()T = (1 €272%2) /+/2. The channel
coefficients with two BC antennas can be written as

2
H =Y \/mhe % e(@p)e@un)', @)
k=1

where the term \/7e™ is related to the channel trans-
missivity, the attenuation, and the phase shift. The above
matrix is of full rank for 2 x 2 MIMO scenario, if the
two backscatter antennas are separated in space such that
D1 # U2 mod A~ and Q1 # Q2 mod A~L If the
BC antennas form an array, this condition is likely not to be

2The superscript T denotes the transpose operation.



x { 1,1}

a | .
-~ . ! . Prfr-1}

a 5 —* — — —> dp —* —* ]

. ! V Channel U . ¢ T Belief propagation
i: a 5, > —> — a R, R Pl{' "

~ X=

a >

h Pre-coder Beamforming Receiver
Beam-splitter Beam-splitter

Fig. 2. E-MIMO system for a two-by-two channel matrix.

satisfied and the rank of the channel matrix will be 1. However,
in this case we can still benefit from multiple antennas through
the beamforming gain.

C. N, x N; MIMO case

Now consider the case that the transmitter has N; antennas
and the receiver has N, antennas. We note that (3) holds also
in N, x N, MIMO. Now visan N; x N; matrix, U is an
N, x N, matrix, and ¥ is an N, x N; matrix of the form

3= diag{\/ﬁl,--- ’\/ﬁr}

DTX (N‘ —i") (5)
O(N,——r)xr '

O, —r)x (N —1)

where r denotes the rank of the matrix H and 0,,,,, is an
m x n zero matrix. The form of the noise matrix does not
change and is given by S = diag{y/I —n1,--- , /T —1n, }-
In [16], it is shown that any N x N unitary matrix U can
be decomposed to a regular mesh of interconnected two-port
beam-splitters. Consequently, U and V' can be decomposed
into a grid of beam-splitters.

We note that in QBC, the channel matrix H can be
decomposed to two parts H = H.H I where H; defines
the probabilities for the transmitted photons to hit one of the
backscatter antennas and H , defines the probabilities for the
scattered photons to be received at the receiver antennas.

Assume that the backscatter antennas form an array and that
there are C cluttering objects near the antennas. The signal
paths between the transmit antenna array and the backscatter
array going through the C' clutters can be expressed as:

c
Ht:Z

where en(Q)f = (1 e2n(N-1)AQ) /,/2,
Similarly, the signal paths between the backscatter array and
the receiver array going through the clutters can be written as:

C Uy
H, = ‘\/E'S_MbC En, (Qr,c)eN;, (Qb,c)T- (7

e=1

If the position of the clutter objects is random, these
matrices tend towards complex Gaussian random matrices
with zero mean yielding Rayleigh fading. If the scattering
is uncorrelated, H; and H, are full-rank matrices with
probability one. Assuming that the number of backscatter
antennas N, is less than equal to the minimum number of

transmit and receive antennas, N, < min{N, N;.}, we have
r =rank{H} = rank{ H} = rank{ H,} = N,.

e % e, (D o)en, () (6)
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III. PERFORMANCE

Consider a backscatter device applying BPSK modulation
technique, and that the same symbol is applied to all the Np
backscatter antennas. The modulation can be introduced in the
model of the previous section by multiplying H by = = e~ "%,
which yields

&R:IH&'S—'—&'Q:' (8)

where a@; = USaz is the receiver thermal mode vector. In
the fo]lowmg, we focus on the operation point of QI, where
Ng = (asag) <1, Nz= (azaz) > 1land n < 1.

A. SISO protocol

In the QI setup, the entangled photon pairs of the signal (S)
and the idler (I) are first generated at the TX. The S photon is
transmitted from the transmit antenna and backscattered from
an RF tag antenna. The receiver uses both the received S-
photon and the kept I-photon for enhancing the performance.
We consider a source able to continuously generate S-1 photon
pairs in the radio frequency regime in a two-mode squeezed
state (TMSS) [6], [17]-[19]

[¥)sr = Z P +1)n+1 m)slm),  ©)

where Ng is the average number of photons of both the signal
and the idler. The parameter Ng can be also interpreted as the
rate at which the photons are created. The joint probability
distribution of the quadratures of the TMSS is a Gaussian
with zero mean value, hence the state is well-defined by its
covariance matrix. Indeed, if ag and day represent the modes
of the signal and the idler, respectively, then we have that
(a 5) = (GIGI) = Ng, (GSGI) = \HN_S'(NS + 1) and
(agar) = 0. The signal is transmitted, while the idler is
kept at the receiver in order to be measured jointly with the
backscattered signal.

The tag modulates the transmitted unmodulated carrier,
and gives as output the received signal ap = \/ﬁe_’:‘?"&g +
1 —naz, where the phase ¢ is known. The task of the
receiver is to distinguish between 7 = 0 and n = 77 > 0.
This corresponds to an OOK BC scheme, but the protocol
can be easily adapted to other QBCs. In [6] the authors show
that, in the QI operative point, the initial correlations are
useful to obtain a gain in the bit error rate up to 6 dB with
respect to the case of coherent signals as input. Two receivers
achieving a 3 dB and a 6 dB gain have been found in Guha



et al. [17] and in Zhuang et al. [19], respectively. The loss
in the performance is traded with experimental feasibility, as
the Guha-RX involves only two-mode interactions in contrast
to three-mode interactions needed in the Zhuang-RX. Both
protocols present a bit error rate decreasing exponentially with
M. The first-order behaviour in M of the bit error probability
is given by the Chernoff bound:

Pg(M) ~ exp (—BM) (10)
where [ is a coefficient which depends on the transmitter-
receiver system that we are adopting, and we will refer to
it as signal-to-noise ratio (SNR). In the QI case, the SNR
B is nNg/2Nz using the Guha-RX, and nNg/N in the
Zhuang-RX. This is in contrast to the classical protocol, that
achieves 8 = nNg /4Ny with a receiver based on heterodyne
detection. In the BPSK case, the visibility of the target 1 does
not change, and the task is to discriminate between the two
phase values ¢ = ¢ and ¢ = ¢ + 7, where ¢ = 27 R/c. Both
the Guha-RX and the Zhuang-RX can be easily adapted for
this case, achieving the same gain as in the QI setup. However,
achieving a smaller bit error rate in the QI operating point is
challenging, as < 1 and M is limited by the bandwidth.
Using a multi-antenna device is thus crucial if we want to have
a future application of the QBC and QI protocols in realistic
experimental conditions.

B. Paired MIMO protocol

In the following, the performance are quantified in the
case of the Zhuang-RX, where 5 = nNg/Ny. Lanzagorta
et al. [9] proposed a multi-antenna setup consisting of N; =
N, parallel transmitter-receiver pairs, where each receiver
performs the measurements separately. We call this proto-
col as paired-MIMO (P-MIMO) scheme. The simultaneous
transmissions cause interference between the signal modes,
which results in an effective increasing of the thermal en-
vironmental noise. In fact, the receiver antenna m would
face a Gaussian noise with an average number of photons
Nim = |0ty i hmn|*Ns + Nz > Ng.

If the received modes are combined from allm € {1... N,.}
receivers using the maximal-ratio combining technique, the bit
error probability is given by (10) with 3 replaced by

BP _ Z NS|hmm|

Nim (v

Assume that trace[HH'] = Ek 1Mk = rN,n. For P-
MIMO we have that |[h,;,|* ~ NtN Sy e = ~. 7 and
DI R |* ~ _1 Zk 1k = (Ve — 1)37n, hence Sp
defined in (11) reads Bp (NtNi)iNﬁﬁM, where 3 is defined
in (10). Consequently, the P- MIM(S approach is equivalent
to the scheme transmitting Mp modes from single antenna
transmitter such that

Mp_ Newp (12)
M (Me—1)x-B+1

In the limit N; = N, — oo, the fraction of virtual modes
approaches ﬁ The protocol is beneficial as long as it
fulfills » > 1/(1 — B8) > 2, since § < 1. If the channel is
of full rank » = Ny = N,., then the fraction of virtual modes

approaches 3~ ! in the 73 > 1 limit.

C. MIMO eigen-channel protocol

In this section, we introduce the pre-coder beam-splitter
matrix V at the transmitter, and the receiver beamformer
beam-splitter matrix U at the receiver, in order to enhance
the gain in the multi-antenna setup. In the two-by-two case,
each of them could be realized using a single beam-splitter,
but in general case the unitary matrices need to be decom-
posed to a mesh consisting of multiples of two-port beam-
splitters as described in [16]. The rank of the matrix H is
r = rank[H| < min{N,, Ny, N;}. Hence, we will set up
r parallel transmission branches and connect them to the r
first ports of V. No photons are transmitted to the rest of
the ports. That is, their input is in the vacuum state |0). At
the receiver we use the r first output ports of U T, and the rest
ports only contain thermal photons. We refer to this protocol as
eigen-MIMO (E-MIMO) scheme. A simple E-MIMO system
is illustrated in Fig. 2 for N; = N, = 2 scenario.

The input-output relationship of the system is given by

r=U'zHVas+U'USaz. (13)
It follows from the SVD of H that the system can be viewed
as r parallel eigen-channels:

nme_iwds + \V/ 1- nmaZ,m

with m = 1,...,r. In this way, the r parallel branches can
be combined without interference. The bit error rate can be
obtained from (10) by substituting /3 with

(14)

Be =Y nmNs/Nz = trace[HH'|Ng/N.

m=1

(15)

For E-MIMO, g = rN,nNy/Nz = rN,( according to
(15). Hence, our proposed E-MIMO system is equivalent to
transmitting Mg modes from a SISO transmitter such that the
resultant SNR gain reads

(16)

The relative gain, in terms of SNR, of the E-MIMO over the
P-MIMO can be expressed as

Be
Br

Since f < 1, the gain is approximately proportional to the
number of transmit antennas [V;.

= (N — )rg + Ny 17
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Fig. 3. E{log,o(Mp/M)} and E{log,o(Mpg/M)} as a function of r for
a MIMO system with Ny = Ny = 8.

D. Simulation Results

In this subsection, we show the results for the deterministic
and the double-Rayleigh fading scenarios. In the presence of
fading, the elements of the matrices H; and H, are random
variables such that E{trace[H H']} = rN,n. In the double-
Rayleigh fading case, the number of modes needed to achieve
the same bit error rate as in the deterministic case is larger.
The exact bit error probability as a function of SNR is known
for the classical (no QI) case [20].

Fig. 3 shows the mean mode gain E{log;,(Mmimo)/Msiso }
of using multi-antenna protocols with Mymo virtual modes
over the SISO case with Mgso modes as a function of the
channel rank. Fig. 3 confirms that in case of deterministic rank
one channel, the P-MIMO obtains no gain over the SISO case.
In the fading channel it still provides gain through averaging
over the different paths. Fig. 4 depicts the corresponding
CDFs, and indicates that there exist some channel matrix
realizations H where the P-MIMO fails to provide gains over
single antenna E-MIMO system. It also illustrates that the E-
MIMO outperforms the SISO for » > 1 and the P-MIMO for
all r. Using multiple antennas in the tag helps to increase the
channel rank r, and it thus increases the mode gain. The figures
also show that the use of multiple antennas is an efficient way
to mitigate the fading.

IV. CONCLUSIONS

One of the limiting factors of the QI-based inference on
the microwave domain is the low rate at which the entangled
photon pairs can be generated. In this paper we propose a
multi-antenna setup, whose channels can be decomposed as a
series of beam-splitters. This allowed us to construct pre-coder
beam-splitters and receiver beamforming beam-splitters such
that the orthogonal eigen-channels can be accessed. Compared
to the approach where multiple QI transceiver pairs are used in
parallel, the eigen-channel approach significantly increases the
number of distinguishable modes needed to achieve the target
bit error probability. Using multiple antennas at the tag helps
in increasing the number of virtual modes, and simultaneously
it allows to mitigate the impact of fading. The virtual modes
can be utilized to compensate for the limited number of modes

— — —r=1P-MIMO| |
r=1 E-MIMO
— — —r=4P-MIMO| |
r=4 E-MIMO
— — =r=8P-MIMO| |
r=8 E-MIMO

Bl 0 1 2 3 4 5
10915 (MyinioMsio)

Fig. 4. CDF of log,o(Mp /M) and log,o(Mpg /M) for a MIMO system
with Ny = N; = 8.

M = WT that each quantum illumination device can generate
for the given bandwidth W and symbol duration 7.
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