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ABSTRACT Recent years have seen a surge in Al-driven medical image processing, leading to significant
improvements in diagnostic performance. However, medical imaging technologies tend to create staggering
volumes of medical data, necessitating high-performance computing. Cloud systems with robust GPUs
and resource capacity are optimal choices for DL-based medical image processing. However, transferring
data to the cloud for processing strains communication links, introduces high communication latency, and
raises privacy and security concerns. Consequently, despite the undisputed benefits of cloud computing,
dedicated standalone local computers are still used for image reconstruction in today’s systems. This
localized strategy uses expensive hardware inefficiently and falls short of scalability and maintainability.
Edge computing emerges as an innovative concept by bringing cloud processing capabilities closer to
data sources. A continuum of computing including local, edge, and cloud tiers would offer a promising
solution for medical image processing. According to literature survey, there are no significant works
on utilizing edge cloud continuum for CBCT imaging. To fill this gap, we introduce novel 3-TECC
architectural concept, specifically designed for CBCT data reconstruction in medical imaging. This article
explores the evolving synergy among medical imaging, distributed Al, containerized solutions, and edge-
cloud continuum technologies, highlighting their clinical implications and illuminating the potential for
transformative patient care. We uncover challenges and opportunities this convergence provides with the
CBCT image reconstruction use case, while aligning with regulatory compliance. The proposed 3-TECC
architecture advocates a decentralized data processing paradigm, reducing reliance on the centralized
approach and emphasizing the role of local-edge computing.

INDEX TERMS CBCT, distributed Al, edge computing, edge cloud continuum, GDPR, medical imaging.

I. INTRODUCTION

Enhancing the medical imaging workflow is crucial as it plays
a significant role in modern medicine’s capacity for diagnosis
and treatment of diseases [1]. Effective medical diagnostics
requires the utilization of medical imaging techniques in
a wide range of medical scenarios that involve various
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technologies such as Computed Tomography (CT), Cone-
Beam Computed Tomography (CBCT), ultrasonography
(US), X-ray, mammography, Magnetic Resonance Imaging
(MRI), and nuclear medicine. Diagnostic imaging techniques
are critical to confirm, evaluate, and record the progression of
various diseases and improve treatment efficacy. Advanced
medical imaging techniques produce more data volumes
than ever to provide high-resolution images and better
image quality [2]. CBCT imaging plays an important role
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in medical fields, e.g. dental imaging, as it is extensively
utilized to visualize anatomical details, aiding in diagnosing
and treating various conditions [3]. Nevertheless, the vast
volume of data produced by CBCT scanners and the
complexity of reconstructing 3D images present considerable
implementation challenges. Hence, addressing key aspects
and critical perspectives is essential when considering
CBCT image reconstruction on distributed systems such as
the three-tier edge-cloud continuum (3-TECC) architecture.
The proposed computing architecture serves the medical
imaging CBCT use case in health care, emphasizing the
importance of current diagnostic radiology and DL-based
CBCT image reconstruction processing [4]. The proposed
edge-cloud computing architecture lowers the latency of
transmitting and processing medical imaging reconstruction.
Managing the large volume of CBCT-generated data poses
a significant challenge for developing efficient and effective
medical imaging-aided diagnostics. Currently, no existing
studies address the distinct challenges associated with this
specific use case in distributed computing. The other side
of the coin is that the key legislation based on the highest
European values has stringent regulation implications on
the business and innovation processes, namely the European
General Data Protection Regulation (GDPR) and Medical
Device Regulation (MDR). First, GDPR compliance is a
prerequisite for MDR compliance. Second, both regulations
drive compliance and trust across the healthcare value chain
for patient privacy and the security of medical devices.
Furthermore, the EU Artificial Intelligence Act (AIA) was
published in April 2024 to address ethical questions and
harmonize implementation challenges among Al applications
in healthcare [5], [6].

A. OBJECTIVES OF THIS PAPER

In the following subsections, we discuss our proposed medi-
cal imaging use case, highlighting the increasing importance
of DL-based image analysis and computer-aided diagnosis
in modern diagnostic radiology. A particular focus will
be given for the application of DL for CT and CBCT as
these modalities often produce largest image matrices, and
thus are often the most computationally demanding use-
cases. We then provide an overview of cloud computing
and its benefits along with the challenges it poses for
medical imaging. In the edge computing section, we detail
the role and advantages of edge computing in addressing
the challenges of cloud computing, focusing specifically
on the medical imaging use case. We also explore the
importance of distributed computing, based on edge-cloud
integration, for digital healthcare applications. In this part
of the paper, we highlight the operational gaps in solutions
that rely solely on cloud or localized strategies. We propose
a collaborative computing architecture for CBCT medical
imaging, that primarily leverages local edge computing
resources while utilizing cloud computing solutions as
needed.
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B. RADIOLOGICAL IMAGING ALGORITHMS

The Internet of Medical Things (Io0MT) encompasses sen-
sors, actuators, processing capabilities, and communication
features, enabling interaction with the outside world through
various communication protocols [7]. Radiological medical
imaging techniques generate image data that need to
be processed to extract useful information for diagnostic
purposes. Based on classical Machine Learning (ML) and
Deep Learning (DL), image processing algorithms are
increasingly used in computer-aided diagnostics. These
methods help physicians analyze vast amounts of medical
imaging data by providing inferences from images [8]. Since
the last decade, DL-based convolutional neural networks
(CNNs) have obtained state-of-the-art performances for
image classification and recognition in the field of computer
vision [9], [10], [11], including disease diagnosis and
classification in radiology imaging data [12], [13], [14].
Overall, using DL algorithms for medical image processing
is computationally expensive, and, in general, requires high-
performance hardware systems when the neural network size
increases [15]. Furthermore, to obtain better performances
from the DL algorithms, utilizing images in better quality and
high resolution has a constructive impact on the overall Al
model’s performance [16].

CT imaging is one of the most widely used sensor modal-
ities for diagnostic imaging in the radiology department of
medical facilities. In a typical today’s CT (including CBCT)
imaging scenario, the raw data generated by a medical
imaging device is processed or reconstructed locally on a
standalone PC to produce diagnostic images, which are sub-
sequently sent to the Picture Archiving and Communication
System (PACS) and cloud data centers for data analysis and
diagnostics [17].

C. CLOUD COMPUTING

Cloud computing provides global access to the services and
rich resources for these services in terms of being a scalable
infrastructure for massive data, hosting computationally
heavy Al algorithms, and needed computational capabilities.
The cloud-based operation provides a pay-as-you-go strategy,
eliminating the requirement for massive initial costs on
hardware and its maintenance on site and the required
facilities. Cloud-based operation enables healthcare service
providers to control expenditures more efficiently, especially
concerning IT infrastructure [18]. In the healthcare domain,
a cloud-based operation can also help simplify different
hospital activities, such as administrative work and patient
monitoring. Since cloud data centers have high computational
capability, they are an optimal choice to host large DL
models, e.g. medical imaging [19].

However, when considering medical image reconstruction,
local processing is more optimal from the viewpoint of
network resource efficiency, since transferring raw data to
the cloud would inflict a high burden on the network links
between the data source(s) and the processing unit(s) [20].
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FIGURE 1. 3-TECC architecture for medical imaging and CBCT image reconstruction. The figure introduces tiers in the three-tier computing
architecture: (i) CBCT scanner and its interaction with a cluster of loMT nodes; (ii) edge tier connected via Access network, where more
powerful algorithms can take place for CBCT reconstruction and DL-based approaches; (iii) cloud tier which is accessible through the Public

network, capable of hosting computationally demanding tasks.

Furthermore, relying on cloud computing service providers
can pose risks, particularly in instances of service interrup-
tions or communication, also, e.g., European facilities may
want to limit the transfer of data to the cloud located in
different continents. Downtime can cause disturbances in
access to essential medical data, possibly compromising the
treatment of patients and medical facilities [21], [22], [23].
Accessing cloud-based resources can be challenging in areas
with poor network connectivity, limiting the benefits of cloud
computing for medical professionals and patients in these
regions [24], [25], [26].

D. EDGE COMPUTING

Edge computing (EC) has been introduced to bring cloud
computing capabilities close to the end devices and data
sources [27]. EC has many advantages compared to
traditional cloud systems, particularly in terms of providing
a high Quality of Service (QoS) and low latency. It also
helps to reduce network burden in cases of data-intensive
IoMT use, such as CT imaging, as well as unnecessary
propagation of medical data outside of the local site [28].
EC can help ensure medical data’s privacy by keeping data
within hospital premises [29], [30]. Furthermore, in the case
of mobile imaging scenarios with potentially low uplink
capacity to data centers, the reliability and failure tolerance
of the EC approach is much higher. In general, the continuum
of edge and cloud computing is a promising approach to
CBCT image reconstruction, as it provides the benefits of
cloud computing while allowing local processing as needed
to improve resource efficiency, privacy and reliability [27],
[31]. Medical imaging is among the domains in healthcare
that leverage EC to meet the challenges as mentioned earlier
when processing medical data inside and outside of hospitals.
The use cases of digital healthcare using distributed 3-TECC
have been discussed in [32], where the authors focus on the
deployment of virtualized docker-based dynamic services in
distributed edge-cloud computing systems. Research articles
in [32], [33], and [34], summarize the challenges of future
digital healthcare and discuss local and edge-based service
architecture in addition to cloud-based solutions to improve
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the efficiency and effectiveness of future smart hospitals by
leveraging the role of novel Internet of Things (IoT), edge-
cloud computing, virtualization, and wireless communication
technologies.

Some examples of recent work including medical imaging,
CBCT, GPU-based computing, edge computing, and DL-
based approaches, within the main focus of these studies
are presented in Table 1. The toolboxes Astra [35] and
TIGRE [36] both provide strong solutions for CBCT image
reconstruction, whereas Astra is more flexible and supports
a wider range of algorithms. At the same time, TIGRE
offers high-caliber specialized solutions that are optimized
for CBCT. The choice between these toolboxes depends
on the specific needs, including the coding environment,
flexibility, and CBCT image quality. The study described
in [37] leverages cloud computing and GPU acceleration [38],
which offers high speed and high accuracy for efficient
clinical workflows in medical imaging modalities. Rieke
etal. [29], provide the crucial role of the FL distributed
learning approach in digital healthcare. A detailed dental
imaging and CBCT review are given in [3]. The open-
source framework, PriMIA (privacy-preserving medical
image analysis) framework, described in [39], enables
encrypted inference and secure federated learning on medical
data without transferring it. The framework offers robust
privacy safeguards against data reconstruction attacks and
achieves classification performance comparable to locally
trained models. Although the DL technique has proven
effective for reconstructing CT, its application to CBCT
reconstruction is hindered by memory constraints due to
the complexity of the 3D reconstruction process from
large volumetric datasets. The authors in [40] introduce a
geometry-guided DL technique (GDL) that requires less
than previous networks, while also reconstructing CBCT
images quickly and accurately. Another application of the
DL technique, Generative Adversarial Networks (GAN) was
used in [41] to improve the image quality of the reconstructed
CBCT images. Reducing patient radiation exposure, mini-
mizing costs, and increasing accessibility is crucial in CT
and CBCT modalities. The study in [42] presents various

14319



IEEE Access

B. Akdemir et al.: From Technical Prerequisites to Improved Care: Distributed Edge Al

solutions for obtaining 3D anatomical structures from X-ray
images.

E. CONTRIBUTIONS OF THIS PAPER

This paper presents a taxonomy for understanding the
technological needs of radiological medical image processing
when considering the use of the distributed 3-TECC architec-
ture, emphasizing the CBCT imaging modality. We discuss
the technical requirements for CBCT image reconstruction,
considering the large volumes of data from medical imaging
scanners and the need for efficient processing. This involves
exploring the diverse computing capabilities of the 3-TECC
architecture. To achieve this, we introduce state-of-the-art
technologies, such as advanced communication and com-
putational systems, containerized solutions, and distributed
ML approaches for Al-driven applications. Additionally,
we cover the structure of CBCT imaging, from raw data
to diagnostic formats, and address data regulation aspects,
including GDPR and MDR compliance.

Our taxonomy provides an organized framework for clas-
sifying the various technical aspects of distributed platforms.
The main contributions of this paper are as follows.

o Defining the technical requirements of the 3-TECC
architecture, in general for medical imaging, and
specifically for the CBCT imaging modality. We provide
potential state-of-the-art solutions from literature to
address the requirements for architecture to achieve
efficient tomographic imaging and CBCT.

« Identifying the characteristics of each tier in the 3-TECC
architecture and emphasizing their role in the CBCT
imaging workflow, considering the management and
regulatory aspects of confidential patient data.

« Bringing together scientists and physicians from both
engineering and medical fields, integrating multidisci-
plinary efforts to tackle challenges in imaging tech-
nology, thereby aiming to achieve efficient healthcare
systems.

This paper examines the latest trends in academic literature
related to data-intensive medical imaging and CBCT image
reconstruction using distributed computing architectures.
It identifies several technical requirements that need to be
addressed to enhance the efficiency of healthcare systems.
The data collection involved searching online literature using
edge computing and distributed learning for medical imaging
as well as, on IoMT, edge computing, medical imaging
and CBCT image reconstruction, and distributed learning
approaches from Google Scholar, PUBMED, Science Direct,
and the IEEE Library. We prioritize including research papers
published in recent years.

In the following section, we discuss the computing tiers
of the 3-TECC architecture in detail, including the local,
edge, and cloud tiers. We cover the role of each tier
and its capabilities in hosting the CBCT imaging use
case. Section III outlines the main phases of the CBCT
medical imaging workflow, including data collection, com-
munication, computation, and data storage. In this section,
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we explain the workflow of CBCT data from the CBCT
scanner through the steps required to obtain diagnostic
reformats and prints, encompassing both medical imaging
data and raw data. Section IV presents our defined technical
requirements to enable efficient CBCT image reconstruction
within the proposed computing architecture, providing a
detailed overview of each requirement such as efficient
medical data management, deployment of Al algorithms and
functional services, and optimized CBCT image reconstruc-
tion alongside privacy and regulatory aspects. The discussion
and future scope of the paper are covered in Section V, where
we also address identified challenges, limitations of our study,
and outline the future work. Finally, Section VI summarizes
the main points and concludes the article.

Il. 3-TECC ARCHITECTURE FOR CBCT MEDICAL IMAGING
The distributed 3-TECC architecture for CBCT, as illustrated
in Fig. 1, includes (i) local edge nodes in the proximity of
the medical equipment/CBCT scanner, capable of running
lightweight computational tasks, (ii) edge servers placed
in, e.g., hospital facilities or at the nearest mobile base
stations for heavier computing tasks with real-time require-
ments, and (iii) cloud data centers available through the
Internet for heavy-duty computing tasks. Furthermore, using
radiofrequency technologies and different communication
protocols is important for efficient intra-device and inter-
tier communication in 3-TECC, particularly in managing the
massive volumes of medical imaging data. The communica-
tion section in III-B provides a more detailed overview of
communication techniques. Brief details of each of the tiers
in 3-TECC are described below.

A. LOCAL TIER

In CBCT imaging workflow, data pre-processing and
compression are the first and, at the same time, the
computationally least-demanding operations. By default,
in the 3-TECC architecture, these operations are run on a
swarm of local edge nodes for data reduction [34]. More
complex operations requiring higher computational capacity,
such as Al-based CBCT image reconstruction and image
analysis are left to be executed on higher tiers, the exact tier
depending on which gives better end-to-end execution time
considering the available capacity and load. Optionally, also
lightweight reconstruction algorithms giving rough images
for the physicist, e.g. assessing the patient’s correct position
in the scanner, could be run on the local tier.

Physically, the local edge node swarm could consist of
specialized lightweight GPU computing nodes, available
PCs, etc., but it could also include the GPU units of the
CBCT scanners or similar integrated computational units.
The benefits of this kind of swarm include resource efficiency
(one swarm can serve multiple CT scanners, bringing
economies of scale) and scalability (the swarm’s capacity
can be modified straightforwardly by adding or removing
computational nodes based on the current need).

VOLUME 13, 2025
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TABLE 1. A List of Studies on Medical Imaging, CBCT, 5G, Edge Computing, and Al.These papers provide detailed information on the mentioned

technologies, including integrating multiple fields such as Al for medical imaging or CBCT, and the role of 5G & edge computing in Al and medical imaging.

Publication & Year

Technologies/Methods

Main Focus

Aarle et al. [35], 2015

Medical imaging, ASTRA toolbox

The paper presents an open platform toolbox for 3D image reconstruction that allows
rapid and adaptable building blocks to create advanced 3D reconstruction algorithms.

Pauwels et al. [43], 2015

CBCT imaging

This review includes a thorough discussion of the technical aspects of all phases in
the CBCT imaging process from imaging hardware to visualizing the images.

Biguri et al. [36], 2016

CBCT, FDK reconstruction [44]

The paper describes the problems of CBCT reconstruction and solutions for them,
also presenting the MATLAB / CUDA toolbox (TIGRE) for fast and accurate 3D
reconstruction.

Zaki et al. [37], 2016

CBCT, Cloud computing & GPU

This article aims to illustrate how GPUs and cloud computing can be used to improve
image processing effectiveness and improve data analysis throughput.

Després et al. [38], 2017

Medical imaging, GPU computing

The paper focuses the novel developments for medical image reconstruction and
acceleration of reconstruction tasks with GPU-based hardware.

Ricke et al. [29], 2020

Digital healthcare, Al

Data-driven AI/ML models for digital healthcare by leveraging the FL paradigm to
train different parties of data collaboratively without centralizing data sets.

Kaasalainen et al. [3], 2021

Dental CBCT, 3D imaging

The paper presents the dental CBCT imaging specializations by exploring the
comparison technical characteristics of currently used CBCT scanners and exploring
the difficulties associated with CBCT reconstruction and image quality.

Kaissis et al. [39], 2021

Medical imaging, Al

This paper proposes a privacy-preserving medical image analysis framework
(PriMIA), which enables privacy-preserving FL and end-to-end encrypted inference
on medical imaging data.

Lu et al. [40], 2021

CBCT imaging, Al

Proposes geometry-guided DL (GDL) technique that addresses the memory limita-
tions of CBCT image reconstruction.

Zhang et al. [41], 2021

Medical imaging, Al

The article presents the use of one of the DL techniques, generative adversarial
networks (GAN) to efficiently increase the image quality of CBCT at the CT level.

Isosalo et al. [34], 2023

Medical imaging, Al & EC

Al-driven medical data evaluation at the network edge on GPU-enabled local com-
puting nodes to perform CBCT reconstruction on Astra [35], and DL-based disease
detection.

Maken et al. [42], 2023

Medical imaging, 3D reconstruction

This article comprehensively analyzes the different approaches and procedures for
3D image reconstruction from 2D X-ray data.

Putra et al. [45], 2024

Medical imaging, Al & 5G

Deals with managing medical data in 5G, collected from IoMT devices, considering
security, privacy, and computing constraints. It investigates cloud-edge Al architec-
ture and Edge FL (EFL) for safe and effective diagnostics based on large-scale oMT

data, and also outlines future research in [oMT-AI integration.

B. EDGE TIER

The Edge tier provides computational resources for more
demanding computing tasks with real-time requirements. The
edge tier contains some of the capabilities of the cloud to
host processing, analysis, and decision-making near data
sources. Due to its proximity to data sources and users, the
network latency from local nodes to edge nodes is typically
very low, just a few milliseconds, compared to hundreds
of milliseconds typical to cloud connections. Furthermore,
core network resources can be saved by eliminating the need
for sending data for processing at the cloud data center.
In the CBCT use case, this tier can provide a computationally
capable environment for image reconstruction between local
and cloud tiers. Edge servers can be deployed, e.g. at the
hospital facilities in the case of the hospital’s local area
network, or the hospital’s private Radio Access Network
(RAN), or alternatively, the nearest base station of a public
5G RAN.

Another important aspect of this tier is the introduction of
the edge Al perspective. The relatively powerful hardware at
the network edge enables the deployment of DL algorithms
capable of analyzing large volumes of data and providing
real-time medical data processing. This tier of the 3-
TECC architecture can host computationally intensive CBCT
reconstruction algorithms, as well as DL-based CBCT image
reconstruction and medical image analysis.

VOLUME 13, 2025

Edge computing also reduces the possibility of information
being compromised throughout transmission by performing
data processing locally instead of transmitting it to a
central cloud. This improves patient data confidentiality and
information security, which is critical in the medical field
[46]. One of the key benefits of edge computing is its ability
to function even when network connections are outside the
RAN. This guarantees that key healthcare services, such
as response to emergencies and surveillance of patient’s
systems, continue to function properly [47]. Healthcare
institutions that have limited internet access can benefit
from this optimization as it can result in considerable cost
reduction and more effective use of network bandwidth [48].

Although edge computing can effectively compute data
locally, heavier computing is typically more efficient to run
on cloud data centers [19].

C. CLOUD TIER

Cloud tier is the highest of the 3-TECC architecture tiers,
available at the core of the Internet to provide global access to
various services and rich resources to provide these services
in terms of massive data storage, hosting computationally
heavy Al algorithms, and the needed computational capabili-
ties. The Cloud tier is optimal for the heaviest computational
tasks, requiring vast amounts of CPU, GPU, and storage
resources, and exchanging data with third-party services over
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the Internet. In medical imaging, this tier can be considered
as the default tier for medical image analysis. It enables the
assessment of massive data sets using big data analytics and
the execution of data modeling to analyze signs of various
diseases based on large medical image databases. This
ability enables physicians to effortlessly discover significant
changes in a patient’s medical images over time and trends
in the results of treatment, hence increasing the value of
treatment for complicated disease conditions.

lIl. CBCT MEDICAL IMAGING WORKFLOW PHASES
Reconstruction algorithms and their components can be
optimally deployed in the proposed architecture as shown
in Fig. 1, depending on functional service, regulatory
requirements, and hardware capacity of the underlying
computational and network architecture. In the following,
we present the phases of the implementation of CBCT
image reconstruction in detail, from data collection to
data storage, including communication and computational
aspects, as shown in Fig. 2.

A. DATA COLLECTION

Medical imaging involves a wide variety of imaging data,
and as such, we differentiate three sub-classes: raw data,
medical image data, and diagnostic reformats and prints. Raw
data encompasses the proprietary measurement data from the
imaging scanner. In the context of CT and CBCT, this refers
to the photon flux measured by the X-ray detector. The panel
electronics encompass either a field-programmable gate array
(FPGA) or an application-specific integrated circuit (ASIC),
which collects, localizes, and digitizes the analog signal from
the scintillation or direct conversion layer of the panel. This
raw data will be transferred, e.g., via a category 6 ethernet
cable, to a manufacturer-provided Image Reconstruction
System (IRS). IRS is a PC equipped with a powerful GPU that
will perform further corrections to the raw data such as dead
pixel correction, lag correction, dark field correction, and flat-
field correction [49], [50]. The pre-processed raw data is then

Computation
Perspective

Data Analysis &
Diagnostics

DISTRIBUTED COMPUTING
PLATFORM FOR MEDICAL DATA —
PROCESSING

Communication

Data Storage
Perspective 9

o .
[ -
Data Collection
FIGURE 2. CBCT workflow phases in distributed 3-TECC architecture. This
figure depicts the steps involved in the medical imaging modality. The
process begins with collecting raw data from the medical device,
followed by using various communication techniques to transfer the data
to the appropriate component. Next, the computing nodes process the
data into a diagnostic format, which can then be stored in a medical
database accessible to physicians.
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typically stored in a proprietary format, for instance as a .raw-
file. Its underlying file structure often contains a header or a
separate text file with information on the scanning parameters
(tube current, kilovoltage, imaging geometry, etc.), and the
image data itself, typically stored in 16-bit unsigned integer
arrays format.

After the raw data has been preprocessed, the IRS
will reconstruct the medical image data containing the
slices that are visualized for the operator of the imaging
device (radiographer) and the diagnostician (radiologist). The
reconstruction process is a computationally demanding task
and may involve solving hundreds of millions of unknown
pixel values. Consequently, graphics processing units are
utilized for diagnostically feasible computation times [34].
The reconstructed image slices and the metainformation
associated with the study are stored in the Digital Imaging and
Communications in Medicine (DICOM) format that offers
a standard for communication and management of medical
imaging information.

B. COMMUNICATION

In most of today’s IoT systems, centralized cloud servers
often handle all service functions including the processing
of data. As a result, the involved end devices’ computational
load and requirements are reduced, but network connections
are heavily utilized causing high requirements for network
performance, efficiency, and reliability. Furthermore, long
network delay makes real-time scenarios impossible with
cloud-based IoT systems. For this, the next generation of
communication systems has been designed to support delay-
sensitive applications requiring high reliability, among other
requirements. EC can occur either in local nodes with
sufficient computational capacity — called local EC — or
as a capability provided by network operator — called as
multi-access EC (MEC). MEC, defined by the European
Telecommunications Standards Institute (ETSI), is a network
architecture specifically designed for mobile networks that
brings compute, storage, and networking resources closer
to the edge of the network, enabling low-latency, high-
bandwidth applications, and services.

Medical imaging equipment, such as CBCT scanners, are
connected to the rest of the system components through
a case-specific setup consisting of access network and
backbone network elements. These can be broadly classified
into two categories: medium- and short-range communication
technologies [51]. The former can facilitate long-distance
communication, and in our 3-TECC setup, the short-range
technology is used for connecting local IoT nodes while the
latter is used for connecting the edge and cloud tiers. In order
to communicate with nearby edge nodes and medical imaging
equipment [52], the following communication protocols exist
on different layers of the protocol stack:

« Wired connections: On physical and data-link layers,
Ethernet or USB are supported by a large number
of medical equipment. In medical imaging scenarios,
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a wired connection could be the option to link the local
edge node directly to the CBCT scanner. The edge node
and scanner can exchange imaging and other related
data through this connection. The connections between
the MEC and Cloud tiers are typically based on optical
fibers. Wired communication protocols are inherently
more secure because intercepting or tampering with data
requires physical access to the wire. Furthermore, wired
connections are less prone to interference and jamming,
while wireless signals are easier to intercept and rely
heavily on strong encryption and authentication.

+ Wireless connections: Short-range wireless commu-
nication possibilities include Wi-Fi and Bluetooth on
certain modern medical equipment. Furthermore, long-
range wireless communication protocols, such as 4G/5G
mobile networks are available for medical use. Along
with 5G, private mobile networks have better support
on the system level, making private RANs, managed
in-house, as a viable option e.g. hospitals to take
care of their wireless communications. Such setups
benefit healthcare providers since the network and
data management policies can be managed in-house.
Furthermore, as discussed above, wireless signals are
easier to intercept and more prone to interference
and jamming than wired connections, making strong
encryption and authentication methods a necessity.
The appropriate wireless protocol to connect imaging
components with the rest of the system depends on
the technical, security and regulatory requirements of
specific use cases.

« Higher-layer IoT protocols: In the IoT and machine-to-
machine (M2M) communications, lightweight messag-
ing protocols, such as CoAP (Constrained Application
Protocol) and MQTT (Message Queuing Telemetry
Transport) are often used. As a lightweight version of
HTTP, CoAP similarly uses a request-response structure
where clients send out queries and servers respond with
the necessary resources. The Quality of Service (QoS)
components of MQTT allow effective communications
between devices and control the amount of message
delivery assurance. Both protocols can be used to
transmit medical imaging data, like the CBCT scanner
machine in our case, and they both offer reliable and
efficient communication between medical equipment
and systems.

o Application programming interfaces (API): APIs
are provided by some medical devices to enable
programmatic interaction with other systems, such as
nearby edge nodes. The edge node can be the option
to communicate with the CBCT scanner by sending
instructions, requesting data, and using the given APL.
The API may employ common protocols like SOAP
(Simple Object Access Protocol) or APIs.

Moreover, the communication technique may vary depend-

ing on the architecture, network configuration, and compati-
bility of the edge node and CBCT scanner requirements. The
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TABLE 2. CBCT data sizes from raw data stage to diagnostics reformats
from Planmeca Viso G7 scanner. The volume of data is crucial as data
transfers can cause extra burden to networks (end-to-end execution time
and network overload) when moving data over different tiers of the
3-TECC architecture.

Data class Image data size (pixels) File size (MB)
Pre-processed raw data 0.5 x 109 -2 x 10° 40-740
Medical image data 0.1 x 109 -3 x 109 20-700
Diagnostic reformats and prints 855 x 103 - 3 x 10° 0.1-1000

optimal communication strategy between local edge nodes
and medical equipment depends on integration requirements,
security concerns, latency and regulatory constraints [53],
[54]. With the option to place compute and storage capabil-
ities closer to the edge of the network, 3-TECC architecture
minimizes the need for data transmission over long distances
to data centers, resulting in reduced network congestion,
lower latency, and faster processing of data [55]. From the
perspective of dealing with the placement of the CBCT
computation, 3-TECC helps optimize network utilization
to achieve efficient data transfer between sensors and pro-
cessing tasks. Distributed healthcare services are important
5G application scenarios. Whereas IoT technologies have
been extensively used in the healthcare industry [56],
they cannot achieve their performance requirements without
EC technology services like MEC [57], [58]. The huge
volume of data generated by radiology, CBCT scanners,
and medical imaging requires a high-bandwidth continuous
communication network infrastructure. The integration of
5G and medical IoT can be enhanced by refining resource
management by network slicing methods and edge-cloud
computing three-tier architecture, acknowledging the more
efficient, low-latency connectivity for IoT applications of
edge devices [59]. However, embedding Al algorithms and
ML methods at the edge tier in a three-tier architecture can
improve real-time decision-making processes and predictive
analytics of the system, and improve IoT performance and
scalability

C. COMPUTATION

High-resolution clinical image analytic services, including
our use case CBCT image reconstruction, often require
GPU-based or TPU (Tensor Processing Unit) based systems.
After data acquisition from the CBCT scanner, various
pre-processing tasks such as dead pixel and flat field
correction are applied to raw data before moving to the
image reconstruction phase. The preprocessing methods are
typically computationally inexpensive operations, such as
pixel-wise subtraction, summation, division, and multiplica-
tion. However, hundreds of millions of unknown pixel values
may need to be solved during the computationally demanding
reconstruction process. In addition to the computing capa-
bilities of the scanner and reconstruction PC, a cluster of
local nodes in the local tier can be utilized in case of more
workloads/examinations for the scanners. This service can
also be applied in the edge/MEC server in the edge tier upon
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demand. Furthermore, the edge tier could assist with image
reconstruction and other image data analysis tasks such as
image enhancement and 3D visualization.

Deep learning-based image processing is computationally
demanding, therefore, the cloud tier can host such tasks.
However, to process the data closer to the data sources,
a collaboration between the computing nodes including
local and edge tiers in the computing architecture can
provide a scalable environment for decentralized image data
processing. In this regard, distributed ML frameworks like
federated and split learning could provide this environment;
refer to more details in Section IV-B. In [34], the authors
implemented a CBCT image reconstruction task using the
Astra toolbox algorithm [35] on the NVIDIA Jetson Xavier
NX device in a local configuration. However, in a context-
aware deployment framework, depending on the capacity and
capability of computational nodes, tasks also can be offloaded
to the upper tier when needed and reloaded to the previous
tier when not required. In such a framework, computation
resources could be confined to a threshold for a certain
number of incoming requests for the successful execution of
tasks on each tier. For instance, CBCT algorithms could be
deployed in GPU-enabled hardware (e.g., NVIDIA’s Clara
AGX) locally. At the same time, powerful computing nodes
in edge and cloud can be utilized to develop an efficient and
effective system. Based on the predefined threshold, a task
could be offloaded from the local computing node to the edge
and even from the edge to a cloud server.

In the context of medical imaging applications, the issue
of optimal task placement, three-tier communication, and
dealing with latency-limited and critical computing tasks is
still considered an open challenge [60]. The aim is to deploy
an incoming job to an appropriate serving node in the 3-
TECC architecture based on the task requirements that can
be, e.g. achieving sufficient end-to-end execution time while
at the same time minimizing the network and processing
resource consumption or energy consumption. For instance,
IRS pre-processing could be optimally placed on local
edge nodes while the more demanding IRS reconstruction
algorithms could be deployed on a MEC server. CBCT and
radiology use cases are highly data intensive and require
sufficient processing capacity to ensure low execution time.
EC delivers part of the cloud’s processing power to where
medical imaging panels or CBCT scanners are situated.
Therefore, the edge-cloud continuum paradigm and the
3-TECC architecture emerge as promising approaches to
manage medical imaging and the CBCT image processing
workflow [61].

D. DATA STORAGE

Once the reconstruction has been processed, the output
images are stored in the DICOM format and the data is sent
to the PACS; the radiologist can view the images from the
PACS with dedicated viewing software. If necessary, further
DICOM-compatible diagnostic reformats and prints can
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be made to aid the diagnostics, e.g., by indicating critical
pathologies and their dimensions in the medical image data.
An Electronic Medical Record (EMR) is a digital version
of a patient’s medical record that is created and maintained
within a healthcare organization, such as a hospital or a
physician’s practice. The primary goal of an EMR is to ensure
that patient information is easily accessible to healthcare
providers within the organization. Ideally, EMRs should also
allow the sharing of patient information between different
healthcare providers and settings, providing a comprehensive
history of an individual’s interactions with the healthcare
system across multiple organizations [62].

The GDPR imposes restrictions on the purposes for which
healthcare organizations can use the personal information
they collect on individuals, known as the purpose limitation of
data protection. It has two key aspects: (i) Personal data must
be collected for specific, explicit, and legitimate purposes,
(ii) and it must not be processed in a way incompatible with
those purposes. However, this principle does not completely
prohibit data collected for one purpose from being used
for another one, as long as it is not incompatible with the
original purpose. The purpose limitation principle aims to
protect the reasonable expectations of individuals regarding
the processing of personal data and to enable further use of
such data within certain limits [63].

TABLE 3. A list of requirements for hardware specifications in 3-TECC.

Local Tier Specification

CPUs Intel (x64), AMD64 (x64), ARM64 (aarch64)

GPUs NVIDIAC(e.g., Jetson NX, RTX 6000), Al accel-
erators

Memory Variety of options (4/8/16GB RAM)

High-speed Ethernet ports, Wi-Fi 6, 5G modem
support

High-resolution X-ray detectors and sensors,
DICOM-compliant CBCT scanners

Connectivity

Imaging Hardware

Edge Tier

High-performance CPUs & GPUs (e.g., NVIDIA
RTX 6000, AMD MI250x), NVMe SSDs, Al
accelerators

Processing Units

Memory 32/64/128GB RAM or higher, NVMe SSDs

Connectivity Multiple high-speed Ethernet ports, Fiber optics
support

Cloud Tier

Data center-grade processors, High-end GPUs,
TPU

128GB RAM or higher, NVMe SSDs
Large-scale distributed storage solutions, Backup
and redundancy support

High-speed internet backbone connections, Re-
dundant network paths

Processing Units

Memory

Storage

Connectivity

The raw data collected by the scanner and the correspond-
ing reconstructed medical image data are stored locally in
the IRS. The types of medical image data with estimated
file sizes from a collection of 700 scans from a Planmeca
Viso G7 scanner are given in Table 2. The availability of the
original raw data is critical because the data may sometimes
need to be reconstructed. For example, the presence of metal
artifacts or the use of incorrect reconstruction parameters
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FIGURE 3. Technical requirements for distributed 3-TECC architecture for CBCT computing. This figure illustrates the steps that we cover in this
research paper for the efficient realization of data-intensive medical imaging use cases on the distributed 3-TECC architecture. Research articles

on the aspects mentioned here are presented in Table 11.

may necessitate redoing the reconstruction using a different
algorithm or kernel [64]. As this need may arise days after the
original study, the raw data has to be preserved for a sufficient
duration. The IRS runs a systematic clean-up routine that may
(i) remove sufficiently old data (e.g., two weeks), depending
on the number of scans/storage with the system. (ii) Remove
the oldest raw data to keep the available storage constant.

The Radiology Information System (RIS) shows a list
(and times) of the imaging studies for the upcoming and past
days, and their status (to-be scanned, currently being imaged,
imaging done, report finished). There are also fields for
further information (instructions for performing the scan in
non-routine imaging cases and the potential need for special
arrangements to ensure correctly answering the diagnostic
question). RIS also communicates the imaging request
to the radiology department and stores the radiologist’s
interpretation (report) of the images and activities of the
imaging technicians (radiographers). Both imaging requests
and radiologist’s reports are finally available in the EMR.
Additionally, it contains the medications of the patient,
possible daily follow-up ward reports, diagnoses, and patient
summaries.

IV. REQUIREMENTS FOR CBCT MEDICAL IMAGING IN
3-TECC ARCHITECTURE

Compared to traditional CT scanners, CBCT scanners are
more lightweight and can be easily moved to different
locations inside the hospitals, and in some scenarios,
CBCT scanners could be moved outside of the hospitals
(if neglect the need for device re-calibration), e.g. in a
mobile ambulance. However, despite the advantages of the
CBCT, it has some limitations such as generating low-
contrast and more artifact-prone images. Furthermore, owing
to the three-dimensional nature of data collection, CBCT
reconstruction should be treated as a three-dimensional
problem. This is in contrast to routine CT reconstruction,
in which the reconstruction problem can usually be treated
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as a 2D reconstruction problem. Consequently, CBCT may
struggle with efficient data management due to challenges in
distributed computing, while potential mobility requires the
use of wireless communications that require high flexibility
and fault tolerance from the computational architecture.
Therefore, in the following, we will define and describe the
potential technical requirements, and propose potential solu-
tions in literature to address these requirements. Fig. 3 and
Fig. 4 illustrate the technical requirements for the distributed
3-TECC architecture for CBCT computing. In addition to
the following requirements subsections, we have included
tables alongside the list of requirements, including hardware
specifications in Table 3, software tools in Table 4, and
network infrastructure in Table 5.

A. EFFICIENT MEDICAL DATA MANAGEMENT IN 3-TECC
1) EFFICIENT USE OF NETWORK RESOURCES
Network resource optimization in 3-TECC architecture
requires improving the efficiency of application deployment
and the use of network resources throughout the architec-
ture. Reconstruction algorithms use computationally heavy
algorithms to generate medical images from huge amounts of
raw scanner data. Furthermore, images should be generated
and analyzed in an acceptable time frame to ensure high
clinical efficiency. Dealing with these requirements is highly
demanding for the networks that connect different parts of the
system. The authors in [65], propose a framework that deals
with the delay challenges of the Internet of Health Things.
Delivering raw data from the scanner to the unit dealing
with IRS pre-processing can be considered the most data-
intensive part of the process. If the IRS pre-processing
is made outside the network scanner, this requires a
robust network connection in the whole imaging system.
Transferring the pre-processed data to IRS reconstruction
algorithms could be the second most demanding connection.
Therefore, it necessitates a highly capable communication
link between pre-processing and reconstruction units. After
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TABLE 4. A list of requirements for software tools.

Local tier
Operating Systems

Specification

Linux-based OS, Containerization platforms
DICOM viewers and processors, Proprietary
CBCT imaging software

PyTorch Distributed [66], PySyft [67],
NVFLARE [68], OpenCV, TensorFlow Lite

Imaging Software

AI/ML Frameworks

Edge tier

Linux-based OS, Containerization platforms,
VMs
Edge computing frameworks, Data orchestra-

Operating Systems

Middleware tion tools (Docker swarm, Kubernetes, etc.)

AML Erameworks PyTorch, TensorFlow, PySyft, NVFLARE,
OpenCV

Cloud tier

Operating Systems Linux-based OS, VMs

Cloud Platforms AWS, Microsoft Azure, CSC Finland

Storage Solutions Distributed file systems, Object storage

IRS reconstruction, the data sets delivered over the networks
are comparably smaller in volume. An effective and discrete
provisioning system, in which the allotted resources are
elastically scalable, allows for the flexibility of network
resources. As a result, elasticity ensures that different system
parts receive the Service Level Agreements (SLA) needed for
efficient operation, regardless of their physical location [69].

TABLE 5. A list of requirements for network infrastructure.

Local to Edge Nodes
Network Connectivity

Specification

High-speed Ethernet, Wi-Fi, 5G Radio
HTTPS, SSH, SSL, FTP (File transfer
protocol)

Differential Privacy, Homomorphic En-
cryption (distributed ML frameworks)

Protocols

Advanced Security

Edge to Cloud Servers
Network Connectivity
Protocols

Security

5G Core, Fiber optic connections
HTTPS, HTTP/2, gRPC
IPsec, End-to-end encryption

To deploy the task and applications to the network of
physical resources at the edge, authors in [70] proposed
the Autonomous- Particle Swarm Optimization (A-PSO)
algorithm and hybrid swarm intelligence in [18]. The A-
PSO algorithm is a practical method for load balancing and
task scheduling in the constrained resources at the edge that
also lowers deployment costs of the network. However, the
automated orchestrator assigns IoT applications a priority,
based on their requirements (latency, storage, and CPU) and
deploys them to the edge node with the highest resource
capacity.

Radiological image reconstruction in edge computing
inflicts a significant demand on network bandwidth. The
overall effectiveness of the reconstruction process may
be affected by network congestion, increased latency, and
limited scalability caused by transferring image data from
edge devices to the remote server. The suggested framework
in [71] reduces the network resource usage like transmission
bandwidth and computational load, on the remote server by
utilizing EC infrastructure for pre-processing and analysis.
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Another approach is presented in [72] to accelerate the
Parallel Multithreaded Gridrec algorithm (developed in
Matlab) for CT image reconstruction using GPUs in EC envi-
ronments. Authors in [72], provide a resourceful solution for
accelerating the CT image reconstruction process, addressing
the computational requirements of edge computing. The
proposed approach enables significant reductions in image
reconstruction time by applying GPUs’ parallel processing
capabilities, which is crucial for real-time applications in
resource-constrained networks.

By establishing a remote medical network using EC,
hospitals may provide patients with online and real-time
physician assistance regardless of location. EC is essential
to minimize data transfer, such as CT images, and to
increase efficiency as the amount of patient diagnosis data
in the medical sector increases. Physicians may access
data instantly by utilizing the EC architecture rather than
depending on distant centralized servers. Physicians may
access a more streamlined and quicker network environment
through EC infrastructure, enabling quick response to their
patient data and adaptable healthcare services [73]. Another
example of a medical imaging scenario for edge computing is
a case of telepathology use case presented in [74]. This work
proposes LiveMicro to enable real-time pathology and remote
collaboration that enables data-driven image processing and
enables pathologists to perform remote consultations.

2) EFFICIENT USE OF COMPUTATIONAL RESOURCES

In CBCT, a massive amount of raw data is projected by
the scanner within seconds. Transferring all data to data
centers for analysis could be an expensive process in terms
of efficient data management. As previously mentioned, the
concept of EC [27] aims to provide computing power to the
edge of the network, facilitating resource-efficient and low-
latency data processing.

Although edge computing is powered by parallel com-
puting and GPU-enabled computed hardware, there are still
some capacity limitations in edge nodes when compared to
cloud data centers. Thus, the distributed 3-TECC architecture
can host the different portions of data collaboratively,
which results in an efficient and effective resource-managed
computing architecture. An intelligent resource orchestration
system is required to optimize the use of all computational
nodes in the computing architecture. For instance, local com-
puting nodes have lower capacity in terms of computation
and storage compared to edge and cloud servers, thus, the
manager node should be able to know about the device
capabilities in the architecture and deploy tasks based on the
nodes’ capacity and storage.

An example of such an optimization problem is visible
in [71], where a multi-stage feature extraction generative
adversarial network (MF-GAN) denoising algorithm and
trilinear interpolation (RGT-MC) algorithms are proposed for
the 3D reconstruction process at the remote edge servers by
sending all the high-resolution images from the scanner to
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FIGURE 4. Requirements for CBCT Medical Imaging in 3-TECC architecture. This figure visualizes the main components of the requirements in

Section IV, which is the skeleton of this study.

the remote edge server. This approach essentially increased
the network load/traffic in the whole communication process.
Another experiment conducted in [72] shows how the
parallel multi-threaded algorithm outperforms traditional
CPU-based implementations for CT image reconstruction in
EC environments. To optimize the usage of computational
and communication resources, in some cases, low-capacity
GPU-enabled local computational nodes could host the nec-
essary algorithm in the hospital premises (by enabling local
computing) and contribute to the reconstruction process that
would reduce image transmission to edge/cloud servers [34],
[75]. To ensure the optimal usage of the resources, the task
can be offloaded to the edge nodes and cloud when more
computation resources are needed.

In 3-TECC, task offloading is a key focus of future
work. The article in [19] offers valuable information on
intensive medical data computing, addressing challenges
related to large-scale medical data while integrating edge
computing, cloud solutions, and Al technologies. The topics
covered are closely related to what we discuss in our article.
The research introduces algorithms aimed at minimizing
system-wide costs and highlights the critical role of edge
computing in healthcare. A similar approach could be
applied in 3-TECC to enhance resource utilization effectively.
A list of more recent research articles for efficient medical
data management, including advanced communication (5G
networks) and computing (edge, cloud) technologies for
IoMT, is presented in Table 6.

B. DEPLOYMENT OF Al ALGORITHMS IN 3-TECC

The idea of mimicking mammalian features in machines
and objects that we interact daily has led to labeling
these technologies as “smart” or “intelligent”. For future
smart hospital appliances, building such edge-intelligent
architectures that can deal with the high volumes of medical
data and other complexities, in terms of heterogeneity of
medical IoT, has a significant role in achieving better
efficiency and systems. From the point of view of radiological
medical image data processing, particularly CBCT image
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reconstruction, distributed GPU-enabled local-edge nodes
can provide a computational platform for the deployment
of the Local Al and Edge Al models in the local and edge
tier [34], where devices can share intensive data loads for
the reconstruction task. Cloud AI models can be applied
for dental CBCT image analysis [82], [83]. In order to
improve performance in smart healthcare, [84] suggests
an intelligent end-edge-cloud architecture for visual IoT-
assisted healthcare systems (V-HIoT). It involves defining
end intelligence, assessing human-machine interactions, and
developing an efficiency evaluation model for dynamic
edge node management. Experiments show that V-HIoT
maximizes intelligence in various devices and emergency
scenarios by improving data processing and node deployment
efficiency over traditional methods.

1) EDGE Al IN HEALTHCARE

Recent developments in Al the growing adoption of medical
IoT devices, and the power of edge computing have combined
to accelerate the potential of edge Al, and considering the
vast amount of data flowing from the healthcare sector, it is
important to gather and acquire Al-based solutions in real-
time to support the much faster clinical decision-making
process. The survey study in [85] focuses on recent scientific
papers in the field, discussing smart healthcare applications
using cutting-edge technologies including modern edge-
cloud computing, IoMT, next-generation wireless networks,
and Al. The authors in [34] discuss the role of state-of-the-art
technologies in the transformation of modern smart hospitals
and presents experimental results of Al-driven diagnostics for
medical imaging including breast cancer detection, as well
as CBCT image reconstruction using GPU-enabled local
computational nodes.

As presented in Fig. 1, the distributed 3-TECC architecture
comprises the local, edge, and cloud tiers. Cloud servers can
generally host heavy Al algorithms for data analytics, since
they are equipped with state-of-the-art hardware resources.
In contrast to cloud and edge servers, resource-constraint
local IoT devices have lower computational capacities.
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TABLE 6. Recent Research Articles on Efficient Usage of Communication
and Computing Resources for Medical Data Management: Section IV-A.

Publication & Year Main Focus

This study introduces a novel algorithm
named FOTO (Fruit Fly Optimization
based Task Offloading) designed to en-
hance energy efficiency in edge computing.
FOTO aims to offload tasks from resource-
constrained devices to a nearby cloudlet,
taking into account factors such as speed,
cost, and existing limitations.

The research paper handles resource allo-
cation in the IoMT system overloaded with
medical devices, and provides a solution
for resource usage by leveraging edge com-
puting and game theory technologies for
improved healthcare.

This research discusses the challenges of
big medical data in IoMT and how to deal
with them using cloud computing, edge
computing, and Al, with a focus on improv-
ing access to high-quality medical IoT.
The paper proposes MEdge-Chain, a frame-
work that combines edge computing and
blockchain for secure and efficient ex-
change of medical data in large healthcare
systems. It improves response times, critical
event management, and healthcare quality.
This research addresses the problem of slow
and vulnerable resource allocation for mas-
sive health devices in a 5G. The authors
propose a new strategy that allocates tasks
between local devices, edge servers, and the
cloud while considering privacy protection.
This approach prioritizes tasks, reduces de-
lay and energy consumption, and improves
security compared to existing solutions.
For real-time healthcare applications, this
paper proposes an energy-efficient loMT
to Fog Interoperability of Task Scheduling
(EEIoMT) framework. ECG analysis and
other essential tasks are prioritized and the
energy used on other tasks is minimal. In
comparison to other ways, this improves
latency and boosts overall efficiency.

This paper proposes using virtualized local
GPU computing capabilities (local edge)
for medical image reconstruction and breast
data analysis leveraging transfer learning.
The work shows the feasibility of medical
data processing close to data sources, which
can help mitigate the use of communication
resources for data-intensive healthcare ap-
plications.

This study provides a novel optimization
method called DRL-LOA for improving
medical data classification in cloud net-
works. By taking both network structure
and traffic patterns into account, DRL-LOA
enhances current techniques and results in
notable decreases in latency and power con-
sumption.

Lin et al. [76], 2018

Dong et al. [77], 2020

Sun et al. [19], 2020

Abdellatif et al. [78], 2021

Wang et al. [79], 2021

Alatoun et al. [80], 2022

Isosalo et al. [34], 2023

Saranya et al. [81], 2024

However, using deep networks in medical imaging, for exam-
ple, CBCT image reconstruction, requires high-performance
hardware [40]. At this point, local nodes are facing chal-
lenges in deploying the DL algorithms due to resource
constraints native. However, GPU-enabled local devices can
host local AI models by collaborating with other nodes in
the computing platform to achieve performance close to
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centralized computing systems [86]. Moving the scenario
from the local cluster to the edge servers in the edge tier will
expand the capacity of computation resources, leading to the
deployment of edge Al algorithms for data analytics. These
edge servers include both 5G-integrated cloud-run servers
and MEC servers [87] supported by GPU-enabled hardware
systems.

2) SUPERVISED AND UNSUPERVISED DL FOR MEDICAL
IMAGING

In literature, both approaches of DL including supervised [88]
and unsupervised learning [89] have been developed for
reconstruction tasks [41]. When considering clinically avail-
able products, despite extensive research on DL reconstruc-
tion [90], [91], and multiple released commercial products for
CT reconstruction using DL (TrueFidelity, GE Healthcare;
AiCE, Canon Medical Systems; Precise, Philips Healthcare),
no commercial DL reconstruction product has been yet
released for diagnostic CBCT. The currently available DL
products are most commonly trained in a supervised manner,
and are often based on the U-Net or unrolled variational
network structures [92]. Some products, such as synthetic CT
from MRI data [93], have also utilized generative adversarial
network architecture.

Supervised DL algorithms are data-hungry and require
large amounts of data to generalize the model well on
unseen data [94]. Data are collected in data centers from
multiple sources. DL models are subsequently trained using
these centralized data, which contain a substantial volume
of information, enabling the DL models to achieve state-
of-the-art model performances. However, edge technology
struggles with the challenge that the data generated at the
network edge might not be sufficient to obtain reliable model
performances, and training data from a single institution are
often not generalizable on data from other institutions [95],
[96]. To address this problem, the authors in [97] argued
the concept of distributed learning in which decentralized
data is used in an ML pipeline. The capacity of distributed
learning to divide heavy computational tasks into smaller
portions, allowing parallel computing and result aggregation
to produce more accurate and efficient models, has attracted
a lot of attention for resource constraint IoT in the field of
AI [98]. Therefore, this plays an important role in the medical
domain for intensive radiological image data, which requires
more communication resources to transfer the data. It can
increase collaboration between computing nodes, improve
resource utilization, and preserve data privacy, which is
crucial in digital healthcare. In the following paragraph,
popular distributed learning methods will be presented.

3) DISTRIBUTED LEARNING IN 3-TECC

The federated learning paradigm is a promising distributed
Al algorithm for collaborative learning on decentralized
data [99], [100]. Although FL applications vary in many
fields, digital health and medical imaging are among the
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main fields in which FL attracts more, due to challenges
as mentioned above [29], [101], [102], [103]. In the 3-
TECC architecture for CBCT, FL helps in eliminating the
necessity of transferring large medical data across networks
to centralized data centers, instead of only sharing the trained
Al model’s parameters. Data processing near data sources
also ensures privacy concerns for sensitive medical data.
In [104], a benchmark is provided for naturally partitioned
cross-silo FL, targeted at healthcare applications, called
FLamby, to bridge FL theory and practice with actual
healthcare data. It is designed to work with different FL.
frameworks and comprises multiple data modalities.

The article in [105], studies the background of FL and
examines the set-up of experiments of the centralized and
FL approach with different client configurations for the use
case of chest X-ray image classification. In [106], the article
emphasizes the role of FL in medical applications. It covers
topics such as digital health, dataset characterization, learning
algorithms, communication efficiency, security concerns and
attacks, and corresponding defenses. These aspects could
be important for the implementation of FL in a medical
context. The important aspects of FL covered in [102], such
as addressing system and statistical challenges and privacy
concerns in an FL setup. It highlights the significant role of
FL in health.

Split Learning (SL) is another distributed AI/ML approach
in which the neural network model is partitioned into
submodels [107], [108]. Healthcare is among the fields that
leverage the SL paradigm for collaborative learning and data
privacy [101], [108], [109]. The combination of FL and SL,
the Federated Split Learning (FSL) approach could perform
better from both perspectives, including the efficiency of the
DL model training and the improvement of the privacy of
the data sets [101], [110]. The article [109] discusses key
topics in distributed ML for medical use cases. It provides
context on various distributed ML approaches and different
medical imaging scenarios. Authors in [101] present popular
distributed ML approaches such as FL, SL and FSL for
healthcare context, discuss the distributed learning challenges
such as system heterogeneity, and other important aspects of
these approaches. A comprehensive list of similar research
articles on distributed ML approaches in digital healthcare is
presented in detail in Table 7.

C. DEPLOYMENT OF FUNCTIONAL SERVICES IN 3-TECC

1) CONVENTIONAL SERVICE DEPLOYMENT

Traditionally, functional components of highly demanding
computing medical services, e.g. CBCT analytical services,
are being deployed at remote centralized cloud data centers
in the form of Software as a Service (SaaS), Platform
as a Service (PaaS) or Infrastructure as a Service (IaaS)
[112], depending on the scale and granularity of the service
deployment. Medical SaaS providers offer comprehensive,
ready-to-use software solutions to analyze CBCT images.
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TABLE 7. A list of Recent Research Articles of Distributed Al. These
approaches mainly include FL, SL and distributed learning frameworks for
medical imaging and CBCT use case: Section IV-B.

Year & Study/Relation Main Focus

This research assesses the effectiveness
of distributed Al compared to central-
ized approaches in multi-institutional re-
search and practice, highlighting privacy
in healthcare applications. It discusses
distributed ML performance alongside
experiments, emphasizing its reliability
and potential applications in health while
addressing technical constraints, ethical
concerns, and future research directions.
A systematic review paper of FL in digital
healthcare, by addressing research ques-
tions regarding the use of and benefit of
FL for medical purposes.

The review paper provides an overview
of FL in healthcare by discussing statisti-
cal challenges from data distribution and
communication efficiency. It also cov-
ers distributed ML frameworks and ad-
dresses open questions for FL implemen-
tation in healthcare.

The role of FL in chest X-ray image anal-
ysis. The paper compares the FL with
the centralized approach regarding pri-
vacy, training accuracy, and execution
time while addressing issues related to
irregular clients.

The authors provide an overview of col-
laborative DL training, deployment as-
pects, FL frameworks, and real-world ex-
amples to inform clinicians about the im-
plications of using distributed ML.

This survey comprehensively examines
contemporary FL, SL and federated split
learning approaches in healthcare, sta-
tistical and system heterogeneity chal-
Shiranthika er al. [101], 2023 lenges, privacy preservation, and commu-
nication efficiency, proposes strategies to
address challenges, and provides future
directions, such as personalized model
development and bias reduction in health.
The paper compares DL performance
between two distributed learning ap-
proaches: cluster computing and FL. It
also compares the centralized approach
with distributed AI frameworks, Spark
on Hadoop for cluster computing, and
PySyft [68] for FL, and tests these frame-
works on publicly available data sets con-
sidering data distribution.

This article reviews recent developments
in FL for medical image analysis by
addressing small sample size issues.
These developments allow for collabo-
rative model training without requiring
cross-site data sharing. In addition to re-
viewing benchmark data sets and soft-
ware platforms, it classifies methods ac-
cording to the client end, the server end,
and communication approaches.

A review on the integration of FL with
emerging technologies for the medi-
cal domain, exploring its synergy with
emerging technologies to address chal-
lenges, including recent advances in
computer-aided diagnosis tools, and of-
fering an overview and comparison of
existing open-source FL software frame-
works while identifying key challenges.

Kirienko et al. [109], 2021

Pfitzner ef al. [106], 2021

Xu et al. [102], 2021

Diaz et al. [105], 2022

Gupta et al. [95], 2023

Chang et al. [86], 2024

Guan et al. [111], 2024

Rauniyar et al. [96], 2024

In contrast, PaaS providers offer a pre-built platform for
deploying CBCT applications needed by medical institutions.
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S: Scan; PP: Pre-Processing; R: Reconstruction; IA: Image Analysis

D. Local & cloud tiers

E. Edge & cloud tiers

F. Cloud tier

FIGURE 5. Example CBCT data processing workflows. Different scenarios for medical imaging and CBCT data processing in the 3-TECC architecture
are discussed in Section I, which includes distributed tiers of the architecture. These scenarios can vary based on the computing capabilities of
each tier. The main goal is to achieve data analysis relative to the data source. In scenario (A), a cluster of local computing nodes can
collaboratively host pre-processing and lightweight reconstruction algorithms in the local tier and perform image analysis in the edge tier.

In scenario (B), 5G-enabled MEC servers can host three data/image processing steps in the edge tier. In scenario (C), different phases of CBCT are
distributed across the tiers: data preprocessing occurs in the local tier, while reconstruction and data analysis occurs in the edge and cloud tiers,
respectively. Additional scenarios (D, E, and F) are also provided. These scenarios can be selected based on specific requirements and the
computing capabilities of the local and edge tiers. For example, if data cannot be taken outside the hospital premises, scenarios excluding the

cloud tier would be prioritized.

Furthermore, IaaS providers offer the infrastructure with
essential computation resources such as CPU, GPU, memory,
storage, and networking resources. The advantages of these
models include scalability, flexibility, reduced downtime,
and minimized hardware maintenance. However, network
performance can affect the overall CBCT analysis during data
transmission, such as when sending reconstructed images to
GPU-enabled remote SaaS, PaaS, or [aaS servers, particularly
when real-time CBCT analysis is required. Alternatively,
several standalone local applications on hospital premises can
also improve the performance of CBCT analysis, particularly
in situations where network capacity is, for some reason, low.
However, standalone CBCT applications will increase the
overall installation cost. As a result, neither option is optimal
from the scalability, resource efficiency, and reliability
viewpoints, particularly in mobile imaging scenarios.

2) VIRTUALIZED SERVICE DEPLOYMENT

Virtualized services essentially reduce overall operational
costs, especially by avoiding the purchase of new hardware
resources. Virtualized CBCT analytical services can be
deployed in two major forms, through either virtual machines
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(VM) or containers. Generally, a VM requires a full-fledged
OS to deploy a service whereas a container requires only run-
time libraries required by that service. A VM acts like a guest
OS on top of the host OS whereas a container acts like a single
granular process. Therefore, provisioning of services through
a container performs better than in a virtual machine [114] in
terms of resource utilization. VMs, however, could run with a
hypervisor such as VMware, Oracle VirtualBox, etc. on top of
a physical host machine. A system administrator (SysAdmin)
must explicitly write a routing logic to distribute incoming
requests among VMs according to their capacity to ensure
the overall system load.

On the other hand, orchestration engines like Kubernetes,
Docker Swarm, and Apache Mesos distribute requests among
lightweight containers, reducing errors that can occur with
explicit routing logic written by system administrators.
To ensure a resource-efficient system, an orchestrator should
also consider the efficient use of the available resources in
a cluster and deploy the required IRS among the capable
nodes [116]. To ensure optimal utilization of resources,
the authors in [118], [119] proposed a two-tier deployment
approach in their studies. According to their proof of concept

VOLUME 13, 2025



B. Akdemir et al.: From Technical Prerequisites to Improved Care: Distributed Edge Al

IEEE Access

TABLE 8. A list of Recent Research Articles on Deployment of Functional Services on Edge-Cloud Continuum: Section IV-C.The articles in this table cover
topics including distributed computing, edge-cloud computing, and functional service deployment.

Publication & Year

Main Focus/Relation to This Manuscript

Tran et al. [58], 2017

This article investigates using MEC at the edge of mobile networks to provide faster and more accessible 5G service
deployment. The framework for collaboration of MEC servers and devices is suggested, and its advantages for data processing
and mobile network management are examined. The paper also addresses challenges that must be tackled to integrate MEC
into 5G successfully. The article highlights the pivotal role of the MEC paradigm in executing time-critical applications and
addresses aspects such as heterogeneity, which we also considered in our manuscript.

Porambage et al. [55], 2018

The survey studies how MEC facilitates the proliferation of the IoT. Real-time applications in fields like healthcare and smart
cities have become accessible by MEC, which brings the capability of cloud computing closer to devices. The survey examines
how MEC and IoT might cooperate to improve service quality and response times that includes important contents for efficient
3-TECC architecture for IoMT.

Harjula et al. [113], 2019

This article introduces a decentralized IoT edge architecture for deploying ultra-lightweight nanoservices, that are miniature
versions of microservices deployable to constrained-capacity local computing nodes. The architecture improves edge-cloud
performance by leveraging local nodes for reliable deployment of services that require low latency, enhanced privacy, and high
resilience to network problems. In our manuscript, we emphasize the importance of processing data at the source, especially
for sensitive health data. The referenced study highlights the crucial role of local resources in service deployments.

Leppinen et al. [7], 2019

The authors propose the use of mobile agents for data processing in the network in resources-constrained IoT devices where
these mobile agents can collaborate and share information locally, reducing data transmission and improving energy efficiency,
particularly for large amounts of data. The article correlates our study with respect to energy efficiency and collaboration
between computing nodes in 3-TECC architecture.

Potdar et al. [114], 2020

This research paper compares Docker containers, a less complex solution that shares the host machine’s operating system,
with virtual machines, which build isolated environments on a single machine. It evaluates how well they perform in tasks like
CPU and memory utilization using benchmark tools. The article emphasizes the containerized solutions for task processing,
which we discussed in Section IV.

Saraswat et al. [112], 2020

This article describes how cloud computing gives consumers online access to computer resources like storage and services.
Platform as a Service (PaaS), Software as a Service (SaaS), and Infrastructure as a Service (IaaS) are among the several
service models provided by Cloud Service Providers (CSPs) that are the focus of the paper. The market share and expansion
of different service models are also examined in the study. This study gives insights into cloud tier in 3-TECC architecture.

Islam et al. [32], 2021

This research proposes the use of decentralized service management architecture at local edge to automate the deployment and
management of miniature microservices called nanoservices on local devices to manage jobs such as remote health monitoring
efficiently and reliably. The strategy proposed by the authors prioritizes data privacy and uses less resources while adjusting
to changing situations like challenges with the quality of network connectivity. In our previous study, we studied the use of
containerized approach for improving resource efficiency, which can be an important aspect for different computing nodes in
3-TECC architecture.

Malazi et al. [115], 2022

The research article focuses on the placement of dynamic services for the MEC by including a systematic literature
review. Among other parts, the paper also discusses different use cases and examines concerns regarding task planning
and management of the resources for the use cases in the MEC environment. The article comprehensively explains MEC,
representing the middle tier of the 3-TECC architecture.

Rajkovic et al. [116], 2022

This study emphasizes how crucial it is to take into account resource constraints (memory, processing speed, etc.) while
developing medical information systems. Skipping these constraints can lead to issues at every stage of the system’s lifecycle,
from initial design to maintenance and upgrades. The authors convey several requirements to support resource awareness as a
crucial component of medical information system design. The article raises awareness about medical systems’ resources and
use cases, which provides insights into the computing and networking resources within the 3-TECC architecture.

(PoC), the three-tier virtualized nanoservices deployment
model [113] on-premises could be a potential solution to
existing native cloud (SaaS, PaaS and IaaS) and local
standalone applications especially when resource-efficient
and real-time data processing is taken into account. A list of
recent research articles on deploying functional services is
presented in Table 8.

D. OPTIMIZED CBCT IMAGE RECONSTRUCTION IN 3-TECC
1) SCALABILITY

Each tier in the 3-TECC architecture has various char-
acteristics regarding software and hardware specifications.
A scalable distributed 3-TECC architecture should accom-
modate the increasing amount of medical imaging with
increasing computational needs without sacrificing overall
performance. Scalability becomes a balancing act when
dealing with medical data processing, given the continuous
growth in volume and complexity of medical imaging
data, which requires substantial processing capacity and
storage [26]. The authors in [120] address the challenge
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of processing large amounts of sensor data by proposing
a scalable three-tier architecture for efficient storage and
processing. Stakeholders in healthcare require a distributed
computing platform that can scale smoothly to meet growing
requests for healthcare applications and data analysis of
radiological medical imaging.

The 3-TECC architecture can host various phases of
CBCT data processing. The concept involves deploying
a cluster of local nodes near the scanners, supported by
slightly more powerful MEC servers at the edge, along
with 5G connectivity, and accessible cloud resources via
the internet. As illustrated in Fig. 5, different CBCT data
processing scenarios can be accommodated according to
specific requirements and use cases. The setup can be tailored
according to the workload intensity. For example, if data from
multiple scanners needs to be processed, a sufficient number
of local computing nodes, aided by nearby MEC servers, can
handle the task. This flexibility allows the architecture to be
implemented in small healthcare facilities and scaled up for
larger hospitals. In larger hospitals, there may be a need for a
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greater number of processing units to handle, e.g., the higher
number of concurrent CBCT scans and possible other tasks.

2) PERFORMANCE
Minimizing the end-to-end execution time of a CBCT-
related computing task is crucial in enhancing the diagnostics
performance [36], [38]. The two major factors contributing
to the end-to-end execution time are the processing time at
the computing node [37] and the throughput and latency of
the networks in between. As a rule of thumb, processing
times tend to grow when tasks are deployed closer to the
data due to constrained CPU/GPU resources, while network
latency tends to reduce due to shorter data paths. The network
throughput depends on the lowest performance link on the
data path, which can be reduced by e.g. poor radio network
conditions if wireless connections are used, or congestion in
core networks. The edge computing environment and new-
generation mobile communication (5G and beyond) enable
latency-sensitive medical imaging use cases in wireless
settings [31]. The performance of centralized learning
exceeds the distributed performance in terms of distributed
learning algorithms depending on the various conditions.
The performance of an AI model is critical for ensur-
ing its reliability and robustness. Due to the challenges
inherent in distributed systems, centralized AI models
outperform their distributed counterparts. In [86], Chang
et al. examine two distributed learning frameworks: cluster
computing and federated learning. For the FL experiments,
PySyft distributed learning framework [67] was utilized.
The experiments’ findings demonstrate a decrease in Al
model performance with multiple distributed nodes under
IID data distribution compared to centralized results. This
performance degradation is even more pronounced with
non-1ID data distribution, which is more representative of
real-world scenarios. Consequently, achieving performance
close to centralized solutions in distributed settings requires
extensive fine-tuning and robust network designs. Therefore,
data heterogeneity and network overloads are among impor-
tant practical challenges in deploying distributed learning
paradigms. A comparative analysis of the performance
of distributed learning frameworks including NVFlare and
PySyft is given in [121].

3) EFFICIENCY

Recently, energy efficiency has been emphasized as a future
goal in practically every aspect in our societies, as it is crucial
for sustainable development to avoid climate change with
a reduced carbon footprint, in addition to more traditional
motivators, such as cost efficiency. Awareness of energy
consumption also applies to the healthcare sector, medical
imaging, and radiology [122]. When considering billions of
medical IoT devices worldwide, having smart orchestration
and efficient optimization algorithms that led to utilizing the
computational nodes based on the task specification has a
greater impact on effective resource utilization. Furthermore,
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in order to cope with the deterioration of dependency ratios,
the cost efficiency of healthcare systems will be emphasized
in the future. In Radiology, medical imaging techniques
consume high energy that adds to the climate footprint,
and based on this, Woolen et al. in [123] studied to reduce
the carbon footprint of different MRI scanners for energy
savings and found that radiology departments are more
energy-efficient when powering down MRI scanners. Energy
and resource efficiency are important contributors to cost
efficiency, which tends to emphasize these factors even more.

In 3-TECC architecture, different tiers can host different
portions of medical data processing, which can optimally
leverage the strengths of different types and locations of
computing nodes in the computing architecture, which has
a high potential to increase energy, resources and cost
efficiency. The allocation of tasks according to energy
availability is a crucial component of resource-aware task
orchestration [124]. To do this, a source of power-based
measuring framework must be put in place to carry out activ-
ities, including task classifications. Time-critical healthcare
applications and tasks can dynamically assign power supplies
and balance loads of networked computing nodes in a three-
tier edge cloud architecture [125], to reduce energy costs
and increase efficiency by utilizing real-time data on power
market pricing [126].

Split learning can be crucial for constrained computing
nodes within the 3-TECC architecture. DL models contain
layers that require high-performance computing. Thus, with
the help of SL, the first couple of DL model’s layers reside
in the constraint device, and the remaining part of the model
resides in the slightly powerful computing nodes. With this,
we can improve the efficiency of the resources by leveraging
various computing hardware in the architecture.

4) RELIABILITY
Utilizing local and edge tiers to process data near the data
source mitigates the reliance on accessing cloud centers
via the Internet. This approach offers a more reliable
computing architecture to address network bottlenecks and
failures effectively [45], [127]. However, it is worth noting
that local-edge nodes may encounter occasional failures or
performance hindrances, particularly for service deployment
and other node-related issues like their mobility and potential
concurrent utilization for different purposes, since they
may be shared resources with other tasks. Nevertheless,
the entire edge-cloud continuum system provides a flexible
environment for distributed data processing and management.
In the event of network bottlenecks or technical difficulties
at certain levels in 3-TECC and computational nodes, the
remaining nodes within the collaborative framework can
collaboratively host tasks, thus contributing to the system’s
overall performance. Consequently, decentralized CBCT data
harnesses distributed computing, while centralized cloud cen-
ters are more susceptible to the abovementioned challenges.
In [128], the authors proposed a system architecture that
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TABLE 9. A list of Recent Research Articles on Optimized CBCT Image Reconstruction: Section IV-D. These research articles are mostly related to
reliability, performance, efficiency, and scalability, which are important parameters in this setup.

Publication & Year

Main Focus/Relation to This Study

Grover et al. [128], 2018

This paper addresses reliability challenges in edge-cloud IoT systems. It proposes a new architecture with a distributed cloud
(cloud-fog-mist-dew) and data replication for fault tolerance. Mobile agents are designed to immediately redeploy applications
in the case of an edge server failure, ensuring minimal latency and uninterrupted operation. The article emphasizes reliability
and fault tolerance for distributed computing architectures, providing insights into an efficient 3-TECC architecture.

Yang et al. [131], 2018

This research examines a wearable mask to measure pain via facial muscle activity, to help disabled patients to communicate
the pain. It works wirelessly within an IoT system for remote monitoring and prioritizes comfort for long wear. Real-time data
is sent to a cloud for processing and displayed on a mobile app that offers a scalable automatic pain assessment solution. The
work discusses medical applications using cloud technology, which is related to the topics covered in our study.

Kumar et al. [120], 2018

The paper addresses the challenge of processing large amounts of sensor data by proposing a scalable three-tier architecture
for efficient storage and processing by leveraging cloud storage (Apache HBase) and ML (Apache Mahout) for heart disease
prediction and analysis. The paper discusses managing large amounts of medical sensor data to support cloud computing and
ML-based diagnostics. Similarly, our study focuses on handling extensive medical imaging and CBCT data, and ML-driven
data analysis.

Heye et al. [122], 2020

This study focuses on the energy use of CT and MRI scanners in a university radiology department to find ways to reduce costs
and adopt greener procedures. The paper examines the energy aspects of CT and MRI imaging techniques. From a 3-TECC
perspective, it can provide insights on improving energy efficiency.

Ejaz et al. [132], 2021

This paper proposes a scalable architecture including local, access and core levels for remote healthcare that treats elderly
patients at home as a use case. It leverages edge computing and blockchain technologies for long operation times, affordability,
security, and resilience in dynamic networks. The authors evaluate the effectiveness of the framework compared to a non-
blockchain approach. The article highlights the role of edge computing and blockchain in distributed computing architecture.

Bishoyi et al. [133], 2022

This research uses MEC for wearables wireless body area network (WBAN) to address energy usage in healthcare. It suggests a
negotiation strategy for WBAN and MEC servers. Instead of offloading everything, the wearable’s server promotes partial data
processing, which lowers server load and energy consumption without compromising user experience. The proposed approach
demonstrates how to improve the efficiency of the MEC server (edge tier in 3-TECC) compared to traditional methods.

Hartmann et al. [31], 2022

This article reviews current and future edge computing architectures for smart healthcare, focusing on device requirements
and challenges across different applications by highlighting edge computing with 5G for real-time analysis such as the need
for faster healthcare data processing to meet patient demands. The article includes various aspects for the edge computing in
healthcare, compared cloud-based solutions alongside with low-latency applications. Therefore, it provides insights for edge
and cloud tiers in 3-TECC.

Shah et al. [26], 2022

This work investigates the potential benefits, risks and regulatory issues related to adopting cloud computing in healthcare.
It explores the advantages of cloud computing such as flexibility and scalability, including integration with current IT
infrastructure, data security, privacy, and regulatory compliance. The article discusses the pros and cons of cloud based
solutions for healthcare, which provides knowledge for the cloud tier in 3-TECC architecture.

Izhar et al. [130], 2023

This study uses state-of-the-art technology to propose an innovative healthcare framework. Prioritizing patient privacy, it
integrates edge computing for real-time processing, Al for threat detection, and blockchain (DLT) for secure data storage.
The article focuses on the seamless connectivity of IoT by leveraging ML, distributed ledger technology and edge computing
technologies for health, providing insights for our 3-TECC architecture.

Woolen et al. [123], 2023

This paper studies to reduce the carbon footprint of different MRI scanners for energy savings and emphasized that the
radiology departments can be more energy-efficient in case of powering down MRI scanners. This work can be adapted
to various medical imaging modalities, such as CBCT scanners in 3-TECC, to help reduce the carbon footprint.

deals with faults at some level of the distributed computing
architecture and emphasizes improving fault tolerance and
reliability. Heterogeneity is one of the notable challenges of
novel technologies including 5G/6G, Al, and IoMT which
adds more complexity to the existing systems. Authors
in [129] discuss Al-based methods to provide more reliable
resource management and address heterogeneity issues in
distributed 3-TECC architecture.

In 3-TECC architecture, seamless intra-tier and inter-
tier connectivity is essential for efficient data processing.
The authors in [128] provide insights into potential failures
and propose their solutions. The role of Al-driven edge
computing in enabling real-time medical data processing is
discussed in [130]. In addition, the article proposes an ML-
based model for detecting security threats to improve the
system efficiency. Table 9 lists more recent research articles
focused on optimized CBCT image reconstruction, covering
aspects such as reliability, performance, efficiency, and
scalability.
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E. PRIVACY AND REGULATORY ASPECTS OF MEDICAL
DATA IN 3-TECC

In addition to the functional and technical requirements
described in the sections above, medical systems must con-
form to national and international regulations and legislation
to fulfill strict requirements for the privacy, security, and
confidentiality of medical data.

The EU’s GDPR is the key legislation governing the
processing of personal data, applying to companies and
businesses operating in EU markets. This law stipulates
important prerequisites for all manufacturers of medical
devices regulated under the EU’s MDR. In this section,
we survey the main privacy implications, still, it should
be noted that the detailed requirements specification for
eurozone healthcare market approval of CBCT tied to the
above 3-TECC architecture is essential. The successful
market entry requires a sound regulatory strategy initially
and following the project development phase, data-driven
clinical evaluation takes place to meet safety, security, and
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performance criteria to obtain EU-market approval. This is
followed by post-market audit throughout the product life
cycle [134].

However, national data protection and special sector
provisions may also be applicable depending on the context.
For example, a unique law in Finland has been established on
the secondary use of health and social data complementary to
the GDPR legislation. A special tooling for publicly operated
data space in the health and social sectors is a Finnish Act
of “Secondary use of health and social data (552/2019)”,
where the secondary uses include scientific research, statis-
tics, development and innovation activities, steering and
supervision of authorities, planning and reporting duties by
authorities, teaching, knowledge management [135]. GDPR
Article 4 defines ““personal data” as any information related
to an identified or identifiable natural person (‘‘patient
as data subject”), identifiability refers to e.g., a name,
identification number, location data, online identifier, or other
specific factors related to their identity particularly tied to
medical imaging e.g., patient data on anatomical, physical,
physiological, and genetic factors [63].

As a default to protecting and complying with patient
privacy, effective data anonymization consists of the irre-
versibility and impracticability of identifying the data subject.
However, it should be noted that pseudonymized data qualify
as personal data under the GDPR. Hence, the distinction
between these two concepts should be firmly fixed and
embedded in new edge-cloud continuum healthcare system
designs. Furthermore, GDPR Article 83 should be addressed
on business ramifications since it lays down implications for
non-compliance of implementation, recovery, and damage
related to patient privacy protection exposing potential
financial risks. The legal penalties are ruled from less
severe violations up to fines capped at 20 million euros of
annual global business revenues [136]. Following Article 5,
an important organizational capability is to demonstrate full-
fledged compliance at all times and ensure that privacy
protection is professionally managed, building valuable trust
and providing competitive advantage across the healthcare
value chain, while neglecting data protection may become
very expensive.

Hence, a driving value from regulation-compliant and
dependable end-to-end communication path for connected
future healthcare should encompass also the main important
provisions of GDPR tied to regulation of the technical
requirements. These are stipulated in Articles 24, 25, 30,
and 32. The responsibility and liability of the healthcare
organization as a data controller specify the measures
that must be taken to ensure compliance when processing
personal data, as described in Article 24. The provision
imposes an obligation to do due diligence and to demonstrate
the steps taken to ensure compliance with the law, for
example, in the case of an audit. Article 25 emphasizes
the importance of data security to protect patient privacy,
and sensitive EMRs, the need to incorporate it by default
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and by design into all stages of the 3-TECC architecture,
from the initial planning phase to the end of the data
lifecycle. The requirement for the preservation of a record of
personal data processing activities, which must be available
to supervisory authorities upon request is presented in Article
30. Finally, Article 32 provides specific provisions on data
security for the obligatory implementation of fit-for-purpose
technical measures and organizational capabilities to ensure
appropriate cybersecurity performance to risks [63].

The main challenge anticipated in the future is navigating
the current regulations and the stipulations of the new EU’s
Artificial Intelligence Act (AIA) [6]. Currently, healthcare
operates as a closed system, but the novel concept proposed
by the authors aims to break this silo. Therefore, future
implications for MDR and ISO 13485:2016 manufacturing
best practices must be carefully monitored. However, as high-
lighted in a recent article, we must be cautious of excessive
regulatory measures. Big data techniques need to balance
social advantages with patient privacy to create value in
healthcare. According to Paul et al. [137], big data requires
significant changes to database usage, access, sharing,
privacy, and sustainability procedures and regulations.

The EU’s AIA will significantly impact distributed
3-TECC architectures through its transparency and documen-
tation requirements, particularly in healthcare applications
where it puts patients in a stronger position compared to US
and Asian frameworks.

While these regulations enhance patient rights and data
protection, they create two significant challenges: first, EU-
based companies may face competitive disadvantages due
to increased compliance costs and slower innovation cycles
compared to non-EU competitors; and second, hospitals’ day-
to-day operations may experience new bottlenecks due to
additional documentation requirements, mandatory human
oversight procedures, and compliance checks that could slow
down clinical workflows and decision-making processes.
These practical implications will require careful consider-
ation in both system architecture design and operational
planning. The focal point is the system-level integration
of digital healthcare powered by a distributed 3-TECC
architecture.

A list of recent research articles on medical data’s privacy
and regulatory aspects is presented in Table 10.

V. DISCUSSION AND FUTURE SCOPE

As we have covered in this article, medical imaging
technologies, including CBCT, produce vast amounts of
data, which is neither optimal to be solely processed in
centralized cloud locations nor optimal to be processed in
local dedicated computers. The traditional centralized cloud
approach is sub-optimal due to the high dependency on the
correct functionality of the communication links between
the scanner and the cloud-based processing units and the
high burden inflicted on these links by high data volumes.
Long communication routes can also introduce performance
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TABLE 10. A list of Recent Research Articles on Privacy & Regulatory Aspects of Medical Data: Section IV-E.

Publication & Year

Main Focus/Relation to This Study

Kanwal et al. [138], 2021

This paper investigates the ways to integrate privacy models and strategies to achieve a compromise between privacy and
utility. Specifically, it examines privacy concerns in cloud-based Electronic Health Records (EHRs). It addresses evolving
privacy legislation and rules by identifying the most relevant privacy strategies that can be modified to protect the privacy of
EHRs in the cloud. This article is important from a regulatory perspective for the cloud tier of 3-TECC, especially when data
processing is conducted in a remote cloud.

Mayer et al. [139], 2021

This work gives a general review of MDRs in Europe, Australia, and the United States with a particular emphasis on vascular
aging evaluation. It highlights how crucial interdisciplinary cooperation is between government agencies, business, academia,
and medical professionals to improve the social and ethical implications to foster innovation. To scale up our proposed 3-TECC
architecture for CBCT, this study provides important context regarding MDR for different continents.

Sahi et al. [140], 2021

This paper highlights the advantages and disadvantages of current technologies and methodologies while reviewing recent
research on security and privacy in eHealth clouds through an analysis of relevant studies. It attempts to inform academics
and stakeholders in eHealth about the latest developments and data security specifications. The paper explores health data’s
privacy and security considerations within eHealth clouds and introduces potential security algorithms for data protection. In
3-TECC, we address CBCT medical imaging use cases. Therefore, this research offers valuable insights into data protection
strategies, particularly for cloud tiers and other remote servers where data is processed away from its source.

Bianchini et al. [134], 2022

The significance of the new EU MDR is emphasized in this study, along with its consequences for stakeholders at every stage
of the lifetime of a medical device and its function to guarantee user safety. It makes the case that being aware of these legal
obligations can foster innovation, providing new opportunities in the medical industry as well as social and ethical advantages.
Regarding the MDR aspects of 3-TECC, the reference paper highlights key elements of the new EU medical device regulations
and other significant considerations related to MDR compliance.

Vegesna et al. [141], 2022

In this study, the usage of blockchain technology is proposed as a solution to security and privacy problems in IoT systems
that depend on central servers. This article delves into how distributed ledger-based blockchain (DL-BC) technology enhances
security and privacy in the IoT. It also describes how DL-BC is applied in different industries and discusses the unique
difficulties surrounding blockchain integration with IoT. The paper focuses on security-related threats, which serve as critical
points of consideration for the local and other tiers within the 3-TECC architecture.

Abbas et al. [142], 2023

In the context of 10T services and applications, this article discusses Deep FL (DFL) and its advantages by addressing existing
obstacles. It also outlines potential future research avenues to integrate DFL into IoT, examines the effects of DFL on security
and privacy, and presents a DFL-based framework compliant with GDPR. The key topics covered in the paper, including
federated learning, privacy, security, and GDPR aspects, are central to the areas we are examining in our study.

Nowrozy et al. [143], 2024

This study explores the role of distinguishing between privacy, confidentiality, and security when creating secure EHR systems.
It lists popular privacy-preserving methods, including cryptography, cloud-based solutions, blockchain, and access control,
and suggests combining these methods to improve the privacy, confidentiality, and security of EHRs. The article places greater
emphasis on the healthcare perspective, addressing the aspects mentioned above and paving the way for potential technologies
to support a secure EHR system.

Tettey et al. [144], 2024

In this article, hardware and software advancements such as Al and IoT are highlighted with an overview of Food and Drug
Administration (FDA) classifications and regulatory procedures for biomedical devices. It explores cybersecurity concerns,
laws for AI/ML and IoT devices, and the advantages of human factors engineering in lowering user error and recalls. In
this Review, the first FDA-approved Al treatment for diabetic retinopathy and upcoming developments in biomedical device
development are also covered. The study provides an overview of FDA regulatory procedures in the United States, while
our discussions primarily focus on MDR compliance in Europe. As such, this work highlights regulatory compliance from a
transcontinental perspective.

bottlenecks for latency-critical medical imaging scenarios.
Furthermore, confidentiality requirements of medical data
cause restrictions for centralized processing scenarios. On the
other extreme, the traditional dedicated local reconstruction
computer approach is suboptimal due to the inherently
high hardware costs and poor scalability. Furthermore, the
traditional medical image processing workflow is being
challenged by novel mobile imaging scenarios that require
using wireless networks for data communication.

Based on this rationale, this article focused on a three-
tier computational continuum architecture, in short 3-TECC,
which provides a dynamic and flexible placement of medical
data processing in an optimal computational tier of the
computing continuum spanning from local virtual compu-
tational units through edge servers co-located with access
networks to remote cloud servers. While the concept of a
three-tier architecture is well-established, its application to
medical imaging, especially CBCT imaging, is an unexplored
idea. CBCT imaging generates a large volume of data, and
there is currently no existing work that addresses the unique
challenges of this specific use case on distributed edge cloud
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computing. Our proposed solutions, grounded in state-of-
the-art literature, are not only applicable to CBCT but can
also be extended to other data-intensive medical imaging
modalities. To deal with data-intensive medical imaging
applications, particularly CBCT image reconstruction, the
distributed 3-TECC architecture, through its different levels,
provides a flexible platform to prevent network bottlenecks
and the propagation of medical data outside the hospital
premises for better protection against privacy and security
threats.

First, we detail the phases of CBCT imaging data, their
properties, and the data flow from the imaging device to
the diagnostic format. When implementing a distributed
computing platform, it is essential to understand the types of
data and the requirements for processing and communication
in order to build a system that meets its specifications.
Moreover, we identified the characteristics of the various
tiers and emphasized their role in computing architecture
by including data management across these tiers, and also
draw attention to the importance of medical data processing
in terms of privacy and security concerns, with a focus on
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data regulations. Furthermore, to achieve privacy-preserving,
secure, reliable, resource-efficient, and high-performance
computing architecture, we discussed the most related
technical, functional, performance, and regulation-related
requirements and challenges, as well as provided a glance at
potential solutions for optimal utilization of each tier of the
computing architecture.

Primarily, this research aimed to outline the technical
requirements for executing medical imaging use cases
in 3-TECC, with a specific focus on the CBCT image
reconstruction use case. The workflow phases for CBCT
reconstruction span from collecting data on medical imaging
devices to transferring the data to be processed in appropriate
nodes at appropriate tiers in the computing architec-
ture. Potential privacy-preserving distributed Al techniques
for implementation, functional service deployment among
nodes, computational hardware, and communication tools
were discussed alongside related work from the literature to
achieve efficient future digital healthcare systems. The results
of this study show the wider implications for medical imaging
and healthcare technologies in addition to providing technical
details and a workflow for the CBCT imaging modality. This
work offers a comprehensive framework that can improve the
efficiency of CBCT by outlining the steps involved in data
gathering and processing.

We also elucidate the technical specifications of tiers in
the distributed 3-TECC, highlighting the importance of their
characteristics during the image reconstruction process. Our
proposal leverages local scalable swarms of GPU-enabled
computational nodes in the local tier, MEC servers co-
located, e.g., with the nearest cellular base stations in the
edge tier, and GPU clusters from data centers in cloud
tier. The results highlight how important each tier is to
the distributed 3-TECC system. The architecture ensures
efficient data processing close to the data source by utilizing
local GPU-enabled nodes. For example, distributed Al
methods, such as FL, aim to leverage data at its source.
By keeping the large volumes of CBCT data localized,
the demand on network resources can be significantly
reduced, offering a cost-effective solution while maintaining
efficiency. This approach is crucial for enhancing real-
time processing capabilities. In addition, it helps address
privacy and security concerns associated with medical data by
keeping the data local. The cloud tier’s strong GPU clusters
perform the computationally demanding operations for image
data analysis, while the edge tier’s MEC servers provide
effective intermediate processing and data transport, further
streamlining the workflow.

Data regulatory aspects, including GDPR and MDR, were
also discussed in the survey, in addition to the technical
requirements. The study contributes to creating a legal
framework for medical imaging by considering factors when
implementing the distributed computing architecture. This
architecture can accelerate and enhance the accuracy of
diagnostic operations, which would benefit patients and lead
to significant improvements in clinical practice. This article
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serves as a paradigm for further developments because it
combines cutting-edge computational and communication
methods with regulatory compliance into a unified distributed
architecture.

A. IDENTIFIED CHALLENGES

o Heterogeneity: There is heterogeneity in (i) hard-
ware capacity, both computational and communication;
(i) software: various APIs, data formats, etc.; (iii)
virtualization systems, orchestration mechanisms; (iv)
service providers’ security policies; (v) application/use
case requirements; (vi) regulations across countries and
continents. Centralized cloud centers provide a uniform
platform for data processing. In contrast, in distributed
systems, heterogeneity is a fundamental challenge [145].
Within the framework of the 3-TECC architecture,
device providers in terms of computing architecture and
manufacturers’ equipment in the context of medical
imaging techniques [146] play an important role in
ensuring heterogeneity paradigm through computing
hardware, network connectivity, and medical imaging
techniques. Due to the distributed nature of the system,
the technologies mentioned above can vary among
the different tiers. Thus, the implementation of the
3-TECC architecture requires dealing with computing
nodes with different technical specifications in hardware
and software, different medical imaging vendors, and
the dissimilarity of the networking technologies [19].
Deploying tasks uniformly across distributed computing
nodes would streamline task processing compared to
using devices from different vendors. For instance,
in containerized solutions, Docker containers built for
AMD hardware architecture may fail on aarch64-based
hardware processors.

o Medical data volume: In general, transferring and
processing raw data from medical imaging devices
and CBCT scanners to remote processing units is
challenging. These challenges are emphasized due to the
considerably fast growth of medical imaging data due to
higher-quality imaging devices producing e.g. higher-
resolution and/or 3D image data from CT and MRI
scanners, which also requires more storage in addition
to the growing burden on networks [147]. This requires
more efficient algorithms to perform well on large, noisy
and complex datasets, powerful computing hardware,
robust/seamless network services, data integration, and
adequate storage infrastructure.

« Computational capacity: The deployment of data
processing among the computing nodes is a crucial
step of the 3-TECC architecture. The capability of the
computing node can be seen from a use case viewpoint,
such as a device that is capable of processing classic
IoT data might have challenges when facing the data-
intensive medical imaging processing task, whereas the
volume of images can grow at gigantic scales.
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o Network capacity: To process medical data from

scanners, data must be transferred to the processing
unit. This requires a well-managed fiber/ethernet-based
transfer or advanced cellular networks like 5G and
beyond. High data volumes necessitate a fast network
connection to ensure efficient data transfer, significantly
impacting diagnostics. In addition to delays [65], a 5G-
enabled MEC server in the hospital may be needed to
handle slightly heavier tasks.
Physical barriers within the unit can hinder communi-
cation between the medical imaging unit and the base
station, affecting the propagation of high frequencies
during examinations. Hence, a well-covered connection
is essential for efficient healthcare systems. Further-
more, in mobile imaging scenarios, mobility-related
challenges may significantly affect the performance and
capacity of local computing. Due to potentially poor
access network connections, it may not be feasible to
use cloud or even MEC servers for data processing.
Therefore, it is essential to implement mechanisms to
handle reconstruction and analysis tasks with limited
data connections. For example, maximizing local com-
putation and utilizing only the most critical external
resources can help conserve the limited capacity of
the Internet connection. A rough CBCT image could
be reconstructed locally for quick analysis. When the
imaging vehicle, such as a truck or ambulance, reaches a
location with better connectivity, higher-capacity cloud
servers can be used to reconstruct higher-quality images.
These servers offer superior computational capacity and
access to external databases necessary for tasks like
artifact reduction.

+ Medical data/device regulation: Medical data pro-
cessing whether inside or outside of health centers
requires adherence to strict regulations. MDR and
GDPR emphasize the importance of proper medical
data handling [63], [134], [139], [144]. The use of
public cellular networks in medical centers is partic-
ularly affected by the need for a secure environment,
especially for patient data confidentiality and device
integrity. Third-party vendors operate these networks
with their security regulations that may not completely
comply with the strict guidelines required by healthcare
providers. Furthermore, sensitive patient data may be
accessible through public networks due to various risks,
such as non-authorization access and data breaches.

« Data privacy: A big part of the regulation comes from
data privacy, private 5G networks owned and managed
by hospitals can be provided to avoid these risks.
These private networks give healthcare providers a com-
plete understanding of security guidelines, guaranteeing
strong defense against potential attacks. Health centers
can customize their defenses to fit certain regulatory
standards and clinical needs by managing the network
architecture and security procedures. This makes the
environment more safe for the functioning of medical
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devices and data. By removing the need for third-party
suppliers and reducing the possibility of incompatible
security protocols, this autonomy improves overall data
integrity and patient safety in healthcare facilities.

B. LIMITATIONS
The limitations of our work include a focus on the CBCT
imaging modality. We selected CBCT image reconstruction
as a use case because it typically generates significantly
more image slices per examination compared to other
radiological imaging techniques. Thus, we selected the
imaging modality with the most stringent requirements for
the 3-TECC architecture including computational and com-
munications aspects. However, the computational workflow
varies between different medical imaging technologies, and
therefore further focused studies are needed for various
imaging modalities, such as mammography, MRI and US.
Furthermore, although this article covered the privacy and
regulatory aspects of medical data in 3-TECC architecture,
including aspects of privacy, GDPR, and MDR in Europe in
Section IV-E. The data regulatory aspect for other geographic
areas was not covered within this article. Therefore, we can
see a clear need for a dedicated article to cover these topics
in more detail. Security represents another limitation of this
article. Further work is needed to cover and mitigate potential
security threats at different tiers of the 3-TECC architecture.
Finally, we have approached this research paper from an
edge Al perspective, where different computing nodes in
the platform can host various phases of medical imaging
and CBCT reconstruction. However, efficient optimization
of the AI algorithm among the 3-TECC computing nodes
is necessary to improve the utilization and efficiency of the
system resources. Conventional and Al-based optimization
techniques can be employed to optimize the resources of the
computing nodes in the dynamic environment of 3-TECC
architecture.

C. FUTURE WORK

The future work focuses on the implementation of a real-
world platform based on the proposed distributed 3-TECC
architecture for CBCT image reconstruction. The following
research questions (RQ) would be important to be assessed
as the future work. RQ-1: What are the potential challenges
for the real-world implementation of 3-TECC architecture,
considering the distributed systems, huge volume of medical
imaging data, data privacy and security, the role and
performance of distributed Al methods in realizing the
architecture? As computing resources, we plan to use GPU-
enabled hardware in the local tier, MEC servers with GPUs at
the edge tier, and cloud platforms as cloud tier in realizing the
3-TECC architecture. RQ-2: How can centralized Al model
performance be achieved in a decentralized manner? RQ-
3: How can robust communication among computing nodes
on distributed tiers be ensured? RQ-4 How to effectively
utilize resource-constrained computing nodes in 3-TECC
architecture?
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TABLE 11. Related research papers for the requirements in Section IV including the objective and required/expected outcome from the requirement.

Objective Key components

Source

Increased local data processing
Efficient Medical Data Management Optimized computational nodes

Utilization of Al

[19], [34], [72], [77], [78], [113]
[76], [79]-[81], [148]
[34], [41], [45], [120], [149]-[151]

GPU-enabled hardware systems
Sufficient resource capacity

Deployment of Al Algorithms
Distributed Al

[34], [37], [152]-[154]
[40], [155]-[157]
[29], [30], [86], [96], [99]-[101], [105], [106], [109]

Communication aspect
Computational aspect
Service priorities

Deployment of Functional Services

[71, [52], [55], [58], [115], [128]
[32], [112]-[114], [116], [118]
[31], [115], [158], [159]

Scalability of computing platform

Diagnostic performance

Optimized Image Reconstruction Energy efficiency

Computing platform reliability

[26], [32], [120], [131], [132]
[34], [36], [37], [86], [130]
[31], [76], [122], [123], [133]
[32], [45], [127]-[129]

Privacy & Regulatory Aspects Protected patient data

Secured computing platform

[134], [139], [144], [154], [160], [161]
[6], [63], [138], [162]

In addition to the CBCT use case, it would be relevant to
extend the computing architecture to accommodate various
imaging modalities and medical use cases, as well as to
conduct more detailed testing, as mentioned in Section V-B,
including, e.g., digital mammography and MRI. RQ-5:
How to scale 3-TECC to adopt various imaging modalities
efficiently? RQ-6: What parts in 3-TECC architecture must
be modified to host different medical imaging use cases?
Our implementation approach will emphasize distributed Al,
particularly federated and split learning techniques.

In addition, our research will further investigate Al
optimization techniques to improve the performance and
efficiency of medical imaging processes. RQ-7: How can
computing and networking resources be efficiently utilized to
meet the dynamic needs of devices in the 3-TECC platform,
enhancing system performance and efficiency? Moreover,
we recognize the importance of mobile imaging-related work,
particularly in addressing network-related issues under the
Section V-A. Future studies will include these aspects to
ensure comprehensive solutions for mobile medical imaging
applications. In addition, we will explore adaptive security
measures to ensure robust protection for our computing
architecture.

VI. CONCLUSION

This article investigated the technical prerequisites for
improved care using a three-tier edge-cloud continuum (3-
TECC) architecture, a conceptual framework designed to
host radiological medical imaging data, focusing on the
CBCT image reconstruction use case. We presented the
key aspects of collecting and processing CBCT data within
this architecture, detailing the technical requirements for the
implementation of the computing architecture by utilizing the
latest technologies. These technologies serve as a foundation
or one of the modalities for data-intensive medical imaging
use cases on distributed edge cloud computing. The findings
suggest that the 3-TECC architecture can significantly
improve the processing and management of CBCT data,
potentially improving the overall quality and efficiency of
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radiological imaging. This could lead to better diagnostic
capabilities and patient outcomes in medical imaging.

In addition, the review includes an overview of the
technical specifications of computing devices of different
tiers and emphasizes both existing and novel wired/wireless
communication technologies for communication. Specifi-
cally, we examined the technical requirements for CBCT
image reconstruction from various perspectives. We proposed
solutions for achieving efficient CBCT data management,
using and deploying distributed AI algorithms, deploying
functional services, and the necessary optimal performance
metrics. We also highlighted GDPR-compliant approaches
to ensure the privacy and confidentiality of medical data.
These contributions provide a comprehensive understanding
of the technological landscape necessary for effective CBCT
image reconstruction and management. The proposed solu-
tions and highlighted approaches can significantly enhance
the efficiency, security, and privacy of medical imaging
data management, potentially leading to advancements in
improved patient outcomes in medical imaging.

Finally, the proposed distributed Al-based 3-TECC
approach can reduce the need to transmit large volumes
of medical imaging data to centralized centers. This
approach alleviates network bottlenecks, privacy concerns
and integrates novel technologies such as distributed
ML that preserves privacy, advanced communication and
computational tools, virtual deployment services, and data
regulatory standards. The IoMT leverages interconnected
distributed nodes and tiers in the 3-TECC architecture,
combined with distributed ML, to transform the industry.
These advancements can play an important role in future
digital healthcare. The 3-TECC approach can significantly
improve diagnostic capabilities and patient outcomes in
medical imaging by reducing transmission needs and
integrating state-of-the-art technologies.

ACKNOWLEDGMENT
The authors would like to thank the scientific discussions with
Antti Isosalo, Nadim Daher, and Mikael Brudfors.

VOLUME 13, 2025



B. Akdemir et al.: From Technical Prerequisites to Improved Care: Distributed Edge Al

IEEE Access

(1]

REFERENCES
World  Health  Organization (WHO),  Strengthening  Medical
Imaging.  Accessed: Aug. 1, 2024. [Online]. Available:

[2]

[3]

[4]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

https://www.who.int/activities/strengthening-medical-imaging

H. K. Genant, K. Engelke, and S. Prevrhal, “Advanced CT bone imaging
in osteoporosis,” Rheumatology, vol. 47, no. 4, pp. iv9-iv16, Jul. 2008.
T. Kaasalainen, M. Ekholm, T. Siiskonen, and M. Kortesniemi, ‘“Dental
cone beam CT: An updated review,” Phys. Medica, vol. 88, pp. 193-217,
Aug. 2021.

S. Ylisiurua, A. Sipola, M. T. Nieminen, and M. A. K. Brix, “Deep
learning enables time-efficient soft tissue enhancement in CBCT: Proof-
of-concept study for dentomaxillofacial applications,” Phys. Medica,
vol. 117, Jan. 2024, Art. no. 103184.

J. Laux, S. Wachter, and B. Mittelstadt, “Three pathways for stan-
dardisation and ethical disclosure by default under the European union
artificial intelligence act,” Comput. Law Secur. Rev., vol. 53, Jul. 2024,
Art. no. 105957.

Eu Artificial Intelligence Act. Accessed: Aug. 1, 2024. [Online].
Available: https://artificialintelligenceact.eu/the-act/

T. Leppdnen and J. Riekki, “Energy efficient opportunistic edge
computing for the Internet of Things,” Web Intell., vol. 17, no. 3,
pp. 209-227, Aug. 2019.

R. Guetari, H. Ayari, and H. Sakly, “Computer-aided diagnosis systems:
A comparative study of classical machine learning versus deep learning-
based approaches,” Knowl. Inf. Syst., vol. 65, no. 10, pp. 3881-3921,
Oct. 2023.

K. Simonyan and A. Zisserman, ““Very deep convolutional networks for
large-scale image recognition,” 2014, arXiv:1409.1556.

H.-C. Shin, H. R. Roth, M. Gao, L. Lu, Z. Xu, I. Nogues, J. Yao,
D. Mollura, and R. M. Summers, “Deep convolutional neural networks
for computer-aided detection: CNN architectures, dataset characteristics
and transfer learning,” IEEE Trans. Med. Imag., vol. 35, no. 5,
pp. 1285-1298, May 2016.

Y. Guo, Y. Liu, A. Oerlemans, S. Lao, S. Wu, and M. S. Lew, “Deep
learning for visual understanding: A review,” Neurocomputing, vol. 187,
pp. 2748, Apr. 2016.

A. Hosny, C. Parmar, J. Quackenbush, L. H. Schwartz, and
H.J. W. L. Aerts, “Artificial intelligence in radiology,” Nature Rev.
Cancer, vol. 18, no. 8, pp. 500-510, May 2018.

S. Pang, Y. Zhang, M. Ding, X. Wang, and X. Xie, ‘A deep model for lung
cancer type identification by densely connected convolutional networks
and adaptive boosting,” IEEE Access, vol. 8, pp. 4799-4805, 2020.

C. Li, X. Wang, W. Liu, L. J. Latecki, B. Wang, and J. Huang, ““Weakly
supervised mitosis detection in breast histopathology images using
concentric loss,” Med. Image Anal., vol. 53, pp. 165-178, Apr. 2019.

I. Goodfellow, Y. Bengio, and A. Courville, Deep Learning.
Cambridge, MA, USA: MIT Press, 2016. [Online]. Available:
http://www.deeplearningbook.org

V. Thambawita, I. Striimke, S. A. Hicks, P. Halvorsen, S. Parasa, and
M. A. Riegler, “Impact of image resolution on deep learning performance
in endoscopy image classification: An experimental study using a large
dataset of endoscopic images,” Diagnostics, vol. 11, no. 12, p. 2183,
Nov. 2021.

K. S. Awaisi, S. Hussain, M. Ahmed, A. A. Khan, and G. Ahmed,
“Leveraging IoT and fog computing in healthcare systems,” IEEE
Internet Things Mag., vol. 3, no. 2, pp. 52-56, Jun. 2020.

K. M. Hassan, A. Abdo, and A. Yakoub, “Enhancement of health care
services based on cloud computing in IoT environment using hybrid
swarm intelligence,” IEEE Access, vol. 10, pp. 105877-105886, 2022.
L. Sun, X. Jiang, H. Ren, and Y. Guo, “Edge-cloud computing and artifi-
cial intelligence in Internet of Medical Things: Architecture, technology
and application,” IEEE Access, vol. 8, pp. 101079-101092, 2020.

P. Verma and S. Fatima, “Smart healthcare applications and real-
time analytics through edge computing,” in Internet of Things Use
Cases for the Healthcare Industry. Cham, Switzerland: Springer, 2020,
pp. 241-270.

J. Das, S. Ghosh, A. Mukherjee, S. K. Ghosh, and R. Buyya,
“RESCUE: Enabling green healthcare services using integrated IoT-
edge-fog-cloud computing environments,” Softw., Pract. Exper., vol. 52,
no. 7, pp. 1615-1642, Jul. 2022.

S. A. AlQahtani, “An evaluation of e-Health service performance through
the integration of 5G IoT, fog, and cloud computing,” Sensors, vol. 23,
no. 11, p. 5006, May 2023.

VOLUME 13, 2025

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

O. Nguyen, “HSSCIoT: An optimal framework based on Internet
of Things-cloud computing for healthcare services selection in smart
hospitals,” in Advances in Engineering and Intelligence Systems, vol. 1.
Ardabil, Iran: Bilijipub, 2022.

L. M. Dang, M. J. Piran, D. Han, K. Min, and H. Moon, “A survey
on Internet of Things and cloud computing for healthcare,” Electronics,
vol. 8, no. 7, p. 768, Jul. 2019.

P. Kumar and K. Silambarasan, “Enhancing the performance of
healthcare service in IoT and cloud using optimized techniques,” IETE
J. Res., vol. 68, no. 2, pp. 1475-1484, Mar. 2022.

V. Shah and S. R. Konda, “Cloud computing in healthcare: Opportunities,
risks, and compliance,” Revista Espanola de Documentacion Cientifica,
vol. 16, no. 3, pp. 50-71, 2022.

W. Shi, J. Cao, Q. Zhang, Y. Li, and L. Xu, “Edge computing: Vision
and challenges,” IEEE Internet Things J., vol. 3, no. 5, pp. 637-646,
Oct. 2016.

X. Li, X. Huang, C. Li, R. Yu, and L. Shu, “EdgeCare: Leveraging
edge computing for collaborative data management in mobile healthcare
systems,” IEEE Access, vol. 7, pp. 22011-22025, 2019.

N. Rieke, J. Hancox, W. Li, F. Milletari, H. R. Roth, S. Albarqouni,
S. Bakas, M. Galtier, B. A. Landman, K. H. Maier-Hein, S. Ourselin,
M. Sheller, R. M. Summers, A. Trask, D. Xu, M. Baust, and
M. J. Cardoso, “The future of digital health with federated learning,” npj
Digit. Med., vol. 3, no. 1, p. 119, Sep. 2020.

M. Akter, N. Moustafa, T. Lynar, and I. Razzak, “Edge intelligence:
Federated learning-based privacy protection framework for smart health-
care systems,” IEEE J. Biomed. Health Informat., vol. 26, no. 12,
pp. 5805-5816, Dec. 2022.

M. Hartmann, U. S. Hashmi, and A. Imran, “Edge computing in smart
health care systems: Review, challenges, and research directions,” Trans.
Emerg. Telecommun. Technol., vol. 33, no. 3, p. 3710, Mar. 2022.

J. Islam, T. Kumar, I. Kovacevic, and E. Harjula, ‘“Resource-aware
dynamic service deployment for local IoT edge computing: Healthcare
use case,” IEEE Access, vol. 9, pp. 115868—115884, 2021.

E. Harjula, T. Kumar, J. Islam, M. Ejaz, and 1. Kovacevic, “Distributed
network and service architecture for future digital healthcare,” Finnish J.
eHealth eWelfare, vol. 14, no. 1, pp. 6-18, Apr. 2022.

A. Isosalo, J. Islam, H. Mustonen, E. Riinid, S. I. Inkinen, M. Brix,
T. Kumar, J. Reponen, M. T. Nieminen, and E. Harjula, “Local edge
computing for radiological image reconstruction and computer-assisted
detection: A feasibility study,” Finnish J. eHealth eWelfare, vol. 15, no. 1,
pp- 52-66, Apr. 2023.

W. van Aarle, W. J. Palenstijn, J. De Beenhouwer, T. Altantzis,
S. Bals, K. J. Batenburg, and J. Sijbers, “The ASTRA toolbox: A
platform for advanced algorithm development in electron tomography,”
Ultramicroscopy, vol. 157, pp. 35-47, Oct. 2015.

A. Biguri, M. Dosanjh, S. Hancock, and M. Soleimani, “TIGRE: A
MATLAB-GPU toolbox for CBCT image reconstruction,” Biomed. Phys.
Eng. Exp., vol. 2, no. 5, Sep. 2016, Art. no. 055010.

G. Zaki, W. Plishker, W. Li, J. Lee, H. Quon, J. Wong, and
R. Shekhar, “The utility of cloud computing in analyzing GPU-
accelerated deformable image registration of CT and CBCT images in
head and neck cancer radiation therapy,” IEEE J. Transl. Eng. Health
Med., vol. 4, pp. 1-11, 2016.

P. Després and X. Jia, “A review of GPU-based medical image
reconstruction,” Phys. Medica, vol. 42, pp. 76-92, Oct. 2017.

G. Kaissis, A. Ziller, J. Passerat-Palmbach, T. Ryffel, D. Usynin,
A. Trask, I. Lima, J. Mancuso, F. Jungmann, M.-M. Steinborn, A.
Saleh, M. Makowski, D. Rueckert, and R. Braren, “End-to-end privacy
preserving deep learning on multi-institutional medical imaging,” Nature
Mach. Intell., vol. 3, no. 6, pp. 473-484, May 2021.

K.Lu, L. Ren, and E.-F. Yin, “A geometry-guided deep learning technique
for CBCT reconstruction,” Phys. Med. Biol., vol. 66, no. 15, Jul. 2021,
Art. no. 15LTOI.

Y. Zhang, N. Yue, M. Su, B. Liu, Y. Ding, Y. Zhou, H. Wang,
Y. Kuang, and K. Nie, “Improving CBCT quality to CT level using deep
learning with generative adversarial network,” Med. Phys., vol. 48, no. 6,
pp. 2816-2826, Jun. 2021.

P. Maken and A. Gupta, “2D-to-3D: A review for computational 3D
image reconstruction from X-ray images,”” Arch. Comput. Methods Eng.,
vol. 30, no. 1, pp. 85-114, Jan. 2023.

R. Pauwels, K. Araki, J. H. Siewerdsen, and S. S. Thongvigitmanee,
“Technical aspects of dental CBCT: State of the art,”” Dentomaxillofacial
Radiol., vol. 44, no. 1, Jan. 2015, Art. no. 20140224.

14339



IEEE Access

B. Akdemir et al.: From Technical Prerequisites to Improved Care: Distributed Edge Al

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63

14340

T. Rodet, F. Noo, and M. Defrise, “The cone-beam algorithm of
feldkamp, davis, and kress preserves oblique line integrals,” Med. Phys.,
vol. 31, no. 7, pp. 1972-1975, Jul. 2004.

K. T. Putra, A. Z. Arrayyan, N. Hayati, Firdaus, C. Damarjati,
A. Bakar, and H.-C. Chen, “A review on the application of Internet of
Medical Things in wearable personal health monitoring: A cloud-edge
artificial intelligence approach,” IEEE Access, vol. 12, pp. 21437-21452,
2024.

M. H. Ali, M. M. Jaber, S. K. Abd, A. Rehman, M. J. Awan, R.
Damasevicius, and S. A. Bahaj, “Threat analysis and distributed denial
of service (DDoS) attack recognition in the Internet of Things (IoT),”
Electronics, vol. 11, no. 3, p. 494, Feb. 2022.

A. H. Sodhro, S. Pirbhulal, and V. H. C. de Albuquerque, ‘“‘Artificial
intelligence-driven mechanism for edge computing-based industrial
applications,” IEEE Trans. Ind. Informat., vol. 15, no. 7, pp. 4235-4243,
Jul. 2019.

X. Liu, “Resource allocation in multi-access edge computing: Opti-
mization and machine learning,” in Proc. IEEE 12th Annu. Inf.
Technol., Electron. Mobile Commun. Conf. (IEMCON), Oct. 2021,
pp. 0365-0370.

J. Starman, J. Star-Lack, G. Virshup, E. Shapiro, and R. Fahrig, “A
nonlinear lag correction algorithm for a-Si flat-panel X-ray detectors,”
Med. Phys., vol. 39, no. 10, pp. 6035-6047, Oct. 2012.

M. A. K. Juntunen, S. I. Inkinen, J. H. Ketola, A. Kotiaho, M. Kauppinen,
A. Winkler, and M. T. Nieminen, “Framework for photon counting
quantitative material decomposition,” IEEE Trans. Med. Imag., vol. 39,
no. 1, pp. 35-47, Jan. 2020.

H. H. Alshammari, ““The Internet of Things healthcare monitoring system
based on MQTT protocol,” Alexandria Eng. J., vol. 69, pp. 275-287,
Apr. 2023.

B. Alhayani, A. S. Kwekha-Rashid, H. B. Mahajan, H. Ilhan, N. Uke,
A. Alkhayyat, and H. J. Mohammed, “ARTICLE: 5G standards for the
Industry 4.0 enabled communication systems using artificial intelligence:
Perspective of smart healthcare system,” Appl. Nanosci., vol. 13, no. 3,
pp. 1807-1817, Mar. 2023.

A. O. Akmandor and N. K. Jha, “Smart health care: An edge-side
computing perspective,” IEEE Consum. Electron. Mag., vol. 7, no. 1,
pp- 29-37, Jan. 2018.

Y. Sahni, J. Cao, S. Zhang, and L. Yang, ‘““Edge mesh: A new paradigm to
enable distributed intelligence in Internet of Things,” IEEE Access, vol. 5,
pp. 16441-16458, 2017.

P. Porambage, J. Okwuibe, M. Liyanage, M. Ylianttila, and T. Taleb,
“Survey on multi-access edge computing for Internet of Things
realization,” IEEE Commun. Surveys Tuts., vol. 20, no. 4, pp. 2961-2991,
4th Quart., 2018.

S. M. R. Islam, D. Kwak, M. H. Kabir, M. Hossain, and K.-S. Kwak,
“The Internet of Things for health care: A comprehensive survey,” IEEE
Access, vol. 3, pp. 678-708, 2015.

W. Shi and S. Dustdar, “The promise of edge computing,” Computer,
vol. 49, no. 5, pp. 78-81, May 2016.

T. X. Tran, A. Hajisami, P. Pandey, and D. Pompili, “Collaborative
mobile edge computing in 5G networks: New paradigms, scenarios,
and challenges,” IEEE Commun. Mag., vol. 55, no. 4, pp.54-61,
Apr. 2017.

H. F. Shahid and E. Harjula, “Resource slicing through intelligent
orchestration of energy-aware IoT services in edge-cloud continuum,”
2024, arXiv:2412.03181.

J. Li, Q. Wan, and Z. Yu, “Research on network security algorithms in
distributed computing environment,” in Proc. Int. Conf. Internet Things
Mach. Learn. (IoTML), vol. 33, Nov. 2023, p. 75.

F. Firouzi, S. Jiang, K. Chakrabarty, B. Farahani, M. Daneshmand,
J. Song, and K. Mankodiya, “Fusion of IoT, Al, edge—fog—cloud, and
blockchain: Challenges, solutions, and a case study in healthcare and
medicine,” IEEE Internet Things J., vol. 10, no. 5, pp. 3686-3705,
Mar. 2023.

Health At a Glance: Europe 2022. Accessed: Aug. 1, 2024.
[Online].  Available:  https://health.ec.europa.eu/system/files/2022-
12/2022_healthatglance_rep_en_0.pdf

Regulation (EU) 2016/679 of the European Parliament and of the Council
of 27 April 2016 on the Protection of Natural Persons With Regard to the
Processing of Personal Data and on the Free Movement of Such Data,
and Repealing Directive 95/46/EC (General Data Protection Regulation)
(Text With EEA Relevance). Accessed: Aug. 1,2024. [Online]. Available:
https://eur-lex.europa.eu/eli/reg/2016/679/0j

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

[81]

[82]

[83]

M. A. K. Juntunen, J. Rautiainen, N. E. Hidnninen, and A. O. Kotiaho,
“Harmonization of technical image quality in computed tomography:
Comparison between different reconstruction algorithms and kernels
from six scanners,” Biomed. Phys. Eng. Exp., vol. 8, no. 3, Apr. 2022,
Art. no. 037002.

A. Mukherjee, S. Ghosh, A. Behere, S. K. Ghosh, and R. Buyya, “Internet
of Health Things (IoHT) for personalized health care using integrated
edge-fog-cloud network,” J. Ambient Intell. Humanized Comput., vol. 12,
no. 1, pp. 943-959, Jan. 2021.

S. Li, Y. Zhao, R. Varma, O. Salpekar, P. Noordhuis, T. Li, A.
Paszke, J. Smith, B. Vaughan, P. Damania, and S. Chintala, ‘“PyTorch
distributed: Experiences on accelerating data parallel training,” 2020,
arXiv:2006.15704.

A. Ziller, A. Trask, A. Lopardo, B. Szymkow, B. Wagner, E. Bluemke,
J.-M. Nounahon, J. Passerat-Palmbach, K. Prakash, N. Rose, T. Ryffel,
Z. N. Reza, and G. Kaissis, “PySyft: A library for easy federated
learning,” in Federated Learning Systems, Jan. 2021, pp. 111-139.

H. R. Roth et al., “NVIDIA FLARE: Federated learning from simulation
to real-world,” [EEE Data Eng. Bull., vol. 46, no. 1, 2023, doi:
10.48550/arXiv.2210.13291.

A. A. Barakabitze, A. Ahmad, R. Mijumbi, and A. Hines, “5G network
slicing using SDN and NFV: A survey of taxonomy, architectures and
future challenges,” Comput. Netw., vol. 167, Feb. 2020, Art. no. 106984.
H. Shahid and C. Pahl, “Enhanced particle swarm optimisation and multi
objective optimization for the orchestration of edge cloud clusters,” in
Proc. 11th Int. Joint Conf. Comput. Intell., 2019, pp. 155-162.

J. Zhang, D. Li, Q. Hua, X. Qi, Z. Wen, and S. H. Myint, “3D remote
healthcare for noisy CT images in the Internet of Things using edge
computing,” IEEE Access, vol. 9, pp. 15170-15180, 2021.

X. Chen, Y. Zhu, X. Zheng, S. Miao, T. Nan, and W. Li, “Parallel
multi-threaded gridrec algorithm for computer tomography on GPU for
edge computing,” in Proc. 7th IEEE Int. Conf. Cyber Secur. Cloud
Comput. (CSCloud)/6th IEEE Int. Conf. Edge Comput. Scalable Cloud
(EdgeCom), Aug. 2020, pp. 193-198.

K. Yu, L. Tan, M. Aloqaily, H. Yang, and Y. Jararweh, “Blockchain-
enhanced data sharing with traceable and direct revocation in IloT,” IEEE
Trans. Ind. Informat., vol. 17, no. 11, pp. 7669-7678, Nov. 2021.

A. Sacco, F. Esposito, G. Marchetto, G. Kolar, and K. Schwetye, “On
edge computing for remote pathology consultations and computations,”
IEEE J. Biomed. Health Informat., vol. 24, no. 9, pp.2523-2534,
Sep. 2020.

A. Ciobanu, M. Luca, T. Barbu, V. Drug, A. Olteanu, and R.
Vulpoi, “Experimental deep learning object detection in real-time
colonoscopies,” in Proc. Int. Conf. e-Health Bioeng. (EHB), Nov. 2021,
pp. 14.

K. Lin, S. Pankaj, and D. Wang, “‘Task offloading and resource allocation
for edge-of-things computing on smart healthcare systems,” Comput.
Electr. Eng., vol. 72, pp. 348-360, Nov. 2018.

P. Dong, Z. Ning, M. S. Obaidat, X. Jiang, Y. Guo, X. Hu, B. Hu,
and B. Sadoun, “Edge computing based healthcare systems: Enabling
decentralized health monitoring in Internet of Medical Things,” IEEE
Netw., vol. 34, no. 5, pp. 254-261, Sep. 2020.

A. A. Abdellatif, L. Samara, A. Mohamed, A. Erbad, C. F. Chiasserini,
M. Guizani, M. D. O’Connor, and J. Laughton, “MEdge-chain: Leverag-
ing edge computing and blockchain for efficient medical data exchange,”
IEEE Internet Things J., vol. 8, no. 21, pp. 15762-15775, Nov. 2021.

J. Wang and L. Wang, “A computing resource allocation optimization
strategy for massive Internet of Health Things devices considering privacy
protection in cloud edge computing environment,” J. Grid Comput.,
vol. 19, no. 2, p. 17, Jun. 2021.

K. Alatoun, K. Matrouk, M. A. Mohammed, J. Nedoma, R. Martinek,
and P. Zmij, “A novel low-latency and energy-efficient task scheduling
framework for Internet of Medical Things in an edge fog cloud system,”
Sensors, vol. 22, no. 14, p. 5327, Jul. 2022.

S. S. Saranya, P. Anusha, S. Chandragandhi, O. K. Kishore, N. P. Kumar,
and K. Srihari, “Enhanced decision-making in healthcare cloud-edge
networks using deep reinforcement and lion optimization algorithm,”
Biomed. Signal Process. Control, vol. 92, Jun. 2024, Art. no. 105963.

R. Esmaeilyfard, A. Samanipour, and M. Paknahad, “A cloud-fog
software architecture for dental CBCT dose monitoring using the DICOM
structured report: Automated establishment of DRL,” Phys. Medica,
vol. 89, pp. 147-150, Sep. 2021.

Y.-H. Li, Z.-Y. Huang, and Y.-K. Lin, “A cloud collaborative healthcare
platform based on deep learning in the segmentation of maxillary sinus,”
Comput.-Aided Design Appl., vol. 21, pp. 847-858, Jan. 2024.

VOLUME 13, 2025


http://dx.doi.org/10.48550/arXiv.2210.13291

B. Akdemir et al.: From Technical Prerequisites to Improved Care: Distributed Edge Al

IEEE Access

[84]

[85]

[86]

[87]

[88]
[89]
[90]

[91]

[92]

[93]

[94]

[95]

[96]

[97]

[98]

[99]

[100]

[101]

[102]

[103]

[104]

[105]

[106]

Z.Yang, B. Liang, and W. Ji, “An intelligent end—edge—cloud architecture
for visual IoT-assisted healthcare systems,” IEEE Internet Things J.,
vol. 8, no. 23, pp. 16779-16786, Dec. 2021.

F. Alshehri and G. Muhammad, “A comprehensive survey of the Internet
of Things (IoT) and Al-based smart healthcare,” IEEE Access, vol. 9,
pp. 3660-3678, 2021.

J.-W. Chang, J. C. Hung, and T.-H. Chu, “Exploring the distributed
learning on federated learning and cluster computing via convolutional
neural networks,” Neural Comput. Appl., vol. 36, no. 5, pp. 2141-2153,
Feb. 2024.

A. Reznik, L. M. C. Murillo, Y. Fang, W. Featherstone, M. Filippou,
F. Fontes, F. Giust, Q. Huang, A. Li, and C. Turyagyenda, “Cloud RAN
and MEC: A perfect pairing,” in Proc. ETSI MEC, vol. 23, 2018, p. 25.
T. Jo, Supervised Learning. Cham, Switzerland: Springer, 2023,
pp. 29-55.

T. Jo, Unsupervised Learning. Cham, Switzerland: Springer, 2023,
pp- 57-81.

G. Wang, “A perspective on deep imaging,”
pp. 8914-8924, 2016.

R. Singh, W. Wu, G. Wang, and M. K. Kalra, “Atrtificial intelligence
in image reconstruction: The change is here,” Phys. Medica, vol. 79,
pp. 113125, Nov. 2020.

K. Hammernik, T. Klatzer, E. Kobler, M. P. Recht, D. K. Sodickson, T.
Pock, and F. Knoll, “Learning a variational network for reconstruction
of accelerated MRI data,” Magn. Reson. Med., vol. 79, no. 6,
pp. 3055-3071, Jun. 2018.

Siemens Healthhineers, MR-Only Radiotherapy Planning. Accessed:
Nov. 12, 2024. [Online]. Available: https://www.siemens-healthineers.
com/fi/magnetic-resonance-imaging/clinical-specialities/synthetic-ct

L. Alzubaidi, J. Zhang, A. J. Humaidi, A. Al-Dujaili, Y. Duan,
O. Al-Shamma, J. Santamaria, M. A. Fadhel, M. Al-Amidie, and
L. Farhan, “Review of deep learning: Concepts, CNN architectures,
challenges, applications, future directions,” J. Big Data, vol. 8, no. 1,
pp. 1-74, Mar. 2021.

S. Gupta, S. Kumar, K. Chang, C. Lu, P. Singh, and J. Kalpathy-
Cramer, “Collaborative privacy-preserving approaches for distributed
deep learning using multi-institutional data,” RadioGraphics, vol. 43,
no. 4, Apr. 2023, Art. no. 220107.

A. Rauniyar, D. H. Hagos, D. Jha, J. E. Hikegérd, U. Bagci, D. B. Rawat,
and V. Vlassov, “Federated learning for medical applications: A
taxonomy, current trends, challenges, and future research directions,”
IEEE Internet Things J., vol. 11, no. 5, pp. 73747398, Mar. 2024.

J. Verbraeken, M. Wolting, J. Katzy, J. Kloppenburg, T. Verbelen, and
J. S. Rellermeyer, “A survey on distributed machine learning,” ACM
Comput. Surv., vol. 53, no. 2, pp. 1-33, Mar. 2020.

Y. Duan, N. Wang, and J. Wu, “Minimizing training time of distributed
machine learning by reducing data communication,” IEEE Trans. Netw.
Sci. Eng., vol. 8, no. 2, pp. 1802-1814, Apr. 2021.

H. B. McMabhan, E. Moore, D. Ramage, S. Hampson, and B. A. y Arcas,
“Communication-efficient learning of deep networks from decentralized
data,” in Proc. 20th Int. Conf. Artif. Intell. Statist., 2023, pp. 1273-1282.
Q. Yang, Y. Liu, T. Chen, and Y. Tong, “Federated machine learning:
Concept and applications,” ACM Trans. Intell. Syst. Technol. (TIST),
vol. 10, no. 2, pp. 1-19, Jan. 2019.

C. Shiranthika, P. Saeedi, and I. V. Bajic, “Decentralized learning in
healthcare: A review of emerging techniques,” IEEE Access, vol. 11,
pp. 54188-54209, 2023.

J. Xu, B. S. Glicksberg, C. Su, P. Walker, J. Bian, and F. Wang, “‘Federated
learning for healthcare informatics,” J. Healthcare Informat. Res., vol. 5,
no. 1, pp. 1-19, Mar. 2021.

B. Akdemir, “Al-driven data management on distributed computing for
digital healthcare,” in Proc. IEEE Int. Conf. Pervasive Comput. Commun.
Workshops Other Affiliated Events (PerCom Workshops), Mar. 2024,
pp. 251-252.

J. O. du Terrail et al., “FLamby: Datasets and benchmarks for cross-silo
federated learning in realistic healthcare settings,” in Proc. Adv. Neural
Inf. Process. Syst., 2023, pp. 1-11.

J. S.-P. Diaz and A. L. Garcia, “Study of the performance and scalability
of federated learning for medical imaging with intermittent clients,”
Neurocomputing, vol. 518, pp. 142-154, Jan. 2023.

B. Pfitzner, N. Steckhan, and B. Arnrich, “Federated learning in a medical
context: A systematic literature review,” ACM Trans. Internet Technol.,
vol. 21, no. 2, pp. 1-31, Jun. 2021.

IEEE Access, vol. 4,

VOLUME 13, 2025

[107]

[108]

[109]

[110]

[111]

[112]

[113]

[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

[122]

[123]

[124]

[125]

[126]

P. Vepakomma, O. Gupta, T. Swedish, and R. Raskar, *“Split learning for
health: Distributed deep learning without sharing raw patient data,” 2018,
arXiv:1812.00564.

M. G. Poirot, P. Vepakomma, K. Chang, J. Kalpathy-Cramer, R. Gupta,
and R. Raskar, “Split learning for collaborative deep learning in
healthcare,” 2019, arXiv:1912.12115.

M. Kirienko, M. Sollini, G. Ninatti, D. Loiacono, E. Giacomello,
N. Gozzi, F. Amigoni, L. Mainardi, P. L. Lanzi, and A. Chiti, “Distributed
learning: A reliable privacy-preserving strategy to change multicenter
collaborations using AL, Eur. J. Nucl. Med. Mol. Imag., vol. 48, no. 12,
pp. 3791-3804, Nov. 2021.

C. Thapa, P. C. M. Arachchige, S. Camtepe, and L. Sun, “SplitFed: When
federated learning meets split learning,” in Proc. AAAI Conf. Artif. Intell.,
2022, pp. 8485-8493.

H. Guan, P-T. Yap, A. Bozoki, and M. Liu, “Federated learning for
medical image analysis: A survey,” Pattern Recognit., vol. 151, Jul. 2024,
Art. no. 110424.

M. Saraswat and R. C. Tripathi, “Cloud computing: Analysis of top 5
CSPs in SaaS, PaaS and IaaS platforms,” in Proc. 9th Int. Conf. Syst.
Modeling Advancement Res. Trends (SMART), Dec. 2020, pp. 300-305.
E. Harjula, P. Karhula, J. Islam, T. Leppédnen, A. Manzoor, M. Liyanage,
J. Chauhan, T. Kumar, I. Ahmad, and M. Ylianttila, “Decentralized IoT
edge nanoservice architecture for future gadget-free computing,” IEEE
Access, vol. 7, pp. 119856-119872, 2019.

A. M. Potdar, D. G. Narayan, S. Kengond, and M. M. Mulla,
“Performance evaluation of Docker container and virtual machine,”
Proc. Comput. Sci., vol. 171, pp. 1419-1428, Jan. 2020.

H. T. Malazi, S. R. Chaudhry, A. Kazmi, A. Palade, C. Cabrera,
G. White, and S. Clarke, “Dynamic service placement in multi-access
edge computing: A systematic literature review,” IEEE Access, vol. 10,
pp- 32639-32688, 2022.

P. Rajkovic, A. Djordjevic, A. Milenkovic, and D. Jankovic, “The role
of resource awareness in medical information system life cycle,” 2022,
arXiv:2205.07778.

B. Kavitha and P. Varalakshmi, “Performance analysis of virtual
machines and Docker containers,” in Data Science Analytics and
Applications, S. R and M. Sharma, Eds., Singapore: Springer, 2018,
pp. 99-113.

N. Sultana, F. Huq, M. A. Razzaque, and M. M. Rahman, “QoS-
aware resource allocation for healthcare data transmission using D2D
communication in NB-I0T,” in Proc. 25th Int. Conf. Adv. Commun.
Technol. (ICACT), Feb. 2023, pp. 292-297.

S. Maftah, M. El Ghmary, H. El Bouabidi, M. Amnai, and A. Ouacha,
“Optimal task processing and energy consumption using intelligent
offloading in mobile edge computing,” Int. J. Interact. Mobile Technol.
(iJIM), vol. 16, no. 20, pp. 130-142, Oct. 2022.

P. M. Kumar and U. Devi Gandhi, ““A novel three-tier Internet of Things
architecture with machine learning algorithm for early detection of heart
diseases,” Comput. Electr. Eng., vol. 65, pp. 222-235, Jan. 2018.

P. Riedel, L. Schick, R. von Schwerin, M. Reichert, D. Schaudt, and
A. Hafner, “Comparative analysis of open-source federated learning
frameworks—A literature-based survey and review,” Int. J. Mach. Learn.
Cybern., vol. 15, no. 11, pp. 5257-5278, Nov. 2024.

T. Heye, R. Knoerl, T. Wehrle, D. Mangold, A. Cerminara, M. Loser,
M. Plumeyer, M. Degen, R. Liithy, D. Brodbeck, and E. Merkle, “The
energy consumption of radiology: Energy- and cost-saving opportunities
for CT and MRI operation,” Radiology, vol. 295, no. 3, pp. 593-605,
Jun. 2020.

S. A. Woolen, A. E. Becker, A. J. Martin, R. Knoerl, V. Lam, J. Folsom,
C. Eusemann, C. P. Hess, and V. Deshpande, “Ecodesign and operational
strategies to reduce the carbon footprint of MRI for energy cost savings,”
Radiology, vol. 307, no. 4, May 2023, Art. no. 230441.

M. Pourghasemian, M. R. Abedi, S. S. Hosseini, N. Mokari, M. R. Javan,
and E. A. Jorswieck, “Al-based mobility-aware energy efficient resource
allocation and trajectory design for NFV enabled aerial networks,” IEEE
Trans. Green Commun. Netw., vol. 7, no. 1, pp. 281-297, Mar. 2023.
A.Jayanetti, S. Halgamuge, and R. Buyya, “Deep reinforcement learning
for energy and time optimized scheduling of precedence-constrained
tasks in edge—cloud computing environments,” Future Gener. Comput.
Syst., vol. 137, pp. 14-30, Dec. 2022.

Y. Wu, “Cloud-edge orchestration for the Internet of Things: Architecture
and Al-powered data processing,” IEEE Internet Things J., vol. 8, no. 16,
pp. 12792-12805, Aug. 2021.

14341



IEEE Access

B. Akdemir et al.: From Technical Prerequisites to Improved Care: Distributed Edge Al

[127]

[128]

[129]

[130]

[131]

[132]

[133]

[134]

[135]

[136]

[137]

[138]

[139]

[140]

[141]

[142]

[143]

[144]

[145]

[146]

[147]

[148]

14342

W. Yu, F. Liang, X. He, W. G. Hatcher, C. Lu, J. Lin, and X. Yang, “A
survey on the edge computing for the Internet of Things,” IEEE Access,
vol. 6, pp. 69006919, 2018.

J. Grover and R. M. Garimella, “Reliable and fault-tolerant IoT-edge
architecture,” in Proc. IEEE Sensors, Oct. 2018, pp. 1-4.

T. L. Duc, R. G. Leiva, P. Casari, and P.-O. Ostberg, “Machine learning
methods for reliable resource provisioning in edge-cloud computing: A
survey,” ACM Comput. Surv., vol. 52, no. 5, pp. 1-39, Sep. 2019.

M. Izhar, S. A. A. Naqvi, A. Ahmed, S. Abdullah, N. Alturki, and
L. Jamel, “Enhancing healthcare efficacy through IoT-edge fusion: A
novel approach for smart health monitoring and diagnosis,” IEEE Access,
vol. 11, pp. 136456-136467, 2023.

G. Yang, M. Jiang, W. Ouyang, G. Ji, H. Xie, A. M. Rahmani, P. Liljeberg,
and H. Tenhunen, “IoT-based remote pain monitoring system: From
device to cloud platform,” IEEE J. Biomed. Health Informat., vol. 22,
no. 6, pp. 1711-1719, Nov. 2018.

M. Ejaz, T. Kumar, I. Kovacevic, M. Ylianttila, and E. Harjula, ‘““Health-
BlockEdge: Blockchain-edge framework for reliable low-latency digital
healthcare applications,” Sensors, vol. 21, no. 7, p. 2502, Apr. 2021.

P. K. Bishoyi and S. Misra, “Towards energy-and cost-efficient sustain-
able MEC-assisted healthcare systems,” IEEE Trans. Sustain. Comput.,
vol. 7, no. 4, pp. 958-969, Oct. 2022.

E. Bianchini and C. C. Mayer, “Medical device regulation: Should we
care about it?”” Artery Res., vol. 28, no. 2, pp. 55-60, Jun. 2022.

Finnish Ministry of Social Affairs and Health, Secondary Use of

Health and Social Data. Accessed: Aug. 1, 2024. [Online]. Available:
https://stm.fi/en/secondary-use-of-health-and-social-data.

What Are the GDPR Fines. Accessed: Aug. 1, 2024. [Online]. Available:
https://eur-lex.europa.eu/eli/reg/2016/679/0j

M. Paul, L. Maglaras, M. A. Ferrag, and I. Almomani, “Digitization of
healthcare sector: A study on privacy and security concerns,” ICT Exp.,
vol. 9, no. 4, pp. 571-588, Aug. 2023.

T. Kanwal, A. Anjum, and A. Khan, “Privacy preservation in
e-health cloud: Taxonomy, privacy requirements, feasibility analysis,
and opportunities,” Cluster Comput., vol. 24, no. 1, pp.293-317,
Mar. 2021.

C. C. Mayer, M. Francesconi, C. Grandi, I. Mozos, S. Tagliaferri,
D. Terentes-Printzios, M. Testa, G. Pucci, and E. Bianchini, ‘“‘Regulatory
requirements for medical devices and vascular ageing: An overview,”
Heart, Lung Circulat., vol. 30, no. 11, pp. 1658-1666, Nov. 2021.

A. Sahi, D. Lai, and Y. Li, “A review of the state of the art in
privacy and security in the eHealth cloud,” IEEE Access, vol. 9,
pp. 104127-104141, 2021.

V. V. Vegesna, “Using distributed ledger based blockchain technological
advances to address IoT safety and confidentiality issues,” Int. J. Current
Eng. Sci. Res., vol. 9, pp. 89-98, Jan. 2022.

Z. Abbas, S. F. Ahmad, M. H. Syed, A. Anjum, and S. Rehman,
“Exploring deep federated learning for the Internet of Things: A
GDPR-compliant architecture,” IEEE Access, vol. 12, pp. 10548-10574,
2024.

R. Nowrozy, K. Ahmed, A. S. M. Kayes, H. Wang, and T. R. McIntosh,
“Privacy preservation of electronic health records in the modern era:
A systematic survey,” ACM Comput. Surv., vol. 56, no. 8, pp. 1-37,
Aug. 2024.

F. Tettey, S. K. Parupelli, and S. Desai, “A review of biomedical
devices: Classification, regulatory guidelines, human factors, software
as a medical device, and cybersecurity,” Biomed. Mater. Devices, vol. 2,
no. 1, pp. 316-341, Mar. 2024.

D. Schifer, J. Edinger, S. VanSyckel, J. M. Paluska, and C. Becker,
“Tasklets: Overcoming heterogeneity in distributed computing systems,”
in Proc. IEEE 36th Int. Conf. Distrib. Comput. Syst. Workshops
(ICDCSW), Jun. 2016, pp. 156-161.

P.F. Hahn, M. A. Blake, and G. W. Boland, “Adrenal lesions: Attenuation
measurement differences between CT scanners,” Radiology, vol. 240,
no. 2, pp. 458-463, 2006.

G. C. Kagadis, C. Kloukinas, K. Moore, J. Philbin, P. Papadimitroulas,
C. Alexakos, P. G. Nagy, D. Visvikis, and W. R. Hendee, “Cloud
computing in medical imaging,” Med. Phys., vol. 40, no. 7, Jul. 2013,
Art. no. 070901.

I. Kovacevic, R. I. U. Haq, J. Okwuibe, T. Kumar, S. Glisic, M. Ylianttila,
and E. Harjula, “Reinforcement learning based cloud and edge resource
allocation for real-time telemedicine,” in Proc. IEEE 17th Int. Symp. Med.
Inf. Commun. Technol. (ISMICT), May 2023, pp. 1-6.

[149]

[150]

[151]

[152]

[153]

[154]

[155]

[156]

[157]

[158]

[159]

[160]

[161]

[162]

C. Pham, D. T. Nguyen, N. H. Tran, K. K. Nguyen, and M. Cheriet,
“Optimized IoT service chain implementation in edge cloud platform: A
deep learning framework,” IEEE Trans. Netw. Service Manage., vol. 18,
no. 1, pp. 538-551, Mar. 2021.

V. K. Singh and M. H. Kolekar, “Deep learning empowered COVID-
19 diagnosis using chest CT scan images for collaborative edge-cloud
computing platform,” Multimedia Tools Appl., vol. 81, no. 1, pp. 3-30,
Jan. 2022.

W. Lie, B. Jiang, and W. Zhao, “Obstetric imaging diagnostic plat-
form based on cloud computing technology under the background
of smart medical big data and deep learning,” IEEE Access, vol. 8,
pp. 78265-78278, 2020.

J. Chen and X. Ran, “Deep learning with edge computing: A review,”
Proc. IEEE, vol. 107, no. 8, pp. 1655-1674, Aug. 2019.

S. Duan, D. Wang, J. Ren, F. Lyu, Y. Zhang, H. Wu, and X. Shen, “Dis-
tributed artificial intelligence empowered by end-edge-cloud computing:
A survey,” IEEE Commun. Surveys Tuts., vol. 25, no. 1, pp. 591-624, 1st
Quart., 2023.

X. Wang, Y. Han, V. C. M. Leung, D. Niyato, X. Yan, and X. Chen,
“Convergence of edge computing and deep learning: A comprehensive
survey,” IEEE Commun. Surveys Tuts., vol. 22, no. 2, pp. 869-904,
2nd Quart., 2020.

A. Gupta, S. Misra, N. Pathak, and D. Das, “FedCare: Federated learning
for resource-constrained healthcare devices in IoMT system,” [EEE
Trans. Computat. Social Syst., pp. 1-10, 2023.

P. Esmaeilzadeh, “Challenges and strategies for wide-scale artificial
intelligence (AI) deployment in healthcare practices: A perspective
for healthcare organizations,” Artif. Intell. Med., vol. 151, May 2024,
Art. no. 102861.

R. Selvan, J. Schon, and E. B. Dam, *“Operating critical machine learning
models in resource constrained regimes,” in Proc. Int. Conf. Med.
Image Comput. Comput.-Assist. Intervent, Cham, Switzerland. Springer,
Jan. 2023, pp. 325-335.

M. Mukherjee, V. Kumar, D. Maity, R. Matam, C. X. Mavromoustakis,
Q. Zhang, and G. Mastorakis, ‘“‘Delay-sensitive and priority-aware task
offloading for edge computing-assisted healthcare services,” in Proc.
GLOBECOM IEEE Global Commun. Conf., Dec. 2020, pp. 1-5.

S. Oueida, Y. Kotb, M. Aloqaily, Y. Jararweh, and T. Baker, “An edge
computing based smart healthcare framework for resource management,”
Sensors, vol. 18, no. 12, p. 4307, Dec. 2018.

J. Li, J. Cai, F. Khan, A. U. Rehman, V. Balasubramaniam, J. Sun,
and P. Venu, “A secured framework for SDN-based edge com-
puting in IoT-enabled healthcare system,” IEEE Access, vol. 8,
pp- 135479-135490, 2020.

A. Singh and K. Chatterjee, “Edge computing based secure health mon-
itoring framework for electronic healthcare system,” Cluster Comput.,
vol. 26, no. 2, pp. 1205-1220, Apr. 2023.

J. S. Dhatterwal, K. S. Kaswan, A. Baliyan, and V. Jain, “Integration
of cloud and IoT for smart e-healthcare,” in Healthcare Paradigms in
the Internet of Things Ecosystem. Cham, Switzerland: Springer, 2022,
pp. 1-31.

BILGEHAN AKDEMIR received the M.Sc. degree
in communications engineering from Yildiz Tech-
nical University, Istanbul, Tiirkiye, in 2022. He is
currently a Doctoral Researcher with the Cen-
tre for Wireless Communications—Networks and
Systems (CWC-NS), University of Oulu, Finland.
His current research interest includes ML-based
medical data processing on distributed edge cloud
computing. His research interests include dis-
tributed ML algorithms, edge computing, and
digital healthcare.

VOLUME 13, 2025



B. Akdemir et al.: From Technical Prerequisites to Improved Care: Distributed Edge Al

IEEE Access

HAFIZ FAHEEM SHAHID (Graduate Student
Member, IEEE) received the master’s degree in
computer science from the Free University of
Bozen-Bolzano, Italy, in 2018. He is currently a
Doctoral Researcher with the Centre for Wireless
Communications—Networks and Systems (CWC-
NS) Research Unit, Faculty of ITEE, University
of Oulu. His research interests include edge-
cloud continuum of computing, 6G, the Internet of

—
i
‘ i Things, application/service orchestration, resource

optimization, and Al-algorithms.

MIKAEL A. K. BRIX was born in Hyvink, Finland,
in 1995. He received the B.Sc. and M.Sc. degrees
in physics and the Ph.D. degree in medical physics
from the University of Oulu, Oulu, Finland, in
2017 and 2020, respectively. Currently, he is a
Medical Physicist with Oulu University Hospital
and as a Postdoctoral Researcher with the Univer-
sity of Oulu. His research interests include photon
counting computed tomography and tomographic
image reconstruction.

JUHO LAAKKOLA was born in Kemi, Finland,
in 1980. He received the M.Sc. degree in engineer-
ing from Lappeenranta University of Technology,
Lappeenranta, Finland, in 2006, and the M.B.A.
degree from FOM University, Essen, Germany,
in 2012. He is currently pursuing the Medical
Doctor’s degree with Riga Stradins University,
Latvia, and also a member of Centre for Wireless
Communications - Networks and Systems (CWC-
NS) research unit, University of Oulu. Also, he
is certified Six Sigma Black Belt. He spent more than 15 years in global
business.

JOHIRUL ISLAM received the bachelor’s degree
in information and communication technology
from Mawlana Bhashani Science and Technology
University, Bangladesh, in 2014, and the master’s
degree in wireless communications engineering
from the University of Oulu, Finland, in 2019.
He is doing his doctoral research with the CWC
Networks and Systems Research Group, Univer-
sity of Oulu. His research interests include the

. Internet of Things (IoT), mist-fog-cloud comput-
ing, and virtualization technologies for future digital healthcare.

TANESH KUMAR received the D.Sc. degree in
communications engineering from the University
of Oulu, Finland, in 2020. Currently, he is a Staff
Scientist with the Department of Information and
Communications Engineering, Aalto University,
Finland. Prior to this, he was a Postdoctoral
Researcher with the Centre for Wireless Commu-
nications, University of Oulu, from 2021 to 2022.
He has co-authored over 45 peer-reviewed scien-
tific articles. His current research interests include
security, privacy, trust in the IoT networks, cybersecurity, 5G/6G security,
edge-Al networks, and DLTs/blockchain.

VOLUME 13, 2025

JARMO REPONEN received the Licentiate
degree in medicine, the Medical Specialist degree
in radiology, and the M.D. (Ph.D.) degree from
the University of Oulu, Oulu, Finland, in 1985,
1992, and 2010, respectively. Currently, he is
a Professor of healthcare information systems
with the Research Unit of Health Sciences and
Technology, University of Oulu. He has more than
30 years of experience in radiology information
and electronic patient record system development.
He has carried out several telemedicine and digital radiology projects.
He holds a Finnish special competence in mammography screening
and healthcare information technology. He was a recipient of the Carl
Wegelius Award of the Radiological Society of Finland (2016) and the
Lifetime Achievement Award of the International Society for Telemedicine
and eHealth (2021). He has contributed to research in teleradiology,
telemedicine, Al and ML in radiology, mobile communication, and patient
record systems.

MIIKA T. NIEMINEN received the M.Sc. and
Ph.D. degrees in medical physics from the Uni-
versity of Kuopio, Kuopio, Finland, in 1999 and
2002, respectively. He is currently a Professor
in medical physics with the Research Unit of
Health Sciences and Technology, University of
Oulu, Oulu, Finland. He is also the Chief Physicist
with the Department of Diagnostics, Oulu Uni-
A versity Hospital, Oulu. After graduation, he was

a Postdoctoral Research Fellow with Harvard
University. He has actively published on different aspects of medical imaging
and physics. His principal research interest includes the development of
novel imaging techniques for tissue characterization. He has received the
Fellowship Award of the International Society for Magnetic Resonance in
Medicine (2015) and Carl Wegelius Award of the Radiological Society of
Finland (2012). He is a member of the Flagship of Advanced Mathematics
for Sensing, Imaging and Modelling (FAME) of the Research Council of
Finland.

ERKKI HARJULA (Member, IEEE) received the
M.Sc. and D.Sc. degrees from the University
of Oulu, in 2007 and 2016, respectively. He is
currently a tenure-track Assistant Professor and
a Docent with the CWCNS Research Unit, Fac-
ulty of Information Technology and Electrical
Engineering (ITEE), University of Oulu, Finland.
Currently, he works with his research team on
wireless system level architectures for future dig-
ital healthcare, focusing on intelligent trustworthy
distributed computing and communication architectures. He has background
in the interface between computer science and wireless communications,
including continuum of cloud and edge computing, mobile and IoT networks,
distributed networks, and green computing. He has co-authored more than
100 international peer-reviewed articles. He is also an Associate Editor of
Wireless Networks journal (Springer).

14343



