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A B S T R A C T

Designing maritime safety management systems commonly follows basic processes which focus on fulfilling the
demands of the regulations in the industry. This provokes designing systems with limited application which are
not capable to efficiently use the guidance contained in regulatory demands, and more importantly, creating
systems which are not capable of representing, evaluating, and improving the dynamic management of safety-
critical organizations. This article proposes a safety system engineering process for designing maritime safety
management systems which is based on the Systems-Theoretic Accident Modelling and Processes (STAMP). This
process is applied for sketching the safety management of the Vessel Traffic Services in Finland. The aim is to
systematically represent the function of the utilized controls for ensuring the internal VTS safety management
and the safety of navigation in Finnish sea areas. The outcome of this study provides a descriptive process of
analysis for designing maritime safety management systems. In this process, two other concrete elements are
included for supporting the functioning of the safety management system to be designed. First, the adaptation of
an identification process for determining key performance indicators for planning, monitoring and evaluating
the functioning of the safety management system. Second, the constitution of a performance monitoring tool
capable of executing the monitoring, measuring, and updating of the determined key performance indicators and
the general functioning of the designed safety management system.

1. Introduction

Maritime navigational operations are commonly categorized as one
of the most complex and dangerous industry within the large industrial
sectors globally (Celik, 2009; Hetherington et al., 2006). For this
reason, the International Maritime Organization (IMO) continuously
attempts to ensure the safety of maritime operations by providing in-
ternational conventions such as the International Convention for the
Safety of Life at Sea (SOLAS) and particular safety management
guidelines such as the International Management Code for the Safe
Operation of Ships and Pollution prevention (ISM Code). These and
other regulations have brought a gradual improvement of the safety of
maritime operations and maritime organizations in general
(Kristiansen, 2013). However, the effect of these safety regulations and
guidelines on having an actual proactive approach to maritime safety is
still being questioned (Schröder-Hinrichs et al., 2013). Hitherto, in

certain sectors of the maritime industry, the design and implementation
of their safety management systems (SMS) are still influenced by a
common limited approach which focuses on fulfilling the demands of
the regulations applicable to the organization (Schröder-Hinrichs,
2010).

This issue can be extended with the identified lack of processes for
designing and implementing safety management systems capable of
representing and constantly improving the management of safety-cri-
tical organizations (Dekker, 2014; Hollnagel, 2014; Leveson, 2011;
Oltedal and Wadsworth, 2010; Reason, 1998; Reiman and Oedewald,
2007). Studies done for the establishment of a framework to design
safety management systems in the nuclear power industry represent
few of the available examples for this purpose (Falk et al., 2012;
Wahlström and Rollenhagen, 2014). Another issue is the common dis-
regard of the guidance already available in safety regulations and
guidelines which can efficiently support the actual organizational safety
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management and therefore demonstrate their fulfilment (Reese, 2015;
Valdez Banda et al., 2016b).

In the context of maritime navigational operations, the need for SMS
capable of representing and actually supporting the development of the
operations have also been detected in (Boström and Österman, 2016; Ek
and Akselsson, 2005; Flin et al., 2000; Hänninen et al., 2014;
Lappalainen et al., 2014; Oltedal, 2009; Reason, 2005). A clear example
is presented in Valdez Banda et al., (2016a). The analysis of determined
actions to reduce the risk of winter navigation operations has pointed
out that, in practice, there is lack to translate the actual operational
needs into the functioning of the organizational SMS.

In this study, a STAMP-based approach for designing maritime
safety management systems is presented. The proposed process is
guided by the application of a methodology for integrating safety into
system engineering which is based on the design of the organizational
safety intent specification included in the Systems-Theoretic Accident
Modelling and Processes (STAMP) presented in Leveson (2011).

A case study for the application of the process is presented in the
analysis of the safety function in Vessel Traffic Services (VTS) in
Finland. VTS is one of the main actors responsible for monitoring and
controlling the safety and smooth development of maritime traffic
(Praetorius et al., 2015). Thus, the objective is to systematically re-
present the functioning of VTS Finland and the controls utilized to
ensure their internal safety management and the safety of the naviga-
tion in Finnish sea areas. The analysis covers the functioning of aid
services provided by VTS all year around, making distinctions between
services provided during spring-summer-autumn season and winter ice
season.

The application of the proposed process culminates with a defined
SMS for VTS Finland and the provision of a performance monitoring
tool that implements a set of identified Key Performance Indicators
(KPIs) which are created to support the planning, monitoring, evalu-
ating and updating of the requirements of the designed SMS for VTS
Finland.

2. Safety management perspective

The general notion of safety management has been discussed and
various concepts have been developed and applied in different in-
dustrial sectors. In the context of safety-critical organizations, the ac-
tual management of safety must understand the nature of the aspects
influencing how an organization ensures the safety of the operations
(Reason, 1997). For this, the top management commitment, the
proactive involvement of all personnel in the organization, and the
provision of skills, appropriate guidance and tools are essential to ob-
tain the safety management targets (Grote, 2012; Leveson, 2011). The
combination of these elements is essential to execute the required tasks
to achieve the organizational safety goals and simultaneously fulfil the
demands of regulations (Hollnagel, 2014).

A SMS is the commonly utilized vehicle to achieve the safety ob-
jectives of an organization. Therefore, SMS must effectively understand
the nature of the internal functioning of the organization while also
effectively implement and comply the applicable safety regulations.
This creates evidence that safety, in general, is a system property, and
therefore it must be managed at the system level (Leveson, 2011). Thus,
the main of objective of any SMS is to prevent accidents, therefore SMS
has to be able to understand, monitor and improve the safety perfor-
mance of the organization (Dekker, 2014).

Commonly, the performance of SMS is monitored and measured by
implementing KPIs (Reiman and Pietikäinen, 2012). These measure the
current levels of operational and organizational safety represented in
the performance of the SMS. At the same time, KPIs should capture and
represent organizational safety trends and developments (Øien, 2001).
Moreover, the use of KPIs increases the knowledge gathered in the SMS
and proactively improve the management of safety (Swuste et al.,
2016). Fig. 1 presents the foundation behind the elements interacting in

the dynamics of any SMS. First, the actual functioning of the organi-
zation, the internal managerial and operational practices. Second, the
demands included in the safety regulations applied to the organization.
Third, the external influence affecting the two previous elements, the
influence from the acting of customers, industry, economy, society, and
regulatory organizations. These three elements influence the actual
performance of the SMS. Finally, the SMS performance is commonly
measured and guided with the use of KPIs.

3. Research methodology

Fig. 2 presents a flowchart describing the steps of the research
methodology. First, the description of the study methodology founda-
tions. This includes the STAMP methodology and the STAMP safety
intent specification. Second, the methodology for establishing the
process for designing maritime safety management systems. It includes
the design process and the method to define the KPIs of the SMS. Third,
the methodology of the monitoring tool. The practicalities of the tool to
implement the KPIs and monitor the performance of the SMS.

Fig. 1. Elements influencing and interacting in the function of SMS.
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Fig. 2. Description of the methodology applied in the study. At each component
in the figure, the reference to a section which describes the utilized method is
provided.
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3.1. Systems-theoretic accident modelling and processes (STAMP)

3.1.1. Foundations
STAMP is an approach to depict and review the function of safety

from a systemic perspective. It assesses the function of safety in com-
plex socio-technical systems. It attempts to efficiently face the fast pace
of technological change, increase the ability to learn from experience,
understand the changing nature of accidents, and particularly deal with
the complexity from the interaction among diverse system components
(Leveson, 2011). Previously, STAMP has been applied in the analysis of
safety in the aircraft industry (Chatzimichailidou and Dokas, 2015;
Fleming et al., 2013; Passenier et al., 2015; Stringfellow et al., 2010)
and recently for the analysis of risks in automated automotive systems
(Thomas and Suo, 2015). In the maritime domain, STAMP has been
applied for the analysis of safety adaptive management of the maritime
spatial planning at the Gulf of Finland (Aps et al., 2015, 2016) and the
analysis of the Sewol Ferry accident in South Korea (Kim et al., 2016;
Lee et al., 2017).

The foundations of the STAMP question the theoretical background
of traditional safety approaches which treat safety as a reliability pro-
blem, thus following the common idea that if system components do not
fail accidents won’t occur. For this, STAMP assesses that accidents are
actually complex processes which involve the entire socio-technical
system. Furthermore, STAMP questions traditional approaches which
assume most of the accidents are caused by operator’s error when ac-
tually operator’s behaviour and performance are product of the en-
vironment in which it occurs. The method presents several integrated
aims to the foundation of organizational safety:

• Providing a more systemic way to model accidents and safety for
producing a better and less subjective understanding about how
accidents occur and how they can be prevented.

• Allowing and encouraging new types of hazard analysis and risk
assessment which go beyond component failures.

• Shifting from human errors to focus on mechanisms that shape
human behaviour.

• Encouraging a shift in the emphasis in accident analysis from
“cause” to “understanding”.

• Encouraging multiple safety view points and interpretations.

• Assisting in the definition of operational metrics and analysis of

performance data.

The foundations of STAMP rest on the emergence and hierarchy and
communication (feedback) and control. Emergence is the representa-
tion or model of complex systems, hierarchy describes different levels of
an organization and each level has emergent properties.
Communication (feedback) transmits the understanding about the
hierarchy and its emergent properties for imposing control constraints
on system behaviour to avoid unsafe events. In this study, special at-
tention is given to the creation of the hierarchical control structure of
maritime organizations. The aim is to analyse potential organizational
control processes that describe the safety constraints at the different
levels in the organizations hierarchy.

Organizational control process involves determining what work is
needed to accomplish the goal, assigning tasks to individuals, and ar-
ranging those individuals in a decision‐making framework (Mayes and
Allen, 1977). A safety constraint is any constraint that specifies a de-
termined safety controller (e.g. architectural safety mechanism, safety
design feature, safety implementation technique, or safety process)
(Firesmith, 2004). Accidents occur when safety constraints are violated.
Moreover, if inadequate controls are set, the constraints may cause
inappropriate communication and process feedback (Conant and
Ashby, 1970; Sarter and Woods, 1995; Kazaras et al., 2012; Salmon
et al., 2012). Therefore, the process for designing the safety intent
specification integrated into STAMP (presented in next section) is uti-
lized to design a safety control structure that depicts the safety man-
agement of maritime organizations and simultaneously keeps its con-
tinued effectiveness as changes and adaptations occur over time.

3.1.2. The safety intent specification in STAMP
Intent specifications are based on systems theory, system en-

gineering principles and psychological research on human problem
solving (Leveson, 2011). An intent specification assists humans in
dealing with complexity. It differs from the specification based on
standard regulations in its structure but not in its content, the main
difference is that intent specifications contain more detailed informa-
tion.

In STAMP, the intent specification is organized into different hier-
archy levels which provide information about the reasons behind the
design decisions for assembling the management of organizational

Fig. 3. The structure of the safety intent specification (adapted from Leveson (2011)).
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safety. Moreover, it describes how these reasons interact in the dy-
namics of organizational safety management. Fig. 3 presents the
structure and the information contained at each level of the intent
specification. These levels are classified by their influence on the main
elements of the dynamic context of organizational safety management.

Level 0 provides the management view and the relationship be-
tween plans and project development status through links to the other
parts of the intent specification. Level 1 represents the view of system
engineers and customers for building and the intent specification, in-
cluding the revision of its efficiency. Level 2 provides the system-level
design principles. Level 3 specifies the system architecture and it serves
as an interface between system engineers and component engineers.
Level 4 and 5 provide information to reason about individual compo-
nents and implementation issues. Level 6 gives a view of the operational
system and acts as the interface between development and operations.

3.2. Designing SMS with the safety intent specification

The elements included in the levels of the STAMP safety specifica-
tion are the basis to elaborate the process for designing maritime SMS.
Each level provides guidance for designing the system and for estab-
lishing and maintaining the elements defined during the design phase.
Fig. 4 presents a guided process for designing SMS. This process is
practically implemented and the outcome is presented in Section 4.2.

Level 0 provides the initial definition of the connection between the
planning of goals and the existing management practices in the orga-
nization. This is done with the review of the organizational manage-
ment systems implemented in the organization (task 0.1). It includes
reviewing standardized work procedures and directions for regulatory
compliance. This promotes integration and efficient connectivity be-
tween the organizational management systems.

Level 1 is the most elaborated in designing the maritime SMS. This
defines the foundations of the SMS which represent the safety compo-
nents to be analysed and included in the initial structure of the SMS.
These are based on the combined view of system external and internal

customers and engineers. This level represents the basis for determining
the design rationale with clear and detailed safety considerations of the
system. At this level, the general system requirements and control
constraints are determined. In order to achieve this, the following tasks
are executed:

• Identify and defined accidents (1.1). Accidents represent undesired
and unplanned events that result in loss and affectations, including
loss of human life or injury, property damage, equipment damage,
environmental pollution, delays, and repair costs.

• Hazard identification (1.2). It enables the analysis of the actual
triggers of the listed accidents. This process is a common brain-
storming for defining the potential causes of accidents. The aim is to
promote participation and collect relevant information.

• Preliminary hazard analysis (1.3). In this type analyses, risk is de-
fined as a combination of severity and likelihood (Leveson, 2011).
Severity provides the level of affectation to the most relevant ele-
ments that the system is aiming to ensure. The likelihood is the
evaluation of the hazard occurrence. The analysis incorporates
evaluates accident data and the knowledge of the functioning of the
elements affected by the hazards.

• Document environmental assumptions (1.4). These represent the
specifications of the system requirements and the features of the
hazard analysis. These ensure the system operation and main-
tenance as planned in the design phase. These provide the under-
standing of the operational context of the system. The documenting
of assumptions avoid safety violations caused by posterior changes
in the system.

• Initial restrictions of the SMS (1.5). Any system has limited scope,
therefore specifying the functional restrictions of the system in the
design phase is important. This facilitates the understanding of the
system function and enables a more accurate delegation of the
system’s responsibilities.

• Requirements of the SMS (1.6). This task defines the goals of the
SMS into testable and achievable high-level requirements. These
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requirements include the formal assumptions which determine more
concrete targets in the functioning of the system.

• The link between the requirements and detected hazard (1.7). The
link provides traceability from requirements to actual implementa-
tion. This supports the review of activities and the design of ratio-
nale information into the SMS. Thus, when this information has to
be updated, this process can be executed by following the link.

• The high-level safety constraints of the SMS (1.8). These are re-
strictions on the way the system can achieve its purpose. The eva-
luation and clarification of the trade-offs among alternative designs
are essential for this task. Safety constraints represent the executed
controls to ensure the mitigation of the identified hazards.

Level 2 extends the details of the design and the scientific and en-
gineering principles of the system. This level enables a first re-
presentation of the practical function of the SMS. It presents the safety
management as done, identifies the links between the requirements and
constraints, and it introduces the actual interfaces, controls, displays,
and the logic principle behind the practical application of the require-
ments (task 2.1). Moreover, it reviews and redefines the requirements
and constraints established in level 1. For this, the System- Theoretic
Process Analysis (STPA) is implemented (task 2.2.). The STPA is a ha-
zard analysis technique that identifies accident scenarios that en-
compass the entire accident process by including design errors, com-
ponent interactions, and other social, organizational, and management
factors in the analysis (Leveson, 2011). The STPA consists of two steps:

• Step 1: Identify the potential for inadequate controls of the system
that could lead to a hazardous state

• Step 2: Determine how each potentially hazardous control action
identified in step 1 could occur

Levels 3 enables a general representation of the elements integrated
at levels 1 and 2. The aim is to support the representation of the main
elements (SMS requirements and safety constraints) and their connec-
tion with the system hazards. This representation should be displayed
in a simple manner. For this, a graphical representation the main ele-
ments of the SMS and their connection with the system hazards needs to
be developed (task 3.1). It should provide a simple form to visualize,
communicate and discuss the structure of the SMS.

Levels 4–5 complement the representation of the general function of
the SMS, including the engineering principles, technology and equip-
ment which take part in the practical implementation of the system.
The purpose is to review, test, and validate the physical implementa-
tion, software design, and internal variables of the elements established
in the levels 0 to 3. These are required to communicate the system
safety demands to the system developers, service and technology pro-
viders, and the users of the system. For this, processes need to be es-
tablished for reviewing how the needs of the system implementers and
designers are communicated to the component designers (task 4-5.1).

Level 6 represents the operational part of the system, providing the
link between the system development and operations. This level is used
to plan the review of the performance of the system. It demands the
design of the actions for keeping the system in its optimal function and
making it truly proactive. Four tasks are included at this level:

• Auditing procedures (6.1). These analyse the performance of safety
management procedures and the SMS in general.

• Review of the personnel skills (6.2). This is done with a Strength-
Weaknesses-Opportunities-Threat (SWOT) analysis.

• Define KPIs (6.3). The task is described in Section 3.3.

• Monitor the performance of the SMS (6.4). The task is described in
Section 3.4.

3.3. Key performance indicators (KPIs)

Monitoring, reviewing and updating the SMS are essential to keep
the system functional and prevent degradation over time (Øien, 2001).
This section focuses on defining KPIs for measuring the performance of
the SMS (task 6.3). For this task, the method proposed in Valdez Banda
et al. (2016b) is utilized. This method performs a systematic evaluation
of the safety management practices implemented in the organization. It
focuses on the analysis of the requirements demanded in safety man-
agement regulations. It enables the integration between the safety
regulatory requirements and the actual safety management practices in
the organization.

This method is based on “realist evaluation” proposed by Pawson
and Tilley (1997). This evaluation originally aims to realistically and
constantly assess how the programmes are supposed to function and
how efficient their functioning is. For this, the realist evaluation im-
plements the Context-Mechanism-Outcome (CMO) analyses:

• Context assesses and describes the conditions in which the pro-
grammes are introduced and applied.

• Mechanisms correspond to the resources and practical applications
that make the programmes work.

• Outcome represents the analysis of both intended and unintended
consequences derived from the programme implementation.

In the adaptation to the method proposed in Valdez Banda et al.
(2016b), the CMO analyses safety management requirements. Thus, the
CMO is implemented as follow:

• Context assesses the way the requirements are subjected to the
reasoning and environment of the affected organisation.

• Mechanisms review the practical arrangements executed for devel-
oping all aspects planned in an SMS. This considers the way the
organisation uses the resources to make the system functional and
supportive to obtain the planned objectives.

• Outcome executes predefined estimations of all possible con-
sequences arising from the application of these requirements, and
how the requirements need to be adapted to the plans, procedures
and work processes within an SMS.

The use of this method supports the definition of KPIs with diverse
functions for the analysis and management of safety. The literature
commonly divides KPIs into so-called leading and lagging indicators.
Leading KPIs refer to measures for continuously monitoring identified
inputs, which are needed to achieve a planned safety target and/or
objective (Reiman and Pietikäinen, 2012). Lagging KPIs are measure-
ments that perform reactive monitoring to identify e.g. when a planned
objective or target has not been reached (Øien, 2001). In this study,
KPIs are categorized into three groups based on Reiman and Pietikäinen
(2012):

• Drive indicators. The definition and monitoring of these KPIs focus
on implementing and reviewing certain actions used to change,
maintain and reinforce different elements of the system. Their main
function is to guide the socio-technical aspect of the system by
motivating certain safety-related activities.

• Monitor indicators. These are used for monitoring the function of
the system, including but not limited to the efficacy of the safety
management practices in the organization. Monitor indicators re-
flect the capacity of the organization to perform safely.

• Outcome indicators. These reflect a temporary end result of a pro-
cess and/or an activity in the SMS. An outcome is always the result
or consequence of some other factor or combination of factors and
circumstances. These indicators focus on the result or consequence
of the tasks or processes in the organization.
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3.4. The safety performance monitoring tool

Once the KPIs of the SMS are defined, a tool for reporting, mon-
itoring and assessing the KPIs and the performance of the requirements
of the SMS is elaborated. For this, Bayesian Networks (BNs) is the
modelling technique utilized for the actual monitoring and assessing of
KPIs. This technique is selected because BNs can depict relatively
complex dependencies and cope with uncertainty while also having a
graphical dimension (Pearl, 2014). The aim of this tool is to analyse the
performance of the requirements of the SMS through the reporting and
measuring of the defined KPIs. The functioning of the tool is structured
based on a traditional Plan-Do-Check-Act (PDCA) process. Fig. 5 pre-
sents the description of the steps in the PDCA process for establishing
and making the tool functionally active. The performance monitoring
tool (the main BN model) is divided into three sub models:

1. (Input Information) contains all the KPIs of the requirements of the
SMS

2. (Conception of current safety level) displays the level of efficiency of
the requirements

3. (Actions) contains the proposed actions to be executed based on the
efficiency levels

Following the PDCA process, in the “Plan” phase three different
probability sets must be defined. In the sub-model 1 (Input informa-
tion), the probabilities for the statuses included in each KPI must be
defined. In the sub-model 2 (Conception of current safety level), the
probabilities of efficiency and inefficiency of the requirements analysed
by the indicator(s) must be defined considering the statuses of each KPI
included in the assessment of the requirements. In the sub-model 3
(Actions), the probabilities for each recommended action must be de-
fined based on the efficiency level of the requirements.

The probabilities are defined based on an evaluation of the common
occurrence of the event analysed by the KPI. For example, if the KPI
monitors the percentage of the vessels reporting when entering a VTS
area, the probabilities of the KPI are defined as follow: more than 95%

(approximately 99% of the vessels based on VTS reports), less than 95
but no less than 75 (approximately 0.99% of the vessels based on VTS
reports), and less than 75% (less than 0.01% based on VTS reports). For
defining the probabilities in sub-models 2 and 3, the VTS managers
make an anticipated evaluation of each status of these variables.
Continuing with the same example, defining the probability of effi-
ciency highly depends on having more than 95% of the vessels re-
porting when entering a VTS area, and defining the probability of in-
efficiency depends on having less than 95% of the vessels reporting.
With the same approach, the definition of probabilities of each action
depends on the probability of efficiency/inefficiency, giving main-
tenance and improvement actions when the requirement is efficient and
detailed correction actions when it is inefficient.

In the “Do” phase, the outcome of the measured KPIs should be
reported by including the evidence of the statuses resulted after the
actual measuring of the KPIs. Evidence should be assigned to each
variable representing the KPIs of the sub-model 1 (Input information).
In the “Check” phase, the probability levels on the efficiency and in-
efficiency of the requirement based on the included evidence in each
KPI should be reviewed. All variables presenting the level of efficiency
of each requirement are included in the sub-model 2 (Conception of
current safety level). Furthermore, the “Check” phase continues with
the review of the produced probability levels registered in the re-
commended actions appointed to each requirement in the sub-model 3
(Actions). As part of the “Act” phase, the actions with the higher re-
gistered probability in each requirement represent the ones that should
be executed.

4. Case study

In this section, a case study conducted in Vessel Traffic Services
(VTS) in Finland is presented. VTS Finland represents the system and
context in which the proposed process to design and implement SMS is
applied. VTS is a worldwide actor responsible for monitoring and
controlling the safety and smooth development of maritime traffic
(Praetorius et al., 2015). Previously, work questioning the actual role of

Fig. 5. Functioning of the performance monitoring tool based on the PDCA process.
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VTS as safety controller has been presented in (Praetorius et al., 2015;
Praetorius and Hollnagel, 2014; Westrenen and Praetorius, 2012).
These studies discuss the importance of understanding the performance
of socio-technical systems and the effect of system variances on the
actual output of the system performance. This represents a common aim
included in the objectives of this study.

4.1. VTS in Finland

4.1.1. VTS Finland system background
The competent authority of VTS Finland is the ministry of transport

and communications. In the practice, the Finnish Transport Agency
(Liikennevirasto) is the designated VTS authority in Finland (FTA,
2016). VTS Finland provides services for monitoring, communicating
and reporting any event or issue related to the maritime traffic in seven
areas monitored and controlled by the three established VTS centres.
These areas are Bothnia VTS, West Coast VTS, Archipelago VTS, Hanko
VTS, Helsinki VTS, Kotka VTS and Saima (Saima lake region) VTS. The
VTS centres are Gulf of Finland VTS, Western Finland VTS and Saima
VTS. Moreover, Finland VTS is complemented with the management of
the mandatory ship reporting system in the Gulf of Finland (GOFREP),
safety radio communication (Turku Radio) and the Traffic Separation
Schemes in the Gulf of Finland and Åland Sea (FTA, 2016).

All vessels of 24 metres in length overall or more are obliged to
participate in the vessel traffic services when navigating a determined
Finnish vessel area. They are required to maintain a continuous lis-
tening and monitoring of the working channel used in the area. The
general services provided by VTS Finland include:

• Information: this comprises information of the traffic conditions in
the areas and the condition of the aids to navigation and channels.

• Navigational assistance: includes the provision of information about
the vessel’s position and bearings/courses over ground. It is pro-
vided at open sea, and from the open sea to the vicinity of pilot
boarding places and also outer anchorages. It is only advisory and
normative, the master of the vessel is the final responsible for its
manoeuvring.

• Traffic organization: it prevents dangerous meeting, crossing and
overtaking situations and congestion. For this, VTS separates the
traffic in terms of time or distance according to the situation and
circumstances, so that vessels are able to meet in a safe area.

The communication and provision of service in VTS centres are
executed by VTS officers, their main tasks are the monitoring of vessel
movements, organizing traffic in the areas and when necessary in-
forming the vessels about any dangers. The information provided is
based on the data received from radio communication and image from
the radar and/or AIS system.

4.1.2. International Association of Lighthouse Authorities (IALA): VTS
guidelines and recommendations

The International Association of Lighthouse Authorities (IALA)
promotes coordination between different navigational stakeholders to
create harmonised aids for worldwide navigation and to ensure the safe
and efficient movements of vessels while protecting the environment
(IALA, 2012). IALA publishes guidelines, handbooks, and re-
commendations for maritime navigation. In the case of VTS, IALA
provides general guidance for the provision of Vessel Traffic Services in
the VTS Manual (IALA, 2012). This manual establishes a standard for
services offered at VTS centres and the basic requirements for the for-
mation of VTS personnel (Praetorius et al., 2015). In this study, the
guidelines and recommendations provided by IALA are considered for
complementing the analysis of the actual safety function of VTS Fin-
land.

4.1.3. VTS Finland Quality Management System
VTS Finland organizes and reviews the quality of the established

processes that ensure the desired level of the functioning of the VTS
centres. The Quality Management System (QMS) contains processes to
analyse the entire function of the VTS Finland. These include routine
processes, deviation process, special arrangements during wintertime,
complementary VTS services, and support processes. Appendix A pre-
sents a general description of the integrated processes in the VTS
quality management system and its connection with the international
demands (guidelines) from IALA. These processes are considered for
defining the basis of the SMS (Level 0).

4.1.4. VTS training provision
Training is an essential aspect considered for the design of the VTS

Finland SMS. Each VTS centre must be operated with competent per-
sonnel. As first step in the analysis of the training provision, five IALA
recommendations and guidelines are considered and reviewed:

• Standards for training and certification of VTS personnel (IALA
Recom. V-103)

• The accreditation and approval process for VTS training (IALA
Guideline 1014)

• Assessment of the training requirements for existing VTS personnel,
candidate VTS operators, revalidation of VTS operator certificates
(IALA Guideline 1017)

• Simulation in VTS training (IALA Guideline 1027)

• Train the trainer (IALA Guideline 1103)

In practice, the provision of training to VTS personnel is given by
using two common alternatives. One, providing the on-the-job training.
This is basically guided by VTS supervisors. This is a common and
practical option to implement because new operators joining a centre
are familiar with the operation of the VTS centre. Thus, “new” opera-
tors joining the centre have always a relevant background which en-
ables the provision of training in a kind of “advanced” level. Two,
providing training by using an alternative source (trainer facilitator).
This option covers the elements that need to be strengthened in the
formation of VTS personnel. This utilizes monitoring traffic simulators
and other relevant environment simulators for analysing a particular
context or issue of interest.

In this study, the analysis of the training courses provided for VTS
personnel is executed (Aboa Mare, 2018). This includes participation in
the VTS course V-103/1 arranged by Aboa Mare Maritime Training
centre in Turku, Finland. The description of the course can be found in
Aboa Mare (2018). The analysis includes the review of the materials
and the context utilized in the training provision, including the inter-
action between trainers and trainees.

4.2. Designing a SMS for VTS Finland

4.2.1. VTS Finland program management (Level 0)
4.2.1.1. VTS Finland quality management system (task 0.1. In Fig. 4). The
structure of VTS Finland Quality Management Systems is the basis for
designing the SMS. This structure represents the point of reference for
defining the initial expected characteristics of the SMS. For simplifying
the presentation of the results derived from the application of the
process to design the SMS in VTS Finland, in next sections, examples
particularly linked to the routine process C “Provision of VTS” (see
Appendix A) are presented. This process has the following aim:

• Provision of VTS begins when a vessel enters a VTS area. It covers
the provision of the three services provided by VTS centres (see
Section 4.1.1). This includes for example:
▪ Sharing the information about the route to be monitored with the
ship’s master

▪ Providing guidance for the routing of the vessel
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▪ Informing about possible warnings in the ship’s route (complex
traffic and weather conditions, accidents, etc.)

▪ Informing about navigational conditions (wind, visibility, cur-
rents, waves, ice, etc.)

▪ Supporting on assistance operations (bearings, anchoring places,
pilot services, icebreaker services, etc.)

▪ Organizing the traffic (e.g. guiding ships on crossing, overtaking
and meeting)

4.2.2. Definition of the actual system goals and constraints (Level 1)
4.2.2.1. Defined and identified accidents (task 1.1 in Fig. 4). Accidents
are categorized as internal or external. Internal accidents occur at the
VTS centres, whereas external accidents occur in the maritime
operations and these have repercussions in the functioning of the VTS
centres. Table 1 presents a list of internal and external accidents
categorized by the navigational season (navigation in open water and
in sea ice conditions).

4.2.2.2. Hazard identification (task 1.2 in Fig. 4). In this study, the
hazard identification is supported by the analysis of the work context in
VTS centres. This includes visits to Western Finland VTS centre,
discussions with operators and supervisors in this centre, and the
analysis of the training provided for VTS personnel (see Section
4.1.4). Table 2 presents the identified hazards for the accidents
presented in Table 1.

4.2.2.3. Preliminary hazard analysis (task 1.3 in Fig. 4). The evaluation
of the effect between managing the risk of accidents and the cost of
having a determined safety control is essential in the design of a SMS.
This begins with this preliminary hazard analysis. Appendix B presents
the preliminary analysis of hazards. It aims at assisting in identifying,
listing and selecting a system architecture with fewest serious hazards
and with the highest mitigation potential for the hazards that are not
possible to eliminate. The analysis is complemented with a description
of the hazard effect, its potential causal factors and mitigation actions.
Table 3 presents the utilized format for complementing the preliminary
hazard analysis. It presents the analysis of the hazard D.2 (VTS provide
inappropriate navigational assistance to the vessel(s) in the area).

Table 1
Definition of the main accidents affecting the function of VTS centres.

Accident type Accident Navigational season

Internal 1. Fire on the VTS centre Both seasons
2. Blackout in the VTS centre Both seasons
3. Technical failure Both seasons

3.1. Radar
3.2. Image monitoring system
3.3. Communications system

External 4. Collision ship-to-ship Both seasons
4.1. In meeting
4.2. Passing
4.3. Crossing
4.4. In pilot assistance.

5. Collision with a fixed object Both seasons
6. Grounding Both seasons
7. Fire on board Both seasons
8. Loss of stability Both seasons
9. Machinery damage Both seasons
10. Accidental waste or oil spill Both seasons
11. Propeller damage Both seasons
12. Rudder damage Both seasons
13. Blackouts Both seasons
14. Collision ship-to-ship (winter
navigation)

Navigation in ice
conditions

14.1. Collision during icebreaker
assistance.
15. Hull damage due to ice contact
(only significant noticed and reported
damage which endangers the navigational
safety)

Navigation in ice
conditions

16. Propeller damage Navigation in ice
conditions

17. Rudder damage Navigation in ice
conditions

18. Ship stuck in ice Navigation in ice
conditions

19. Icing
(icing which affects the execution of
navigation)

Navigation in ice
conditions

20. Technical failures on board Both seasons
20.1. In radar
20.2. In screens
20.3. In communication devices

Table 2
Identified hazards in the functioning of VTS centres.

Hazard Accident

A.1 Electrical equipment without proper maintenance 1
A.2 Flammable material not properly controlled
A.3 Lighting during storm affecting electrical equipment
A.4 Fire in neighbouring building and/or office

B.1 Power grid failure 2
B.2 Electrical equipment without proper maintenance

C.1 Radar equipment without proper maintenance 3
C.2 Image system (AIS) outdated and/or without proper

maintenance
C.3 Communication equipment (radio, telephone, and

IT) without proper maintenance
C.4 Weather causing failures (lighting storms, winter
storms, heavy rain, heavy waving, and strong winds)

D.1 VTS provide erroneous information to the vessel(s)
in the area.

4–6; 14 and 16

D.2 VTS provide inappropriate navigational assistance
(guidance) to the vessel(s) in the area.

D.3 VTS set an erroneous organization of the vessels in
the area.

D.4 VTS interferes and affects communication between
vessels when meeting, passing and crossing

D.5 Inappropriate coordination of piloting services
between the vessel, pilot and VTS.

D.6 Inappropriate coordination and cooperation during
assistance operations (SAR operations, Icebreaker)

D.7 Inappropriate coordination with icebreakers.
D.8 VTS centre is not capable of contacting a vessel

(vessel no responding to radio communication)

E.1 Vessels sailing over the speed limits set in a restricted
area or channel

4; 5 and 6

E.2 Violation of the traffic separation schemes (TSS)

F.1 Extreme weather conditions 3–6 and 14
F.1.1. Storms
F.1.2. Heavy rain
F.1.3 Heavy waving
F.1.4 Strong winds
F.1.5. Poor visibility

G.1 Extreme weather conditions “wintertime” 4–6; 8; 14; 15; 16; 17;
18; 19 and 20G.1.1 Winter storms

G.1.2 Thick ice
G.1.3 Ice ridges
G.1.4 Strong winds
G.1.5 Poor visibility
G.1.6 Sea breeze
G.1.7. Ice large floes
G.1.8 Erroneous ballast of a vessel

H.1 Sea bottom and rocks in shallow waters 6

I.1. Electrical installations on-board without proper
maintenance

7 and 13

J.1 Machinery on-board without proper maintenance 4–7; 9; 10; 13; 14 and
18

K.1 Navigational and electronic devices without proper
maintenance (on-board)

4; 5; 6; 14; 18 and 20

O.A. Valdez Banda, F. Goerlandt Safety Science 109 (2018) 109–129

116



4.2.2.4. The documenting of environmental assumptions (task 1.4 in
Fig. 4). Environmental assumptions must be documented to each
analysed hazard. The complete list of documented environmental
assumptions for the other identified hazards is presented in Valdez
Banda and Goerlandt (2017). In hazard D.2 (VTS provide inappropriate
navigational assistance to the vessel(s) in the area), the assumptions
are:

• EA/D.2/1. There is a list of information for each ship navigating in
the area. It includes the ship general information, its planned route
and its current location and status.

• EA/D.2/2. There is a common approach which restricts the com-
munication between the VTS centre and the vessel to make it clearer
and more efficient.

• EA/D.2/3. International guidelines and standards (IMO and IALA
Guidelines) are considered to ensure the effectiveness of the provi-
sion of assistance.

• EA/D.2/4. The VTS operators and supervisors are trained in simu-
lated environments to assess and improve the provision of naviga-
tional assistance.

4.2.2.5. The initial restrictions of the SMS (task 1.5 in Fig. 4). In the
analysis of VTS Finland, three system restrictions are identified:

• VTS centres and operators provide information, guidance, assistance
and support to organize traffic. However, pure commands are never
provided, the final decision and responsibility remain in the vessel,
its master and its crew.

• The interaction between VTS centres and vessels must not degrade
the safety performance of the vessel. VTS operators should avoid the
misleading of the vessel operation or provoke a wrong situational
awareness for the vessel and the traffic.

• During navigation in ice conditions, VTS is restricted to monitor and
support the operations of the vessels, including icebreaker opera-
tions. Icebreakers are the main responsible for providing informa-
tion (e.g. location of waypoints) and on-site assistance.

4.2.2.6. SMS requirements (task 1.6 in Fig. 4). Table 4 presents the high-
level functional requirements under the general objectives of the
designed SMS for VTS Finland.

4.2.2.7. Link between the system requirements and detected hazards (task
1.7 in Fig. 4). Appendix C presents the links between the defined SMS
requirements and the detected hazards.

4.2.2.8. High-level safety constraints of the SMS (task 1.8 in
Fig. 4). Table 5 presents the identified safety constraints for the
hazard D.2 (VTS provide inappropriate navigational assistance to the
vessel(s) in the area). It presents the link between the system level
requirements and the environmental assumptions. The complete list of
the identified high-level safety constraints is presented in Valdez Banda
and Goerlandt (2017).

4.2.3. Initial system design and analysis (Level 2)
4.2.3.1. External interface, controls and displays, and logic principles for
the functioning of the requirements of the SMS (task 2.1 in Fig. 4). This
includes how the requirements are executed in practice. Initially, it
describes the external interface used for accomplishing the requirement
purpose, including the identification of other organizations influenced
by the requirement. Then, it describes the actual controls and displays
used in the execution of the requirement and the functional logic
principles. Table 6 presents the elements for the execution of the
requirement (Req./G2/2). The other elements identified for each
requirement are described in Valdez Banda and Goerlandt (2017).

4.2.3.2. Validation and complete hazard analysis of the requirements (task
2.2 in Fig. 4). This is the final step for validating the design of the
requirements. The STPA is applied for the analysis of the hazards
already identified in the preliminary analysis. The aim is to identify
scenarios which may trigger the accidents. Table 7 presents an example
of the application of the STPA for the analysis of the identified hazards
in Level 1 for Hazard D.2 of Table 2.

4.2.4. System architecture, design, and physical representation (Levels 3–5)
4.2.4.1. Architectural design and functional allocation (task 3.1 in
Fig. 4). Appendix D presents the map of the general goals of VTS
Finland, the established SMS requirements in each goal, and the
connection to the identified hazards.

4.2.4.2. System design and physical representation (task 4-5.1 in
Fig. 4). In this study, processes for reviewing how the actual demands
(needs of the system implementers and designers) are communicated to
the component designers (e.g. subcontractor) are proposed. Table 8
presents a guide for reviewing the design and application of the VTS
Finland traffic monitoring system.

4.2.5. System operations (Level 6)
4.2.5.1. Auditing procedure (task 6.1 in Fig. 4). The auditing procedure
designed for the internal review of the VTS Finland SMS is based on the

Table 3
Complementary hazard description and mitigation strategy.

Hazard D.2 VTS provide inappropriate navigational assistance to the vessel(s) in the area.

Hazard effect/description Provide extra details regarding the designate severity rating
This hazard may lead to accidents such as collisions and groundings. Major impact on the traffic may result because this outcome could affect the
navigation of other ships. Major impact on the ship structure can occur in an accident produced by this action. Major impact on the environment can be
produced e.g. due to accidental oil spills after a collision.

Causal factors Describe the hazard as system state. What conditions could influence the effect of the hazard occurrence?
– Work overload to the operator providing the navigational assistance.
– Inappropriate interpretation of the monitored context.
– Lack of skills for efficiently providing guidance (including English language skills)

Mitigation strategy Cost/Difficulty Priority (1–4)*

– Setting of appropriate work schedule for the
operators

Medium 3

– Creating appropriate training programs High 3

Mitigation priority scale* Level Description Detailed description
4 Eliminate Complete elimination of the hazard
3 Prevent Reduction of the likelihood that the hazard will occur
2 Control Reduction of the likelihood that the hazard results in an

accident
1 Reduce Reduction of the damage if the accident occurs
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IALA Guideline 1101 (Auditing and assessing VTS). This guideline
focuses mainly on the review of the quality management of VTS.
However, many sections of this guideline are connected with the
management of safety. Based on this document, a personalized
internal auditing procedure to review the designed SMS is proposed.
This procedure is presented in Valdez Banda and Goerlandt (2017).

4.2.5.2. Reviewing the skills of personnel in VTS Finland (task 6.2 in
Fig. 4). The analysis of VTS training provided by Aboa Mare Maritime
Training Centre enabled the identification of different strengths and

weaknesses detected in the performance of the VTS personnel. The best
attribute of VTS personnel is the level of experience, knowledge and
familiarization in the functioning of a VTS centre. This analysis
demonstrates that VTS operators and supervisors have a clear
understanding of the work context in VTS centres. Moreover, VTS
personnel account with a fast and clear processing of the information.
This includes the understanding of the functioning of the technology
and equipment.

The biggest challenge for VTS personnel seems to be the manner
operators execute the message markers. These should be simple, clear,

Table 4
High-level functional requirements for the function of VTS Finland SMS system.

Goals/requirements Definition

G1 Provide information when the vessels report to the centres or when vessels request it. This comprises information about the traffic conditions in the areas
and the condition of the aids to navigation and channels.

Req./G1/1 15 min before entering a VTS area, vessels must provide its basic information (vessel name, location, destination, intended route and vessel condition) to
VTS centre.

Req./G1/2 A traceable route is generated in the VTS traffic monitoring system to all the vessels entering a VTS area.
Req./G1/3 Once the vessel route is known, VTS operators must inform about warnings, traffic and weather conditions, and extraordinary events (e.g. accidents in

the area).

G2 Provide navigational assistance to identify vessels on request or when considered necessary by the VTS centres. The intention is to support, with
guidance, the smooth flow and safety of navigation.

Req./G2/1 Vessels navigating within a speed restricted area must respect the speed limits and keep their speeds within the established range.
Req./G2/2 A vessel approaching to a point of contingency must be informed about the situation and recommendations (guidance) should be provided.
Req./G2/3 Vessels in route of collision (detected with the use of the collision alarm in the VTS centre) must be contacted and informed about the risk.
Req./G2/4* Vessels in convoys or escorted without the assistance of an icebreaker should be closely monitored in the VTS centres, and detected deviations must be

reported to the icebreaker responsible for the area.
Req./G2/5 Vessels navigating in a route where a possible grounding could occur must be contacted and informed about the risk.
Req./G2/6* Vessels navigating in a route where complex ice conditions can be foreseen must be informed about this situation and re-recommend the following of the

waypoints.

G3 Traffic organization is given to prevent dangerous meeting, crossing and overtaking situations and traffic congestion. The aim is to improve traffic flow
and ensure the safety of navigation.

Req./G3/1 Vessels must be informed of places and/or circumstances during navigation where/when meeting and overtaking is prohibited
Req./G3/2 For certain vessels and in certain navigational circumstances pilotage is compulsory. VTS operators must inform both the vessel and pilots.
Req./G3/3* During wintertime, VTS centres should be aware about the type of vessel entering the areas and support the work of icebreaker with e.g. inform the vessel

about its restrictions and providing the contact information of the icebreaker coordinator.
Req./G3/4* During wintertime, meeting and overtaking is more common (e.g. in opened path channels in the ice). Moreover, distances between vessels are typically

closer than in open water. VTS centres should closely monitor and support these operations.

* Particular requirements for wintertime navigation: navigation in ice conditions.

Table 5
The identification of the high-level safety constraints for hazard D.2.

Hazard D.2. VTS provide inappropriate navigational assistance to the vessels in the area.

Environmental assumption Requirements Safety constraints (SC)

EA/D.2/1 Req./G2/2 SC. The IALA guidelines and recommendations are implemented in the functioning of all the VTS centres. These are applied and
adapted to the needs of the maritime traffic in Finnish sea areas. This includes:

EA/D.2/2 Req./G2/3 – Acquisition of the most appropriate technology to provide VTS services all year around (including winter ice navigation).
EA/D.2/3 Req./G2/4 – The cooperation with all relevant stakeholders in the provision of navigational assistance (ships, pilots, icebreakers, authorities, etc.)
EA/D.2/4 Req./G2/6 – The safety and business strategy targets stated by VTS Finland and Finnish maritime authorities

SC. VTS Finland periodically reviews the skills of the personnel of the centres.
SC. The operators are trained to be efficient when providing navigational assistance. Demanded basic training by IALA is provided to
operators and supervisors. The training is strengthened by having exercises in simulated environments which are evaluated by training
experts.

Table 6
Elements involved in the execution of the system requirement (Req./G2/2).

Req./G2/2. A vessel approaching to a point of contingency must be informed about the situation and recommendations (guidance) should be provided.

External interface Radio is the most common means used to inform about contingencies in the planned route. In case communication by radio is not possible, other
alternatives must be used.
The requirement could have connection with other organization such as pilots, icebreakers, SAR services, shipping company and any organisation
affected by the logistics chain of the vessel.

Controls and displays Vessels report contingencies to VTS centres via radio. This enables the marking and displaying of the areas of contingency within VTS traffic monitoring
system.

Logic principles Once contingencies are reported, marked and displayed in the VTS traffic monitoring system, VTS operators inform the potential risk to other vessels
approaching the area and provide recommendations about how to proceed.
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and appropriate. For example, when a vessel is violating the speed
limits, instructions should be communicated in line with the system
purpose and restrictions (see Section 4.2.2):

• M/S name: the speed limit in your area is 12 knots, adjust your
speed to a reasonable speed. Thus, avoiding giving instructions such
as: reduce your speed to 12 knots.

Table 9 presents the results of the strengths, weaknesses, opportu-
nities and threats (SWOT) analysis elaborated after the review of the
outcome of the VTS training course.

4.2.5.3. Kpis of the designed VTS Finland SMS (task 6.3 in Fig. 4). The
definition of KPIs of the SMS is developed by executing the analysis of
the context, mechanism, and outcome of the 13 requirements of SMS.
Table 10 presents the analysis of the requirement Req./G2/2 to define
its KPIs. The analyses of the other SMS requirements are presented in
Valdez Banda and Goerlandt (2017). The analyses resulted in the
definition of 31 KPIs for monitoring and reviewing the performance
of the designed SMS. Appendix E presents the list of KPIs for monitoring
the function of the SMS.

This analysis has also identified three dynamic system components
which are essential for ensuring the functioning of the requirements
and the VTS centres. These elements are:

• VTS personnel (particularly operators and supervisors)

• VTS traffic monitoring system

• VTS communication means

Ensuring the functionality of these components is essential.
Therefore, the training of VTS personnel and the maintenance of VTS
equipment are two aspects which demand performance monitoring and
reviewing. Table 11 presents the KPIs for monitoring and reviewing the
function of these components.

4.2.5.4. SMS performance monitoring tool (task 6.4 in Fig. 4). This task
produced a tool for monitoring, reviewing and guiding the performance
of the SMS requirements. It is used for the practical monitoring and
reviewing of 31 KPIs. In addition, the tool assesses and recommends
actions aiming at strengthening the functioning of the SMS. Table 12
presents an example of the practical content and functionality of the
KPIs linked to the requirement Req./G2/2 (listed in Table 4).

Fig. 6 presents the graphical description of the function of the de-
fined KPIs for the requirement Req./G2/2. The figure presents the ap-
plication of the tool based on PDCA process described in Section 3.4.
The entire description of the function of each KPI included in the de-
signed SMS for VTS Finland is presented in Valdez Banda and Goerlandt
(2017).

5. Discussion

5.1. System engineering for designing SMS

System engineering has the purpose of supporting the design and
management of complex systems during their complete functional life
(Blanchard, 2004). The main intention is to develop a good early
planning of the requirements demanded for the proper functioning of
the system. Therefore, system engineering is particularly efficient for
developing and managing the work processes and methodological tools
from their initial design phase.

In the case of SMS, system engineering provides elements to plan
and design the management and control structures required for the
correct functioning of the system. In this study, system engineering
principles have been applied to define the system requirements and
control constraints. These focus on understanding the actual interaction
between the human and technical elements of the system. This inter-
action is essential as it influences the behaviour of the people inter-
acting with the system.

The approach to designing the presented SMS follows the founda-
tions of system theory, particularly the analysis of organizational
hierarchy levels and their emergent properties. The designed SMS fo-
cuses on understanding how these levels are generated, what are the
common boundaries and how these are linked. Moreover, the SMS fo-
cuses on defining the actual communication and control structure at

Table 7
Redefining the design of requirements and safety constraints of the SMS.

Hazard D.2 VTS provide inappropriate navigational assistance to the vessels in the
area.

Safety Constraint to be refined

SC. The operators are trained to be efficient when navigational assistance is provided.
Mandatory basic training by IMO and IALA is provided for VTS operators and
supervisors. The training is strengthened by having exercises in simulated
environments that are evaluated by training experts.

Control structure

Detecting potentially Unsafe Controlled Actions (UCAs)

UCA 1. The training of VTS personnel does not consider the demands and guidelines
of the IALA normative.
UCA 2. The training provided does not match the needs and characteristics of an
actual service provision.
UCA 3. The training does not efficiently consider the scope and limitations on the
provision of navigational assistance.
UCA 4. The training does not efficiently consider the common input from
relevant information systems such as pilots, icebreakers, SAR services, tugs,
weather services and the technology providers.
UCA 5. The external training provider lacks understanding about the actual
context of application and the actual skills to be trained.
UCA 6. The methodology tools and technology implemented by the external
training providers do not match the needs of the demands in the reality.
UCA 7. There is not a complete evaluation of the actual competence of the hired
training provider and there is not review of the quality and efficiency of the
training received.

Redefining of the safety constraint

SC. The operators are trained to be efficient when providing navigational assistance.
Demanded basic training by IALA is provided for operators and supervisors. The
training is strengthened by having exercises in simulated environments which are
evaluated by training experts. This includes:

– Basic training in IMO regulations (e.g. SCTW) and IALA guidelines are considered in
the training.

– The training programme efficiently covers the specifications of the actual scope and
limitation in the provision of navigational assistance by VTS Finland.

– Trainers incorporate the actual characteristics on the exchange of information
between VTS centres and vessels, including the understanding about the common
conflicts during communication.

– Trainers understand and incorporate the roles of relevant stakeholders to the
training offered.

– The external training provider must be accredited and it should prove the
understanding about the actual needs on the provision of VTS. For this, VTS is
responsible for communicating and ensure that these aspects are included in the
service provided by the outsourced entity.

– The provision of training is supported by having exercises in simulated
environments which are evaluated by the responsible for the provision of training in
VTS Finland.

– VTS Finland should perform a review of the efficiency and quality of the content of
the training offered.
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each hierarchy level. This enables the design of a SMS which can un-
derstand the functioning of the organization and how to incorporate the
demands of safety regulations in the actual organizational safety
management.

5.2. Designing maritime SMS based on the STAMP safety intent
specification

Selecting the framework for designing the safety intent specification
incorporated to the STAMP methodology has provided the identifica-
tion of the most relevant safety management elements in each level of
the organizational hierarchy. This enabled the design of a control
structure for the management of safety-critical organizations such as
VTS Finland.

Initially, the analysis of the established quality management system
(Level 0) has enabled the identification, understanding and adaptation
of the management structure and management general practices of the
organization into the initial concept of the SMS.

The continuation of the design process (Level 1) provides the defi-
nition of the core safety elements that the system aims to manage. The
analyses executed at this level identify the hazards and general issues
that the system must control. For this, the structure of the system in-
corporates the detailed description of the events threatening the safety
of the organization (VTS centres). The identified 20 accidents and 26

hazards (see Tables 1 and 2) aim to cover the most critical scenarios
which must be prevented to ensure the functioning of VTS centres.

The prevention of these events is linked to the safety management
practices of the organization which come from the safety goals of the
organization and the demands on regulations. This is represented in the
system environmental assumptions which support the identification of
the requirements and safety constraints of the designed SMS. This re-
sulted in 13 requirements (see Table 4) for executing the safety man-
agement in VTS Finland.

The tasks included at this level support the development of a sim-
plified process to set the system requirements and constraints. The
generated requirements represent a relatively simple set of demands
which cover the provision of VTS in Finland. The foundations of the
system requirements and constraints include the links to the actual
practices (managerial and operational) used to mitigate the system
hazards and to obtain the SMS goals.

The continuation of the process (Level 2) is essential for detecting
stakeholders outside of the organization that are affected by the im-
plementation of the 13 requirements. The description of each require-
ment is extended by identifying the controls and displays utilized in the
actual performance of the VTS centres. This includes the definition of
the logic principles behind the interaction of the SMS requirements (see
Table 6).

This level also executes the redefinition and validation of the system

Table 8
Assessment of the design and implementation of the VTS Finland monitoring system. Aspects to be evaluated and reviewed with the technology and service providers
linked to it.

1. General review of the requirements for the functioning of the designed SMS for VTS Finland

Requirement Status and support evidence

All – Are the requirements informed and detailed explained to the provider?
– Are the assumptions and hazards explained and reviewed with the provider?
– Are the requirements fulfilled by the provider?
– Are the general aspects of the traffic monitoring system improved after reviewing the
requirements with the provider?

2. The requirements of the SMS are linked to the demands in IALA regulations. These include:

IALA regulation Condition evaluated

IALA Guideline 1056
(On the Establishment of VTS Radar Services)
IALA Guideline 1111
(Preparation of Operational and Technical Performance Requirements
for VTS Systems)
IALA Recommendation V-125
(The use and presentation of symbology at VTS Centre)

– Are the demands of the regulation fulfilled?
– Is the connection between the requirements included in the regulations and the requirement of
the SMS clearly specified?

– Are these documents monitored and reviewed?
– What is the status of the opened corrective, preventive or improvement which are produced
after the reviewing of these documents?

Table 9
SWOT analysis of the VTS operators/supervisor detected in the VTS training course.

Strengths:

– Strong background in maritime navigation
– Practical experience in actual ship operations
– Experience in the actual functioning of VTS
– Strong knowledge of maritime contexts
– Strong knowledge of the functioning of the equipment and technologies
– Fast processing of information in different contexts

Weaknesses:

– Usage of the message markers
– Language proficiency and communication

Opportunities:

– Improve the use of message markers by implementing exercises in simulated
environments

– Improve the efficiency of communication internally and externally
– Creating more interactive exercises which include VTS environment and ship
simulators

– Provide training for executing appropriate risk analysis

Threats:

– Experience influences the role of the VTS operators when using the message markers
(assuming how the operator would act in the same context)

– Internally VTS operators speak local language. The communication with vessels is
English. This sometimes causes problems in the fluency of the communication when
internal and external communication are combined.

– The reporting of extraordinary events is demanded in VTS centres. Reporting after a
finalized work schedule may compromise the quality of the reports.
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requirements and constraints by utilizing a process revision tool (the
STPA). This tool supports the strengthening of the basis in the design of
the SMS with an augmented analysis of the requirement and con-
straints, including an extended review of the ways these mitigate the
identified hazards (Dokas et al., 2013; Kazaras et al., 2012). STPA en-
ables the mitigation of the analysed hazards in different causal sce-
narios. This creates a SMS which has the ability to face or avoid hazards
without suffering a complete failure. This is an important aspect also
mentioned in the concept of resilience engineering presented by

Hollnagel et al. (2008).
The next levels (Levels 3–5) provide a means to make a straight-

forward communication of the structure and the requirements of the
SMS. The general map of the requirements of the system (see Appendix
D) provides a simple description of the demands for mitigating the
system hazards. This represents a convenient means to communicate
the structure of the SMS with any system stakeholder. For supporting
the design of the system physical representation, a detailed process for
reviewing the content of the SMS with the provider of the ship traffic

Table 10
Defining of KPIs with the method proposed in Valdez Banda et al. (2016b).

CMO Query Response KPIs

Req./G2/2. A vessel approaching to a point of contingency has to be informed about the situation and recommendations should be provided.

Context What is (are) the main organizational aspect
(s) influenced by the implementation of this
requirement?

VTS personnel, communication means and the VTS
monitoring system.

Providing guidance once contingencies are detected is
essential for supporting ships traffic and for ensuring their
safety. Based on the CMO evaluation the following KPIs
are defined:
KPI/Req./G2/2(1):
Warnings emitted to vessels regarding contingency points
(Outcome KPI)
KPI/Req./G2/2(2):
Vessels directly affected by registered contingency points?
(Monitor KPI)
KPI/Req./G2/2(3):
Actions developed to support the skills of VTS personnel
for providing guidance? (Drive KPI)

What are the tasks linked to the application
of this requirement?

VTS operators monitoring the traffic and informing
about contingencies.

What is the status of the main conditions in
the organization for implementing the
requirement?

Detecting contingency areas and informing the vessel
about these is properly done today.

What and who are responsible for the
requirement implementation and
maintenance?

VTS centres and the vessels in traffic which need to
update the status information.

What is the current link of the requirement
with other norms and regulations?

Link to the demands by IMO SOLAS convention and
IALA guidelines.

Mechanism Which are the main means for the
requirement implementation?

Communication means at the VTS centre and VTS
personnel.

How is the requirement currently
communicated inside and outside of the
organization?

VTS operators and supervisors communicate it to
internal and external VTS stakeholders.

How is the organization capable of ensuring
the understanding of the importance of the
requirement?

The tasks of VTS operators and supervisors are clearly
specified. Moreover, personnel are training for
managing contingencies.

How are the skills and capabilities of the
responsible personnel are evaluated?

The skills of VTS personnel are periodically reviewed.

How is the organization capable of ensuring
the link between the requirement and other
norms and regulations?

The design of SMS includes the demands in IMO
regulations and IALA guidelines and recommendations.

Outcome What is the current fulfilment level of the
requirement?

Areas of contingency are primary aspects to be handled
by VTS centres. The fulfilment level of this requirement
is good.

What are the expected results derived from
the implementation of the requirement?

A more efficient flow of ships traffic and reducing the
complexity during contingencies.

What are the possible negative aspects that
could affect the requirement
implementation?

Reporting habits, such as late reporting or poor quality
in reporting which affects the provision of VTS. Also, the
lack of skills in contingency management.

What kind of improvement can be obtained
after implementing this requirement?

More efficient and safer traffic flow. Better contingency
management and support.

Table 11
KPIs for monitoring and reviewing personnel training and equipment maintenance.

Component KPI

Training (TR) Training and formation of VTS personnel

– KPI/TR (1): Reviewing and strengthening of the skills of VTS personnel (Monitor KPI)
Understanding the needs and demands of the current function of VTS, together with the skills and profile of the personnel.

– KPI/TR (2): Planning and reviewing the annual training programme (Monitor KPI)
Planning the provision of VTS training based on needs and demands detected.

– KPI/TR (3): Reviewing of the quality and efficiency of the training provided (Outcome KPI)
Executing an assessment of the received trained which is performed between training provider, personnel trained and training manager.

Maintenance (MA) VTS traffic monitoring system

– KPI/MA (1): Executed maintenance programme for evaluating and ensuring the functionality of the traffic monitoring system and communication
equipment (Outcome KPI)
A maintenance programme is applied for the key equipment in the centres. Application and following of the programme is essential for ensuring their
functionality.

– KPI/MA (2): Reviewing the efficiency of the maintenance of the equipment (Monitor KPI)
Assessing the received maintenance, including in-house and outsourced maintenance.
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Table 12
Example of the content and functionality of the KPIs for Req./G2/2.

Req./G2/2 A vessel approaching to a point of contingency has to be informed about the situation and recommendations (guidance) have to
be provided.

Current status and input information KPI/Req./G2/2(1) Warnings emitted to vessels regarding contingency points (OI*):

– Status A: Less than 5 warnings reported (in a determined time period)
– Status B: Between 5 and 15 warnings reported
– Status C: More than 15 warnings reported

KPI/Req./G2/2(2) Vessels affected by registered contingency points? (MI*)

– Status A: Less than 3 vessels (in a determined time period)
– Status B: Between 3 and 6 vessels affected
– Status C: More than 6 vessels affected

Conceptual of current safety level of the
requirement

States for defining the current safety level:

– Efficient
– Inefficient

Actions connected to the efficiency of the
requirement

– Action A: Periodical reviews of the requirement and safety constraints linked to it.
– Action B: Make a review of the requirement, including the analysis of the assumptions made to formulate it. Review the
control structure established for analysing the hazards and unsafe controlled actions to make updates which improve the
effectiveness on the transmission of warnings.

– Action C: Make a detailed review of the preliminary hazard analysis to re-evaluate the relevancy of the detected hazards and
discuss other potential threats connected with the function of the requirement. Complement this with the validation and
complete hazard analysis using the STPA.

Actions from Drive KPIs
(See Section 3.3)

KPI/Req./G2/2(3) Actions developed to strengthen the skills of VTS personnel in the provision of guidance? (DI*)

– Action A: Organize meetings and workshops to discuss issues influencing the effectiveness in the provision of warnings and
navigational assistance.

– Action B: Request for training to improve the emission of warnings and the provision navigational assistance. Analyse (with
an outsourced organization) the conflicts in the emission of warnings and provision of navigational assistance.

* OI: Outcome Indicator, MI: Monitoring Indicator and DI: Drive Indicator.

Fig. 6. Functioning of the performance monitoring tool based on the application of the PDCA process. It exemplifies the functioning of the KPIs of the requirement
Req./G2/2.
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monitoring system is proposed (see Table 8). The idea is to represent a
guided review process that must be implemented to those software,
equipment and service providers which contribute to the functioning of
the SMS. This enables the integration of the SMS requirements and
constraints on the tools utilized for completing the operations of VTS
centres.

The culmination of the process for designing SMS (Level 6) focuses
on the provision of process and tools for monitoring, reviewing and
updating the functioning of the SMS. Initially, a structured internal
audit process for reviewing the SMS has been proposed (Valdez Banda
and Goerlandt, 2017). The process adopts the demands established in
the regulations by IALA and simultaneously review the complete
structure of the designed SMS.

The analysis at this level identifies the strengths and areas of op-
portunity in the performance of VTS operators and supervisors (see
Table 9). Strong practical knowledge and understanding of the traffic
operations and the practices implemented for monitoring ship traffic is
the best quality of VTS personnel. The transmission of message markers
and the alignment of communication practices internally and externally
are the detected areas of opportunity. These findings are relevant to
further develop new training strategies for VTS personnel. VTS per-
sonnel considers training as an exceptional context of analysis where
mistakes are permitted and there is plenty of room for discussion and
mutual learning.

This level also applies a process for identifying KPIs which can
measure the performance of the system (see Table 10). The utilized
method provides a systemic review of the requirements of the SMS. This
is essential to understand the function of the KPIs and their contribution
to the functioning of the SMS. The utilized method suits the general aim
of the presented process for designing maritime SMS because it supports
the definition of measurements for reviewing the SMS performance by
analysing the assumptions behind each KPI. The combination of the
assumptions behind the requirements of the SMS and the assumptions
behind the KPI creates a systemic strengthening of the foundations of
the SMS.

The last task of Level 6 offers a practical tool for monitoring and
reviewing the performance of the designed SMS. This tool provides a
systemic application of the KPIs. The functioning of the tool applies a
Plan-Do-Check-Act (PDCA) process which is familiar to organizations
aiming at controlling and improving the general management of their
product or service offering. The tool initially supports the planning of
the expected outcome of the SMS by anticipating (with the definition of
probabilities) the results of the KPIs. It enables the incursion of the
results obtained from the actual measuring of the KPIs. This allows
comparison between the expected (defined probabilities of the KPIs)
and real results (the actual reporting of the KPIs) to generate the level of
efficiency in each requirement. Based on this level, the tool prioritizes
certain action to correct, maintain, and improve the performance of the
SMS.

In general, the proposed design process provides a guide to define
the main structure and content of the SMS. The seven levels cover the
most critical elements of safety management that need to be included in
a system capable of developing and ensuring the safety strategy of VTS
Finland. In the execution of this method, the most challenging aspects
are the amount of information to be processed, and time invested in the
development of each task of the process. This may lead to face some
barriers when the available information is scarce or extensive, and the
time for analysis is not enough. Therefore, the implementation of the
process requires an adequate planning of the tasks with a defined time
schedule. Furthermore, the planning and execution of the process de-
mand the involvement of the actual VTS personnel. They represent the
main reference to ensure the design of an efficient SMS for VTS Finland.
For this, they need to count with adequate resources (knowledge, time,
and supportive tools) for ensuring a positive outcome of the process
application.

5.3. Limitations

5.3.1. Process limitations
The main limitation on the foundations of the STAMP safety intent

specification is the setting of the level of details that the process aims to
cover (Hardy and Guarnieri, 2011). This is also transferred to the
process proposed for designing maritime SMS. This level of details is
based on the safety goals and strategy adopted in the organization. This
represents a complicated task because the organization needs to clearly
define the resources available for designing the system. This creates a
limitation for system designers and engineers who must carefully con-
sider the available resources in the organization to execute and lead the
list of tasks included in the process. Furthermore, the overall control
structure of the SMS at different levels of the organization need to be
finalized. The safety intent specification focus on the development of
the system safety goals and requirements. However, the task to define
the organizational processes and controls that implement these goals
and requirements need to be executed once the designed structure of
the SMS is validated.

5.3.2. Validation
The designed structure and content of the SMS for VTS Finland are

not yet validated. However, a validation process has already been de-
fined and applied together with operators, supervisors and managers at
VTS. Once the analysis of the results derived from the process appli-
cation is completed, the process and its application will be presented in
Valdez Banda et al. (2018). This validation is essential to continue the
development and posterior implementation of the SMS. This provides
an overall estimation of the function of the SMS in terms of analysis and
actual representation of the management of safety in VTS Finland. It
focuses on validating if the designed SMS structure provides a good
representation of the actual safety management in the organization.
This assesses the feasibility of the SMS to continue its development and
define the organizational processes and controls which guide the safety
management practices at the different hierarchical level of the organi-
zation to achieve the safety management strategy of VTS Finland.

Another limitation is the lack of means and processes to validate the
efficiency of the system once it is implemented. Today, SMS are applied
in almost any safety critical organization. However, there are no con-
crete proofs which demonstrate the real benefits of having organiza-
tional SMS. This issue has previously been discussed in other studies
(Dekker, 2004; Guastello, 1993; Hollnagel et al., 2008; Oltedal, 2009).
However, industry sectors such as nuclear, aviation, railway and mar-
itime have evidenced a progress in the safety performance by im-
plementing and continuously improving their safety culture, safety
management practices, and SMS (Celik, 2009; Clarke, 1998;
Hetherington et al., 2006; Liou et al., 2008; McDonald et al., 2000;
Rasmussen, 1997).

5.4. Future work

The reliability and validity of the proposed process are currently
unknown. Future work should be focused on the development of ap-
propriate frameworks for validating the initial structure and the pos-
terior development, implementation, maintenance, and improvement
of the designed SMS. The validation has to be done by those responsible
for the safety management at VTS Finland. This provides elements to
review the reliability of the analyses executed in the design method,
focusing on obtaining arguments for an inter-subjective agreement of
the outcome of these. This is a key issue previously pointed out in the
implementation STAMP in Sharples (2017) and Kee et al. (2017). The
study points out that in the analyses of the Sewol accident presented in
Kwon (2016) and Kim et al. (2016), both analyses utilized STAMP and
these have produced two different control structures for ensuring safety
within the same context.

The validation of the initial structure of the designed SMS provides a
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sustained argument for continuing the development of the SMS. This
focuses on defining the adequacy of the SMS for supporting the VTS
Finland safety policy and the function of the SMS for guiding the or-
ganizational safety management practices and assessing the potential
benefits and challenges of the SMS for the actual organizational man-
agement. One clear needed step for this is the identification and defi-
nition of organizational processes and controls. These need to be de-
fined depending on their purposes, either defining controls utilized to
keep the system safe (state control) or defining controls to transfer the
system back to a safe state when safety violations have occurred
(Wahlström and Rollenhagen, 2014).

The validation of the SMS focuses on confirming that it efficiently
manages and improves the safety performance of the organization and
if it can also generate tangible benefits in the operation of organization.
In the context of the process proposed in this study, this is an essential
task for confirming the importance of investing resources and efforts
since the initial design phase of the SMS. This includes the elaboration
of analysis to represent the balance between the invested resources
(money, time and people) and the actual benefits obtained (monetary
and organizational competitive advantage).

6. Conclusion

This study presents a system and safety engineering process for
designing maritime SMS. This process is proficient in adopting the ac-
tual safety practices of the organization and transferring these into the
functioning of an organizational SMS. Simultaneously, the process is
capable of adapting the demands on regulations into the functioning of
the SMS. Thus, the process provides guidance to elaborate a set of de-
manded tasks to design SMS with a solid foundation in its structure.

The process is applied to design a SMS of VTS Finland. The aim is to
develop the requirements and control constraints which can govern and
guide the functioning of VTS centres with the purpose of ensuring the
safety of ship navigation in Finnish sea areas. This has resulted in the

design of 13 safety requirements which contain the definition of the
control constraints utilized to manage the safety of ship traffic in
Finnish sea areas all year around.

In the application of the proposed process different tools have been
provided to review the safety performance of the SMS and to revise the
objectives and general functioning of the SMS with internal and ex-
ternal stakeholders. In general, the process provides several procedures
and tools for planning the design of a SMS which can be posteriorly
executed and maintained in a smooth and systemic manner. This aims
at preventing unpredicted and expensive modifications afterwards.

In general, the proposed process and its application provide a sys-
tematic identification of key aspects that need be ensured in the man-
agement of safety at VTS. This systematic identification is essential for
understanding the constitution of the safety management practices
within an organization, incorporating a clear trace of these practices
among the organizational structure. This is reflected in obtaining a
clear and systematic description of the safety management in VTS
Finland, providing details for developing, implementing, and main-
taining the aspects of the safety management strategy linked to the
designed SMS.
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Appendix A. Process included in VTS Finland quality management system (see Section 4.2.1)

Process IALA guideline

Routine processes
A. Identification of ships entering the areaProcess for identifying and monitoring those vessels entering

certain VTS area.
1056; 1111; 1089; 1105; 1083; 1102;
1071; V-127; V-103

B. Identification of ships leaving portProcess applied for identifying and monitoring those vessels
leaving port.

1089; 1083; 1102; 1071; V-127

C. Provision of VTSThe process is activated when the process 1 or 2 started. This includes ship’s route
to be monitored, routing the vessel, warnings, navigational conditions, assistance requests and
organizing traffic in general

1089; V-127

D. The Gulf of Finland Reporting System (GOFREP)This is used for monitoring purposes depending on
the navigational operations existing at the Gulf of Finland. It includes the reporting of deviations.

1018; V-127

E. Aland Sea Traffic Separation Schemes (TSS)The process attempts to ensure a safe navigation in this
area where restrictions are set based on the complexity of this navigational section.

1105; 1110; 1071; V-127

F. PilotingThis process is for transferring information to the pilot for performing its duties. 1102

Deviation processes
G. Reporting of deviationsProcess for reporting deviations identified during traffic monitoring. Thus,

VTS must intervene in the case of alerts and reported extraordinary events.
1111; 1089; 1102; 1071; 1110; 1018; V-
127

H. Safety device fault recognitionThe process defines the actions to be taken if there any problem with
the aids for navigations e.g. buoys and lighthouses.

1111

I. Places of refugeThis process supports the problems and emergencies of the vessels navigating the
area, and the designation of places for solving the problem affecting the vessel.

1110; 1071; 1089; V-127

J. Internal deviations in the VTS centresThe process refers to technical problems or emergencies in the
VTS centres

1110; 1111; 1018
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K. Deviations in pilotingThis manages and supports any unusual event during piloting services. 1102

Arrangements during wintertime
L. Arrangement and management of waypointsThe icebreaker coordinator of an area set/decide the

waypoints and inform this to the VTS. VTS communicate this to the vessels in the area.
1102; 1018

M. Modification of the Traffic Separation Schemes (TSS)This process describes the removal of TSS
(depending on the ice conditions).

1102; 1110; 1071; 1018; V-127

N. Agreement on the use of tug boatsThe process describes the using of tug boats for opening fairways
in ice conditions.

1102; 1018

O. Opening channel paths in coastal areas of the Gulf of Finland (GOF)Process is implemented when
ice conditions are extreme in the GOF.

1102; 1018; 1089; V-127

Turku radio
P. Turku radio (marine warnings and weather reports)This process provides aids for navigation (e.g.

information about buoys, traffic and weather reports, ice reports, icebreaker locations and
waypoints).

1089; 1018; V-127

Q. Turku radio (emergency treatment)This process describes the management of emergency situations
via Turku radio, including coordination with SAR services and any relevant stakeholder.

1089; 1018; V-127

Supportive processes
R. Feedback reception and processingThis process ensures that feedback is provided to any stakeholder

when necessary
1089; 1018; V-127

S. Adapting changes in regulations.The process ensures that changes in regulations are analysed and
adopted.

1018; 1089; 1102; V-127

T. Developing training and competencesThe process describes the arrangement made by VTS Finland
to ensure that VTS personnel is competent and properly trained.

1032; 1017; 1027; 1014; V-103; V-127

Appendix B. Analysis of the severity and likelihood of the identified hazards (see Section 4.2.2)

B.1. VTS Finland hazard analysis

Hazard Severity Likelihood

H T E P

A.1 3 1 2 4 Low
A.2 3 1 2 4 Low
A.3 2 1 2 3 Low
A.4 3 1 2 3 Low
B.1 1 1 1 2 Medium
B.2 2 1 1 2 Low
C.1 1 3 1 2 Low
C.2 1 3 1 1 Low
C.3 1 2 1 1 Low
C.4 1 2 1 2 Medium
D.1 3 3 3 3 Low
D.2 3 3 3 3 Low
D.3 3 3 2 2 Low
D.4 2 3 2 3 Low
D.5 2 3 2 2 Low
D.6 4 3 3 4 Low
D.7 2 2 3 2 Low
D.8 4 3 3 4 Medium
E.1 4 3 4 4 Medium
E.2 4 3 4 4 Low
F.1
F.1.1 3 3 4 4 Mediu
F.1.2 2 2 2 1 High
F.1.3 2 2 2 2 Medium
F.1.4 2 3 2 3 Medium
F.1.5 3 3 4 4 Medium
G.1
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G.1.1 3 3 2 3 High
G.1.2 2 3 2 2 High
G.1.3 2 3 2 2 High
G.1.4 2 3 2 2 Medium
G.1.5 3 3 4 4 Medium
G.1.6 2 1 1 3 High
G.1.7 3 3 3 3 Medium
G.1.8 1 2 2 3 Medium
H.1 4 3 4 4 Medium
I.1 4 2 3 4 High
J.1 4 2 3 3 High
K.1 3 2 3 3 Medium

B.2. Description of the severity levels in the hazard analysis

Severity
level

H
Human

T
Traffic operations

E
Environment

P
Property

4 Loss of life Traffic operations discontinued Catastrophic impact to the
environment

VTS centre/ship loss

3 Severe injury or illness Major impact to the operations Major impact to the environment VTS centre/ship major damage
2 Minor injury or illness Minor impact to the operations Minor impact to the environment VTS centre/ship minor damage
1 Insignificant injury or

illness
Insignificant impact to the
operations

Insignificant impact to the
environment

VTS centre/ship insignificant
damage

B.3. Description of the likelihood in the hazard analysis

Likelihood Description

High Frequent events
Medium Occasional events
Low Isolated/unlikely events

Appendix C. The link between the SMS requirements and hazards (see Section 4.2.2)

Requirement Hazard

A B C D.1 D.2 D.3 D.4 D.5 D.6 D.7 D.8 E.1 E.2 F.1 G.1 H.1 I.1 J.1 K.1

Req./G1/1 X X X X X X X X X X
Req./G1/2 X X X X X X X X X X
Req./G1/3 X X X X X X X X X
Req./G2/1 X X X X X X X
Req./G2/2 X X X X X X X X X X
Req./G2/3 X X X X X X X
Req./G2/4 X X X X X X X X X
Req./G2/5 X X X X X X X X
Req./G2/6 X X X X X X X X X X
Req./G3/1 X X X X X X X X X X X X
Req./G3/2 X X X X X X X X X X
Req./G3/3 X X X X X X X X
Req./G3/4 X X X X X X X X X
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Appendix D. Map presenting the general goals of VTS Finland, the SMS requirements in each goal, and the connection to the identified
hazards (see Section 4.2.4)

Appendix E. KPIS of the VTS Finland SMS (see Section 4.2.5)

KPIs per requirement

1. KPI/Req./G1/1(1): Percentage of vessel reporting when entering a VTS area (if possible classified by VTS areas) (Monitor KPI)
2. KPI/Req./G1/1(2): Actions developed to improve the vessel reporting (in each VTS area) (Drive KPI)
3. KPI/Req./G1/1(3): The initial status of vessels when entering VTS areas is commonly (Outcome KPI)

4. KPI/Req./G1/2(1): Percentage of efficiency of the VTS monitoring system to represent (portray) ship routes? (Monitor KPI)
5. KPI/Req./G1/2(2): Reported malfunctions compromising AIS? (Outcome KPI)

6. KPI/Req./G1/3(1): Efficiency of the actions made by VTS to ensure vessels listen to the VHF channels? (Monitor KPI)
7. KPI/Req./G1/3(2): Actions developed to improve the information sharing in VTS (Drive KPI)

8. KPI/Req./G2/1(1): Reported speed violations occurred in VTS areas (Monitor KPI)
9. KPI/Req./G2/1(2): Actions made by VTS to efficiently inform about existing restricted areas? (Drive KPI)
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KPIs per requirement

10. KPI/Req./G2/2(1): Warnings emitted to vessels regarding contingency points (Outcome KPI)
11. KPI/Req./G2/2(2): Vessels directly affected by registered contingency points? (Monitor KPI)
12. KPI/Req./G2/2(3): Actions developed to strengthen the skills of VTS personnel in the provision of guidance? (Drive KPI)

13. KPI/Req./G2/3(1): Warnings emitted to prevent close quarter situations/too small CPAs? (Monitor KPI)
14. KPI/Req./G2/3(2): Number of actual collisions reported? (Outcome KPI)
15. KPI/Req./G2/3(3): Actions developed to strengthen the skills of VTS personnel in the handling of the demanded tasks after a collision alarm is

registered? (Drive KPI)

16. KPI/Req./G2/4(1): Navigational assistance provided to ships formed in convoys where icebreaker is not present? (Monitor KPI)
17. KPI/Req./G2/4(2): Reported incidents in convoys where icebreaker is not present? (Outcome KPI)
18. KPI/Req./G2/4(3): Reported accidents in convoys where icebreaker is not present? (Outcome KPI)’
19. KPI/Req./G2/4(4): Joint actions between VTS and icebreakers to support winter navigation operations? (Drive KPI)

20. KPI/Req./G2/5(1): Ships detected and contacted due to potential drifting to the edge of a fairway? (Monitor KPI)
21. KPI/Req./G2/5(2): Vessels with a late response when these are contacted due to the risk of collision or groundings? (Monitor KPI)
22. KPI/Req./G2/5(3): Groundings reported within areas of the VTS Finland? (Outcome KPI)

23. KPI/Req./G2/6(1): Warnings emitted to vessels regarding difficult ice conditions and for recommending to follow the WPs? (Monitor KPI)
24. KPI/Req./G2/6(2): Request made to vessel for cutting off another vessel from ice (icebreakers are not involved)? (Monitor KPI)

25. KPI/Req./G3/1(1): Number of accidents registered in conditioned navigational areas? (Outcome KPI)
26. KPI/Req./G3/1(2): Type of actions executed to strength the traffic organization in the VTS centres? (Drive KPI)

27. KPI/Req./G3/2(1): Incidents during the coordination and initial provision of pilotage services? (Outcome KPI)
28. KPI/Req./G3/2(2): Type of actions executed to strength the cooperation between VTS and Pilots? (Drive KPI)

29. KPI/Req./G3/3(1): Interventions to guide and organize the traffic during wintertime (navigation in ice conditions)? (Monitor KPI)

30. KPI/Req./G3/4(1): Operations monitored due to their complexity? (Outcome KPI)
31. KPI/Req./G3/4(2): Navigational assistance caused by the characteristics of the operation and ice conditions? (Drive KPI)
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