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Energy-efficiency in security of 5G-based IoT: An
end-to-end adaptive approach

Hamed Hellaoui, Mouloud Koudil and Abdelmadjid Bouabdallah

Abstract—The challenging problem of energy-efficiency in se-
curity of the Internet of Things (IoT) is tackled in this paper. The
authors consider the upcoming generation of mobile networks,
5G, as a communication architecture for the IoT. The concept
of adaptive security is adopted which is based on adjusting the
security level as per the changing context. It has the potential of
reducing energy consumption by adapting security rather than
always considering the worst case, which is energy-consuming.
The consideration of 5G introduces new dynamics that can be
exploited to perform more adaptation. The proposed solution
introduces an intelligence in the application of security, from the
establishment phase to the use phase (end-to-end). The security
level related to the used cryptographic algorithm/key is adapted
for each node during the establishment phase, so to match
with the duration of the provided services. A new strategy is
formulated that considers both IoT and 5G characteristics. In
addition, a solution based on the framework of coalitional game
is proposed in order to associate the deployed objects with the
optimized security levels. Moreover, the application of security is
also adapted during the use phase according to the threat level.
Trust management is used to evaluate the threat level among the
network nodes. While existing works focus on performing the
adaptation during the use phase, the proposed approach achieves
more adaptation through the consideration of both IoT and 5G
dynamics. Analysis and performance evaluations are conducted
to show the effectiveness of the proposed end-to-end approach.

Index Terms—Internet of Things (IoT), 5G, Adaptive security,
Energy-efficiency, Game theory, Trust management.

I. INTRODUCTION

Considered as one of the most technology affecting our life,
the Internet of Things (IoT) is gaining much attention [2].
Analysts at ’Business Insider’ estimate that 34 billion devices
will be connected by 2020 [3]. Meeting the demands of IoT
applications will require relying on an efficient architecture for
communication. In this context, the 5" generation of mobile
networks, 5G, will be the communication standard to support
diverse and densely connectable devices [4]. As the IoT growth
will continue over the next years, the consideration of 5G as
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communication architecture for the IoT is the current trend.
This combination, which is increasingly being approached
as the Internet of Everything (IoE) [5], is giving rise to
new type of services that meet user expectations. Despite all
those potentials, a large-scale acceptance of such technology
depends on its robustness and security.

Security services are typically provided by apply-
ing schemes such as encryption/decryption and signa-
ture/verification. These schemes are generally designed to
maintain a high level of security against attacks, and are known
to be resource-intensive. In the other hand, when considering
the IoT, many connected devices are resource-constrained.
Objects, such as sensors and RFID tags, can be limited in terms
of energy, memory, computation, and storage. In addition, as
such devices can be battery-powered and expected to operate
for a long time, energy consumption is very critical for the IoT.
Heavy security could lower the lifetime of IoT services and
deviate the objects from their main tasks. Therefore, security
services must be adapted to meet the energy-constrained nature
of the IoT, while considering the 5G architecture.

Energy-efficiency has always been a challenging problem in
security [6]. In this context, adaptive security is considered as a
key method allowing to reduce energy overhead of security in
resource-constrained networks. It consists in adapting security
levels depending the context. Indeed, static security must
always consider the highest level, which generally consumes
energy. Thus, adaptive security aims at associating to each
situation its required level of security. This is justified by
the dynamics that affect the reasons for security. Several ap-
proaches are proposed in the literature [7]-[14]. However, the
consideration of 5G as a communication architecture for the
IoT introduces new dynamics that can be exploited to reduce
energy overhead of security. As 5G is becoming the main
communication standard for the IoT, such consideration would
be vital for reducing energy consumption in IoT security.

Existing adaptive security approaches do not take into
account the new trend of 5G. While they focus on performing
the adaptation during the use of the security service, 5G-
based architecture would allow performing it before. This
paper proposes an end-to-end adaptive security approach for
5G architecture-based IoT. The adaptation is first performed
at the security establishment phase, where the security level
is assigned according to the duration of the service. The
adaptation is then performed at the use phase by the IoT nodes,
depending on the treat level. This end-to-end adaptation would
significantly contribute in saving the energy of the objects
while performing security services. Major contributions of the
paper are the following:



o The authors advance the concept of end-to-end adaptive
security, which allows performing security adaptation
during the establishment phase and the use phase. This
concept is motivated by considering the dynamics of IoT
and 5G.

o A strategy is introduced to formulate the security level
required for each node at the security establishment
phase. Moreover, a coalitional game solution is proposed
to associate objects with the optimized security levels. A
player transfer function is defined and the stability of the
game is proved.

« A trust management model is proposed to evaluate threats
and adapt security during the use phase. The model
accounts for direct interactions, observations and also
recommendations. Moreover, the model advances the
principle of relevance of the trust to deal with the dynamic
of the trust value and the principle of the future nearest
experiences/observations to cope with the credibility of
the recommendations.

o The authors provide analysis and performance evaluations
of the proposed solution. The results reveal that consider-
ing different security levels can lead to enhanced energy-
saving only when it is associated with an optimized
solution and prove the effectiveness of the coalitional
game proposition. Moreover, the authors provide an im-
plementation of the proposed trust management scheme
on the top IoT communication standards and discuss the
obtained results.

The rest of this paper is organized in the following fashion.
A background on adaptive security approaches is provided
in Section II. Section III discusses the dynamic nature in
IoT based on 5G architecture. The basic idea behind end-
to-end adaptive security and the considered system model are
presented in Section IV. The two proposed security adaptation
solutions at the establishment phase and at the use phase
are respectively introduced in Section V and Section VL
Performance evaluations are provided in Section VII. Finally,
section VIII draws conclusions of this work.

II. BACKGROUND ON ADAPTIVE SECURITY APPROACHES

Adaptive security provides an efficient means to reduce
energy consumption. As it is based on adjusting the security
level depending on the context, the main issue is to determine
the required level without compromising security. Different
approaches are proposed in the literature. These solutions
can be classified in two categories: threat-centered and data-
centered (Fig. 1) [6].

A. Threat-centered adaptive security

Threat-centered adaptive security approaches rely on eval-
uating threats in order to dynamically adapt security. Rather
than systematically considering the highest level, security is
adapted according to the threat level. For instance, Hamdi and
Abie propose in [7] a Markov game-based adaptive solution
for the IoT. They provide a mathematical framework that
models the dynamic context (including threats and resources)
and enables adapting security.

Adaptive security
approaches

* Evaluate threat to adapt « Evaluate data sensitivity

%_i security to adapt security
2« No need for security if * No sensitive data does
a there is no threat not require security

3 Hamdi and Abie [7] Taddeo et al. [11]

g Lietal. [8] Taddeo et al. [12]

5 Chigan et al. [9] Mauro et al. [13]

Younis et al. [10] Keeratiwintakorn el al. [14]

Fig. 1: Adaptive security classes.

Other solutions are based on trust management to evaluate
threats in the surrounding. In [8] Li et al. propose a trust-
based model that adapts routing security in Mobile Ad-hoc
Networks (MANETS). It reduces verifying certificates at every
routing step when a node trusts the one it interacts with. The
framework proposed in [9] allows adapting security services
in MANETS. It provides a self-adaptation module to adapt the
security depending on the trust evaluation of the surrounding.
Younis et al. tackle in [10] data routing security in Wireless
Sensor Networks (WSNs). The proposed model allows to
adapt encrypting level of the data being transmitted according
to the trust of the path. This trust is determined by the
least trusted node in the path. In our paper, we advance
the existing works on trust management for adaptive security
by considering the inherent dynamics characterizing the IoT.
Moreover, we also deal with the issues of the relevance of the
trust and the credibility of the recommendations which are not
tackled in the previous works.

B. Data-centered adaptive security

Unlike the first category, data-centered approaches focus
on the data to secure to take adaptation decisions. The goal
is to adapt security according to data sensitivity rather than
always considering the highest level. In [11], Taddeo et al.
propose an adaptive solution for WSNs. Each application is
associated to security requirements. When the current en-
ergy constraints cannot satisfy application requirements, the
security is gradually decreased. In another work, Taddeo et
al. [12] propose an adaptive model for Energy-Harvesting
Wireless Sensor Networks (EH-WSNs). Each packet has a
security suit that represents the supported measures. Security
lowering is performed only when the system energy constraints
cannot be satisfied. However, as raised by the authors, lowering
the security of the communication increases the potential of
attacks for data that are transmitted in these periods.

In [13], Mauro et al. propose an adaptive security approach
for EH-WSNs. Depending on its energy level, a node can
dynamically adapt its security mode and inform its neighbors
about the current mode. A sender can choose its next hop
based on packet’s criticality.

The approach proposed in [14] introduces an adaptive model
for wireless devices. It allows to adjust the strength of security



services according to the number of years information need to
be protected. This is based on the assumption that the number
of years during which information need to be protected is
known.

C. Discussion

The two adaptive approaches are distinguished based on the
consideration used to take adaptation decisions. While threat-
centered security focus on evaluating threats in the surrounding
(no need for security if there is no threat), data-centered
approaches are interested in the data to secure (if the data
are not sensitive, no need for security). We can note that these
approaches perform adaptation during the use of the security
service. While the security service is being in use, it will
be adapted depending the threat level or the data sensitivity.
However, the authors argue that adaptation can be considered
even before the use of the security services. The emergence of
5G along with the different applications of the IoT introduce
novel architecture with new dynamics. Efficient consideration
of these dynamics would allow more adaptation of security,
which will result in better energy saving for objects and longer
duration of their services.

III. DYNAMIC NATURE IN 5G-BASED IOT

With the huge expansion the Internet of Things is knowing,
the forthcoming generation of mobile networks, 5G, is becom-
ing the standard to be used for communication. This gives
rise to new dynamics that come from these two networks.
Indeed, the IoT is a very dynamic environment by nature.
Some objects might join the network for a long time, while
others may stay for a while then leave. This is the case
for group communication which reflects many collaboration
aspects in the IoT [15]. In such scenarios, a node joins the
communication of a group with the purpose of providing or
consuming services. Once its goals are achieved, the node
will no longer be interested in the communication and leave
the group (e.g., video on demand, multi-cast media streaming,
etc.). This represents a dynamic in terms of the participation
of the node in the communication. In addition, due to the
battery-powered nature, an object might leave the network
when its battery is empty. Changing the batteries is difficult
in many situation, where the objects are operating in hostile
environment without any human intervention. As consequence,
battery depletion is associated in many cases to the halt of the
services provided by the corresponding object.

In its turn, 5G is introducing a novel dimension of dynamic
in networks, which is mainly enabled by the softwarization
of the network. Network Function Virtualization (NFV), and
Software Defined Networking (SDN) are key technologies for
5G [4]. The concept of NFV is based on running network
functions as softwares on the top of standard Virtual Machines
(VMs) and through a virtualization platforms. As for SDN, it is
based on the separation between the control plane and the data
plane, and enables interworking of different Virtual Network
Functions (VNFs) running on different VMs. These two tech-
nologies together enable the dynamic creation and orchestra-
tion of many services on demand. 5G also relies on the concept
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Fig. 2: Dynamic nature in 5G architecture-based IoT.
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of network slicing. The latter is based on creating virtual
network slices on the top of a common physical infrastructure.
Each slice represents an independent virtualized network and
is composed of multiple virtual resources customized to deliver
an optimized solution [16]. All those technologies will provide
the required functionalities to ensure 5G principles in terms
of dynamic configuration, flexibility, scalability, and elasticity,
allowing therefore network administrators to orchestrate and
manage the different services [17].

Beside the fact that these 5G functionalities started at
transport network, they are becoming involved in the Internet
of Things and among IoT devices. The softwarization and the
programmability of the network has been also proposed for use
in the IoT. The consideration of the principle of SDN, along
with NFV, would ease the configuration and the management
of the different objects, as well as their related services. This
would also enable the network to evolve as new objects and
their services can be introduced to the network. Mobile net-
works are nowadays accommodating more and more hetero-
geneous devices with different QoS requirements [18]. Such
requirements include the duration of the provided services.
Moreover, different scenarios in opportunistic networks are
also associated with a huge dynamic in terms of the related
duration of the executed services (e.g., data dissemination and
delivery [19], [20]). In addition, the communication between
the involved devices is opportunistic and dynamic. This can
pave the way for performing security adaptation. Recent works
have tackled software defined networking for IoT operating
systems such as TinyOS and Contiki [21], [22]. Slicing the [oT
would also enable the adaptation to the different characteristics
that vary depending the end-user requirements and the plethora
of vertical applications the IoT is involved in [23]. This
would be translated into on-demand and dynamic participation
of nodes in communication. Therefore, in addition to the
dynamics that characterize the IoT, 5G dynamics need also to
be considered when used as a communication infrastructure
for the Internet of Things. Fig. 2 schematizes the dynamics
that characterize 5G-based IoT.

IV. VISION OF END-TO-END ADAPTIVE SECURITY &
SYSTEM MODEL

While existing works on adaptive security perform adapta-
tion during the use phase, the authors argue that this can be



considered even before. The proposed solution in this paper
provides an end-to-end approach for security adaptation. In
addition to the use phase, adaptation is also performed during
the security establishment phase, leveraging both IoT and
5G dynamics. The security level related to the cryptographic
keys is adapted during the establishment phase according
to the estimated duration of the services to be provided by
the objects. As discussed previously, the objects can offer
their services on demand and are very dynamic in terms of
their participation in the communication. The idea is to make
the security level following this dynamic. In addition, the
security level is adapted even during the use phase. This double
adaptation will allow preserving more energy in 5G-based IoT
networks.

The consideration of 5G as a communication infrastructure
allows introducing more dynamic in the network in a way
to reach application requirements. Thanks to the underlying
softwarization and the programmability of the data plane, it
has become possible to update nodes’ contributions in the
routing process. This can be issued by a control plane such
as an SDN controller. As stated in the previous section, the
programmability of the data plane has been considered for
different IoT and WSN operating systems, such as TinyOS and
Contiki, to cope with changes and dynamic of the applications.
Such characteristics, which are not available in legacy WSN,
enable more dynamic in the network, but also provide the
necessary information about the service duration. Moreover,
virtualization is also being considered for IoT objects, enabling
to run different and isolated services on the top of the same
IoT object. This further increases the dynamic of the provided
services by the IoT nodes. The proposed end-to-end adaptive
approach take advantage of the availability of different services
and of their duration to adapt security accordingly in the
establishment phase (in addition to the use phase).

We consider an IoT environment consisting of heteroge-
neous nodes. Let P be the set of the deployed objects.
A summary of employed notations is provided in Table I
(different notations are also shown in Fig. 3 and Fig. 4). The
underlying communication is based on the 5G architecture.
The management of the network and the underlying services
are ensured by the orchestrator. This is performed as per the
requirements of the different applications. To efficiently ensure
its functions, the orchestrator is aware of the different infor-
mation related to the objects (their type, capacity, resources,
offered services, etc.). Fig. 3 provides a general overview of
the considered architecture.

As for security, we consider a widely adopted scenario (used
in many related works as [7], [8], [10], [13]) related to data
origin authentication. Request messages are only issued by
nodes authorized to do so, and can be very critical. Examples
of such messages are requesting a node to change its position,
asking a node to perform actions on the environment, etc.
Given the nature of the IoT, some nodes could be compromised
and target the malfunctioning of the network. Adversary
nodes are interested in injecting bug messages in the network
pretending to be from authorized nodes. If succeeded, this
would have catastrophic consequences on the network and
beyond. Therefore, a node associates an authenticator to each

Application Application
—— >

Network JB

Z .. Node stopped
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(specify the security
level k € K to be used
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Node with = @
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A node p € P uses the function Athy(m) to associate an authenticator to the generated
message m (k € K is the security level).

The recipient uses the function Ver; (m) to verify the authentication of the received
message.

Fig. 3: General architecture for the proposed solution.

Notation Description

P Set of objects; [P| = P.

N(p) Neighbors of the object p € P.

K Set of security levels; [K] = K.

Athy(m) | The authentication function of message m generated by
p using its security level k.

Very(m) | The function of verifying the authentication of p’s mes-
sage, m, using its security level k.

V(p) Nodes which will verify p’s messages.

V=1(p) Nodes which p will very their messages.

d(p) Lifespan associated the service provided by p.

p(k) Lifespan associated to the security level k.

At Time between security expiration and renewing.

Cp Tolerable security renewing times for the object p.

S Set of coalition; S = {S1,S2,...,SK}.

Sk A coalition; Set of players using the security level k& € K.

s, (p) Payoff of the player p € Sk.

w(Sk) Characteristic function of the coalition S.

Sk >P S | The transfer operation of the player p € Sp to the
coalition Sy/.

Thq Trust level that p € P associates to g € P.

Epq The experience component of the trust Tpq.

Opq The observation component of the trust 7Tpq.

Rpq Recommendation component of the trust 7Tpq.

TABLE I: Table of notations.

message it generates. The recipient node can therefore verify
the authentication the received message and ensure its origin
before considering executing its content. In addition, in order
to prevent spreading bug messages in the network, the message
sent by a node p € P are also authenticated over its path to
the destination by the relay nodes. Although this will prevent
spreading bug messages in the network, preforming this pro-
cess systematically is energy consuming. We denote by V(p)
the nodes which will verify p’s messages and by V~!(p) the
nodes which p will verify their messages. As shown in Fig. 3, a
security optimizer entity is used in the considered architecture.
It holds the logic allowing to specify the security level to be
used for each object in the network. It also coordinates with
the orchestrator to get the required information to perform
security optimization. Different security levels are supported
by the objects. The set of security levels is denoted by K.
The authentication and verification of the message m sent by
p depends on its assigned security level. Let Athy(m) and
Veri(m) denote respectively the function of authenticating
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Fig. 4: Security adaptation at the establishment phase.

and verifying the authentication of the message m generated
by p using its assigned security level k € K.

The provided solution in this paper proposes an end-to-end
adaptive approach of two phases; the establishment phase and
the use phase. The details about the two phases are respectively
provided in the next two sections.

V. SECURITY ADAPTATION AT THE ESTABLISHMENT PHASE

The aim of this phase is to adapt the security level at the
establishment stage. When it comes to cryptographic keys,
their sizes reflect the security level. The more the size is
big, the more the security level is high. Indeed, each key is
associated with a lifespan. The latter represents the estimated
time required to recover the key using the efficient algorithms
and machines. For instance, RSA cryptosystem security is
based on the hardness of the Integer Factorization Problem
(IFP). The latter can be solved (recovering the the private key
from the public one) using Pollard’s rho algorithm. The more
the key size is big the more time would be required to complete
the process. We define a security level by a cryptographic
algorithm and a key, and we use the set K to refer to the
set of the supported security levels by the objects. However,
high security levels consume more resources compared to
lower ones, for both nodes verifying and authenticating the
messages. When an object is intended to remain in the system
or provide its services for a small duration, employing high
security levels for authentication would consume unnecessary
resources. The idea behind the proposed security adaptation
during the establishment phase relies on optimizing the secu-
rity levels associated to each node.

When it comes to specifying security levels, static security
must always consider the highest one. This does not take
advantage of the nature and the characteristics of 5G-based
IoT. The burden associated to a such strategy can be under-
stood from Fig. 4 (a). Here, ¢(p) and (k) stand respectively
for the estimated lifespan for the service provided by the
object p and the security level £ employed by p. Beside the
fact that the highest level ensures the enough security, the
latter is maintained a long time after the end of the offered

service. This is indeed qualified as unnecessary. Intelligent
optimization of the security level could reduce the overhead
while maintaining the security for the connected objects.

In the proposed scheme, the security level is established
according the service duration of the related object. The
association is performed by the security optimizer module.
The latter coordinates with the orchestrator to get the required
information about the provided services in order to establish
the optimized security levels. Indeed, the lifespan of the
service provided by the object p can be estimated consid-
ering two situations: known service duration and unknown
service duration. The first case reflects the situation where
the service duration is known in advance. For instance, a
deployed object, p, could be requested to provide a service
for a fixed duration. In contrast, the unknown service duration
corresponds to the situation where the lifespan of the service
is not known in advance. In this situation, the service duration
can be maximized by the object’s lifetime. Indeed, many
IoT objects are battery powered and their lifetime is limited.
The depletion of the battery directly implies stopping the
provided services. Without losing in generality, the authors
consider that the service duration can always be provided by
the orchestrator. Bounding the object’s lifetime, a topic which
has been addressed in other works such as [24]-[26], is not
within the scope of this article.

Given the service duration of an object, providing the latter
with a minimum security level that can ensure the entire
service duration would maintain security. Fig. 4 (b) illustrates
this principle where the chosen level k& ensures the enough
security for the services provided by the object p. In this case,
as the security service is performed with that level, the related
energy consumption is reduced compared to the highest level.
Moreover, we argue that the security level can even be issued
with a lifespan less than the entire service duration of the
object. Before the end of security level’s lifespan, a security
renewing process must be triggered. We consider that security
renewing implies renewing the key. This process should be
repeated until the end of the service provided by the object.
An illustration of this principle is provided in Fig. 4 (c). As



the security operations are performed with a lower level, the
related energy consumption could be more reduced compared
to the use of bigger ones. However, security renewing is
associated to an overhead which is related to generating and
securely distributing the cryptographic keys. Consequently, a
trade-off must be established to associate security levels while
ensuring the lowest energy consumption. In addition, we also
consider that the service provided by an object p can tolerate
a maximum number, Cp, of renewing operations, which is
determined by the service requirement. The effective number
of renewing operations an object p will be subject to can
therefore be approached by %, where At is the time
between security expiration and renewing. Consequently, the
security optimization solution must maintain the following

condition:
k
n; < C
{ b o) (1

k __
My = Ste)—At-

The energy consumption, ,, of an object p is expressed
as the sum of energy allocated to each operation performed
by the node; processing, communicating, sensing and actuat-
ing. This is materialized by equation (2). The consumption
associated to sensing and actuating operations are defined
in terms of the amount of data related to these opera-

tions (resp. wf and 7;;‘) and the related energy consump-
tion per bit (resp. w, and w;‘). The energy consumption
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The underlying consumption of a node p depends on several
parameters, including the employed security level k, but also
the security level &’ employed by the node p’ € V~1(p). Both
affect the authentication and the verification operations, and
also the number of key renewing operations (reflected by the
variables 77]; and 77}’;// ). This shows an interdependence between

the security levels to be established for the network nodes.
Considering the fact that the security optimizer module aims
to establish the optimized security level for each node, this
problem complex to solve especially for a large network.

In order to efficiently select the security level for each
node, this paper proposes a solution based on the framework
of coalitional game. The game is defined among the set of
objects, P, which are considered as players. A coalition Sy,
groups the players which will be associated with the security
level k. The goal is to form the coalitions in a way that the
profit of the underlying players will be increased.

Having said the above, we can deduce that the number of
coalitions is exactly the number of security levels. Let S =
{81,...,8Kk} be the set of coalitions. As each player (IoT
object) will be associated with one security level, the set of
coalitions will involve separate players; i.e., VSk, Sy € S :
Sk # S = Sk [ S = 0. The payoff of a player
is defined to reflect the problem to optimize, which is based
on the energy consumption as depicted in equation (3). Here,
&§p " represents the maximum energy that can be consumed by
the node p. Thus, increasing the payoff of a node is translated
in reducing its energy consumption.

s, (p) = & = &

Each coalition Sy, is associated with a characteristic function
w(Sk). The latter is based on the payoff of the underlying
players. To define the characteristic function of a coalition,
the sum of the payoff of the associated players is used, as
shown in equation (4);

w(Sk) = Y Ts, (p). )

PESk

P € Sk 3)

In order to form the coalitions in a way to optimize
the payoff of the associated players, coalitional games are
characterised by a dynamic allowing the players to change
their coalitions. The players are selfish and each one aims to
increase its payoff without caring about the other players. To
enable this dynamic in the proposed game, the authors define
a transfer operation which allows a player to be transferred
from one coalition to another. The underlying rule is provided
in the following definition.

Definition 1: A player p € Sy would be transferred to
another coalition Sy, resulting in a new set of coalitions S’ =

{5177516\{1)}778]6/ U{p}aaSK}’ lﬁ“

s, (p) > 1ls, (p)
and

Sk >P Sy & 5 Z
pEV(P)
and

77;’; <Cp

(5.1)
M, ()~ Ts, ()] 20 (52)

(5.3)
(5

where k is the security level employed by p.

Equation (5) of the above definition specifies the transfer
rule. It is derived to allow players to increase their payoffs
by changing their coalitions; a player p can be transferred
from its current coalition Sy to another one Sy, if its payoff
would be increased after performing the transfer (5.1), while



this operation does not have a negative effect on the verifying
nodes in the set V(p) (5.2). Indeed, the security level of a node
p also affects the energy consumption of the verifying nodes
V(p), as stated earlier. Therefore, condition (5.2) ensures that
if a transfer would happen, the associated gain of this operation
on the verifying nodes is greater than the loss. As the object p
would be transferred to a another coalition Sy, (5.3) aims to
maintain condition (1) for the same node in the new coalition.

Considering this operation, the players will keep changing
their coalitions and increasing their payoffs. The execution of
the game is performed as described in Algorithm 1.

Algorithm 1 Coalitional game algorithm for the partition of
the security levels.

Require: S ={Sy,...
1: while True do
2 Stable = True
3 for each two coalitions S, S, € S do
4 for each player p € Si. do
5 if S; >P Si/ then
6: S = Sk\{p}
7.
8
9

7SK}

S =S U {p}
Stable = False
: end if

10: end for

11:  end for

12:  if Stable then

13: break

14:  end if

15: end while

The execution of the coalitional game starts with an initial
partition of the players on the coalitions. Thereafter, the
transfer operation will be evaluated for each player (lines [3-
5] of Algorithm 1). If this operation would lead to increased
payoff, as per equation (5) of Definition 1, the transfer will
be approved. The associated coalitions will thus be updated
as shown in lines [6-7]. This process will be repeated by the
players leading therefore to enhanced payoffs.

A crucial notion in coalitional game is the stability. It
reflects a state where no player can increase its payoff any
more by changing its coalition. It is highly important that a
coalitional game is able to converge to a final (stable) partition.
Formally, the stability of the proposed coalitional game can be
defined as follows.

Definition 2:

A state of the coalitions S = {S1,...,Sk} is said to be
stable, if the transfer operation can not be applied; i.e.,

VS, S €8S; Pp € Si| SivP S (6)

It is worth noting that when the coalitional game does not
always lead to a stable partition, the players might not stop
changing their coalitions (infinite loop). For this reason, the
authors provide the following theorem.

Theorem 1:

Starting from an initial partition where condition (1) is
satisfied, the coalitional game provided in Algorithm 1 is guar-
anteed to converge towards a stable and optimal partition.

Proof:

Let S = {S1,...,Sk} be an initial partition of the players
on the coalitions, where condition (1) is satisfied. This partition
will sequentially be subject of player transfer operations, as
depicted in Algorithm 1. It should be noted that condition (1)
will be maintained along these operations. Let us denote this
transformation by the following formula:

SO 5 sM 458 5 | 7)

where S() is the state of the coalitions (a partition) after
performing the i*" player transfer operation, and S is the
initial one. The symbol — refers to the transition from one
partition to another. Based on this formula, we can formulate
the following lemma.

Lemma 1:

To prove the convergence of Algorithm 1, it suffices to
prove that the transfer operation does not lead to repeated
partitions.

The above theorem captures the fact that the set of players
and coalitions are limited, and so is the possible combina-
tions. Consequently, if the transfer operation does not lead to
repeated partitions, the sequence defined in (7) must achieve
a final state. The transition in this sequence is ruled by the
transfer operation defined in equation (5). The latter can also
be written as follows:

s, (p) > Is, (p) (8.1)
and
S, > s ()= > Hs () (82)
Sk S = 55 O F pevip)
and
ny < Cp (8.3)
()

Considering (8.1) and (8.2), we can see that the players
{p} U V(p) have greater sum of payoffs in the new partition
than what they had in the old one. In addition, the transfer
operation does not affect the payoff of the rest of the node in
the network (i.e., the set P \ {p} \ V(p)). Consequently, we
can write the following:

g0 _y gU) — ElS(i) S(i) S pE S(i)| S(i) P S](Cf) 9)

I <L>( )+ > Hew®) <
PEV(p) S

= 10
gy () + 5 T (7) (o
: 5EV(p)
E, 0
S, est pes,’
= 11
> Y Heo) ()
S(7)ES<1)pES(7)
= Y wE < Y ws?). a2

5P es® 5@ es@

Therefore, each resulting partition in the sequence (7) is
different from the previous ones. This means that the trans-
fer operation does not lead to repeated partitions. As per
Lemma 1, the coalitional game described in Algorithm 1
converges to a stable partition. Moreover, the sum of the
players’ payoffs is increased at each partition. This allows



achieving an optimized partition of the security levels on the
objects in a way to reduce the energy consumption.
]
The optimization performed in the establishment phase al-
lows optimized assignment of the security levels on the nodes,
in a way to reduce the energy consumption. This optimization
will be boosted during the use phase. Indeed, while the energy
consumption related to performing the verification operation
is considered over all the path, security adaptation at the use
phase intends to reduce this process, which would further
improve the saved energy of the network. The next section
introduces the proposed adaptive security solution at the use
phase.

VI. SECURITY ADAPTATION AT THE USE PHASE

This phase aims at adapting security during the use stage.
Indeed, relay nodes verify the authentication of the trans-
mitted messages in order to prevent spreading bug ones.
However, performing this action systematically is very energy
consuming. Therefore, the adaptation is considered with the
perspective of adjusting the security level, by reducing the
application of the verification service to the situations where
it is required. Indeed, if the network nodes operate as it is
expected, data origin authentication would consume unnec-
essary computing resources. It may happen that some nodes
would be compromised, so in this case, the verification has
to be performed by nodes receiving packets from suspicious
ones. In the proposed scheme, each node decides locally to
verify the authentication of the received message or not. The
function A/ (p) is used to refer to the neighbors of p € P. Trust
management, which has widely been used for dealing with
selfish behavior and internal attacks, is employed to decide
for applying the verification service.

Algorithm 2 captures the packet relaying logic, for a node
p, of a message m’ (originated by p’) and received from the
last hop ¢ € N (p). Here, T}, refers to the trust level that p
(receiver) associates to g (last relay) and f is the function that
decides whether to apply the verification service or not. In the
following, the trust management model that allows nodes to
assess each others is detailed. This model will be used by the
adaptive function f.

Algorithm 2 The relaying logic for a node p (Receive).

Require: m/,p’, q
1: if (f(Tpq)) then

2. Send(m', NextHop)

3: else

4;  if (Very (m')) then

5 Send(m', NextHop)

6: else

7 Drop(m’)

8: end if

9: end if

In Algorithm 2, T}, represents the trust level that p as-
sociates to ¢. It is a real number that takes value between
0 (which means that no trust is given to the trustee node)

and 1 (complete trust). Three complementary components are
considered to compute T},4: p’s own experiences L4, its own
observations O, and recommendations R, received about
g. The related formula is provided in equation (13);

T,

pq = ApgEpq + BpqOpg + VpgRpgs (13)

where «q, Bpg and 7y,, are three parameters that keep
the trust value between 0 and 1 by satisfying the relation
Qpq + Bpg + Ypqg = 1. In addition, they serve as weighting
factors for the trust components. For example a great value
of ap, means that the trust evaluation will rely more on
node experiences to compute 7T},,. Moreover, the weighting
parameters we propose are adaptive not only to each trustor
node, but also to the trustee one. We argue that the three
components should be adapted according to their relevance.
For example, when p does not receive any recommendation
about ¢ or the received recommendations are so obsolete
compared to the experiences and the observations, 7y,, should
be very small. The authors introduce a relevance function
Rel}, (n) that computes the relevance of the component , as
shown in equation (14). Here, x refers to the type of the trust
component and can be e, o, or r (for experience, observation,
or recommendation respectively). We denote by {¢¥,¢%,...,t2}
the n last times at which the value of the component x has
been updated by p about g. The more the updates are recent
(i.e. thow — tf, is small), the more Rely, (n) is big and the
more x is relevant. Note that n is used to consider multiple
updates as the trust cannot be relevant with one update.

B 1
22:1 (tnow - tﬁ) .
Based on the relevance function of each component, the
parameters ou,q, Opq, and 7y, can be computer as shown in
equations (15). When there is no update for the component

x we consider Relj (n) = 0. Also, we consider that at the
beginning T),, is null (no updates).

Rely, (n) (14)

o Relg (n)
Qpg = Relg (n)+Relg, (n)+Rely (n)
5 _ Rel}  (n) (15)
Prq Relg (n)+Relg, (n)+Rely (n)
o Rely (n)
Tpq = Relg (n)+Relg, (n)+Rely (n)*

The following explains how to compute each component of
the trust scheme: experiences, observations, and recommenda-
tions.

The trust level a node p perceives from the direct experience
with a node ¢ is represented by E,,,. The latter is constructed
based on the result of the verification operation. Indeed, when
p receives a packet from ¢, it may decide to verify the
authentication of the received message (depending on the
function f). If the packet is authenticated, this would have
a positive impact on E,,. However, when the packet is not
authenticated means either ¢ is compromised and has just sent
an undesired message, or it is a clean node that retransmitted
the message without verifying it. The last situation could be
more recurrent when ¢ is constrained in terms of resources.



The heterogeneity between nodes is considered in the pro-
posed model and materialized through a relation of order. We
denote by G, the category of the node p. G}, < Gy means
that node p is more constrained than node ¢. Equation (16)
provides the expression of the F,, component. It is derived by
taking into account the contributions of the old experiences,

’

E,,, and also the current one. This is respectively reflected by
the first and the second terms in the right hand side of (16).
The current experience can have the value 1 when the received
message is authenticated, a value a (0 < a < E;,q) to tolerate
an unauthenticated message from constrained node which is
yet trusted (7 and g are thresholds), or the value 0 otherwise.
As it can be noticed, the tolerance option decreases the value
of I, and so that of T,,. Thus, even a trusty constrained node
that keeps sending unauthenticated messages will be untrusted.
The parameter o, has two objectives. It aims to keep Ejpq,
between 0 and 1 (6,, € 10, 1[) and weight the contributions
of the new and old values. A small d;,, means that £, would
relies more on new experiences than old ones. A such situation
can be considered when old experiences are not very relevant
for evaluation (e.g., the time between two experiences is long
or the node keeps changing its behavior frequently overtime).
Note that when 0, = NB-1 ' E,, becomes the average of the

. NB >
N B experiences of p with q.

1 if Very (m/)

a (if not Very (m') and
Ty > 7 and G4 < g)

0 otherwise.

Epq = 0pqEipg + (1= 04) X

(16)
The trust level that p associates to ¢ from observing its
behavior is referred to as Opq. It is based on the node’s
ability to overhear messages forwarded by other nodes in
its communication range. More precisely, when p sends an
authenticated message to g for relaying, the latter is supposed
to forward it without changing the ciphertext part. In addition,
when ¢ receives a message from another node, it may not
retransmit it as it could be unauthenticated. However, if ¢
relays the received message, this should be without changing
the ciphertext part. If it is not the case, the component O,
will be affected negatively. Note that this is based on ciphertext
comparison and does not require decryption or authentication
of the message, which is an energy consuming operation.
Let Rly,,(m') denotes the function that returns the result
of ciphertext comparing of the message m’ sent by p to ¢ for
relaying (m/ is originated by p’). The returned value can be
1 if ¢ relayed the message without changing its content, 0 if
it did not relay the message, and —1 if ¢ relayed the message
but changed its content. In the same way as F,,, equation
(17) provides the expression of the O,, component and is
derived to account for the contributions of the old observations,
O;)q (reflected by the first term of the right hand side of this
equation) and the current one (represented by the the second
term of the equation). The value of the current value can be
1 if g relayed the message correctly, a value b (0 < b < O;,q)
for a constrained node that did not relay the message, and 0 if
q is not constrained and did not relay the message or relayed
a received message, from p or another node ¢’, but changed

its content. dy, is used for the same purpose as d;; It weighs
old and new observations, and keeps O, between 0 and 1

(8¢, €10, 1].

1 if Rlygp(m')==1

b if (Rlygp(m')==0
o o and G, < g)
Opq = 5pq0pq +(1 5pq) X 0 if (Rlyqp(m’) ==
and G, > g) or
(Rlygq (m') == —1).

a7

Computing E,,; and O,, does not imply the participation
of other nodes. In contrast, R,, represents recommendations
of ¢’s neighbors and has to be computed from notes sent
by those neighbors (i.e. {¢' |¢ € N(q)}). However, if
a node sends incorrect recommendations, this may impact
the trust evaluation. Therefore, it is important to consider
malicious witnesses when computing 2. Also, a node keeps
authenticating recommendation messages it receives to avoid
spoofing, which could affect the parameter 7.

We define W), as the weight of recommendation that p
associates to ¢'. W, takes value between -1 and 1. The
value 1 refers to a good witness, 0 to a bad one, and -1
to some one that says exactly the opposite. Note that in our
solution node’s trust level is completely independent of its
weight of recommendation. The trust level gives the level a
node can send authenticated messages regardless of its quality
of recommendations.

When p receives a recommendation r from ¢’ about ¢, it
updates its I?;,, component. The latter is derived by taking into
account the old recommendations R;)q and the current one r,
as shown in equation (18). A recommendation r represents
a real number between 0 and 1 (the next paragraph explains
how to calculate » and when it can be sent). The parameter
4,4 Weighs old and new values, and keeps R, between 0 and
1 (0 <dp, <1). When Wy is near to 1 (good witness) 7 is
directly considered as the current value. When it approaches -1
(node says the opposite), the value 1 — r is considered. When
the weight is near to O (liar and unstable node), r should not be
taken into consideration and no update is required. A threshold
0 < d < 1 is used as shown in equation (18);

if Wyy >d

r R — 4" "
Ryq =0} R, + (1 —67,) X { (1—7) if Wyy < —d.
(18)

When ¢’ sends recommendations to p about g, it uses its
E 4 and Oy 4 components as they reflect a direct perception
(equation (19)). d4/4 is a parameter that weighs between E/,
and Oy4. As mentioned earlier, the weighting between the
components is related to their relevance. We express in equa-
tion (20) a manner to compute d,/4 in terms of Rel, (n) and
Relg, (n). If Rel, (n) = Relj,,(n) = 0 (at the beginning),
we consider » = 0. To reduce energy consumption due to
sending recommendation messages, this operation is trigged
by a change threshold 0 < ¢t < 1, i.e. r is sent when the
difference between the actual and old value exceeds ct.

7= 0gqEqq+ (1 —084¢)O0q4 (19)



Relg, ,(n)
Rel¢, (n) + Rely, (n)

Oq'q (20)

To measure the weight of recommendations, we use a
practical approach that enables exploiting even bad witnesses.
in human society, when some one gives a recommendation,
than it turns out to be not true, the person’s credibility will
decrease. In the same manner, to update the W, parameter
we compare ¢ last recommendations about ¢ with the near
future experiences and observations about the same node.
Indeed, node’s experiences and observations are not affected
by notes of witnesses and represent a direct perception. When
a node ¢’ gives a bad note about another node, then the latter
proves to behave well, p should decrease W4 . If the node
turns out that it is not trusted, W, should be increased. The
same thing can be said for good notes. Therefore, when a node
gives good recommendations, its weight parameter will tend to
1. When it gives opposite recommendations, its parameter will
approach -1. If it is unstable (it changes between correct and
incorrect reports), its weight parameter will be near to 0. W,/
is computed as shown in equation (21), while the derivation
of the formula is explained in the following paragraph;

1 u 1 vy
qu/ = a Z <Ul Z(l - 2|7"l - ylz|)> . 2D

=1 z=1

Equation (21) is derived in a way to associate the weight of
recommendation to the node ¢’ based on its credibility (near to
1 if it provides good recommendations, near to -1 if it gives
opposite recommendations, and near to O if it is unstable).
This is performed by comparing the recommendations of ¢’
about ¢ with what can be perceived by p about the same
node. Let {ry,r2,...,7,} be the u last recommendations sent
by ¢’ about ¢, and {yw1, Yw2, s Yuwo, } the v, first nearest
experiences/observations perceived by p about ¢ after the
recommendation 7,,. Fig. 5 illustrates the idea of the first
nearest experiences/observations. The term |r; — y;,| in the
equation (21) allows comparing each recommendation r; with
the values of y;, (1 <1 < u,1 < z < ;). Consequently, the
term 1 — 2|r; — y;,| will be near to 1 when r; approaches ;.
and near to -1 when the two values are distant. The operation
is performed for u last recommendations. If some values of
this operation are near to 1 and others are near to -1 , the
total sum would approach O (unstable recommendations) and
the reports sent by the relative node will not be considered to
update 12, as mentioned in the previous paragraph. Obviously,
the comparison between r; and y;, will be relevant only
if there is a short time between them, which is the reason
behind taking the v; nearest y;, to r;. At the beginning of
the network life time, the W, cannot be constructed by
equation (21) as ¢’ recommendations have to be compared
with the next observations/experiences. For that, it is possible
to assign an initial value (for example 0.5) which will adapted
progressively.

Based on the trust evaluation, 7}, the function f decides on
whether to verify the authentication of the received message or
not, as shown in Algorithm 2. The proposed expression of the
adaptive function f is provided in equation (22). When T},
does not exceed a given threshold, T, the value of the adaptive

f F I3

S ———— f —FT> f f
- S
Timeline  r: recommendation  e: experience  o: observation  Near future e/o
about g with g ofq
Fig. 5: [Illustration of the future nearest experi-
ences/observations.

function will be 0 (false). This reflects the fact that node ¢ is
not trusted yet and the received messages should be verified.
If T, exceeds the threshold, f will return the value of U,
where the latter is a random variable that follows a discrete
uniform distribution between 0 and f,. This means that even
when the T),, exceeds the threshold, f will be returning 0 in a
random manner. This would prevent the attack where a node
tries to win the trust than changes to send bug messages. This
enables p to detect malicious nodes that have already won its
trust (this is commonly known as on-off attack). The value of
parameter i, can vary depending on the behavior of the ¢. For
instance, if it turns out that the node ¢ is performing on-off
attack, the value of u, can be decreased.
0 if T,y <T

F(Toe) = { U(0, p1g) otherwise

Finally, when a node ¢ keeps sending unauthenticated
messages, the parameter T},, of p will be decreased, as conse-
quence of the trust evaluation, and the verification method will
be performed. In addition, if that node proves to be malicious
over a long time, p decides to stop observing its behavior
and sending recommendation about it (experiences remain
considered). Indeed, if p always authenticate ¢’s message,
observing its behavior and sending recommendations about
it would consume more energy than the basic model.

(22)

VII. PERFORMANCE EVALUATION

This section provides the performance evaluations of the
proposed end-to-end adaptive security. The coalitional game,
to be running on the security optimizer entity, is implemented
in python programming language. The NetworkX library [27]
is used to model the network topology and get the different
parameters (e.g., neighbors, path, etc.). The scenario consists
in deploying a varying number of IoT nodes, where half of the
objects are issuing request messages. The provided results are
obtained by averaging 10 simulation trials. Different energy
parameters considered in our evaluation can be found in [28].
We set w; and ;' between 10 and 20 nJ/bit, 75 and '
randomly between 100000 and 200000 bits, WpT T between
10000000 and 20000000 bits, wg * between 40 and 50 nJ/bit,
wffm between 30 and 40 nlJ/bit, fg”w’“ and {5 "Wk between
400000 and 500000 nJ. Three security levels are considered
where @/ and o, “"*' are set between 30 and 40 nJ/bit for
the first level, then doubled and tripled for the second and the
third levels respectively. The service duration of the objects are
set to have a number of security renewing less than 4 times



for the first level, less than 3 times for the second level, and
less than 2 times for the third level. The different parameters
can be adjusted depending on the network characteristics. A
random initial assignment, of the security levels of the players,
is considered where condition (1) is satisfied.

Fig. 6 provides the average energy consumption per node
under the different security levels. We can see that the average
consumption increases as per the number of deployed IoT
objects. This is due to the considered scenario where half of
the nodes are issuing request messages, which makes nodes
relaying more data when the number of deployed objects
increases. We can also see that the proposed coalitional game
provides better results compared to the initial assignment.
Indeed, the coalitional game starts with the initial assignment,
then consider transferring the players from one coalition to
another (security levels). The transfer operation is performed
only when the player’s payoff is enhanced, leading to op-
timized energy consumption. It is to highlight that without
considering the proposed coalitional game, the average energy
consumption increases as per the number of considered secu-
rity levels. For instance, when considering two security levels
(red lines in Fig. 6 (b) and Fig. 6 (c)), despite that some nodes
are not using the highest security level, the average energy
consumption is bigger compared to when considering only
the highest level (red line Fig. 6 (a)). The overhead related to
the rekying process can cause more energy consumption. This
concludes that considering different security levels can provide
enhanced energy consumption only when optimized solution
is adopted. The obtained results also prove the effectiveness
of the proposed solution. Moreover, the evaluation also shows
that more different security levels are considered the more
energy consumption can be reduced. While the consideration
of two security levels (Fig. 6 (b) and Fig. 6 (c)) allowed to
achieve reduced energy consumption compared to the case
of one security level (Fig. 6 (a)), the evaluation using three
security levels (Fig. 6 (d)) allowed to reach more reduced
energy consumption for the IoT nodes. Indeed, more number
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Fig. 6: Evaluation of the average energy consumption under
different security levels.

of security levels is translated into more number of coalitions,
allowing the players to explore more possibilities and to
converge towards a better optimized partition.

In order to evaluate the complexity of the proposed coali-
tional game, the the authors have measured the number of
transfer operations required to reach the stability. This also
reflects the time needed to solve the coalitional game allowing
to associate the optimized security level to each node in the
network. The obtained results are depicted in Fig. 7. We can
see that the number of transfer operations, and so is the time
required for reaching the stability, increases as per the number
of considered security levels. In addition, it also increases
as per the number of deployed nodes. Indeed, these two
parameters, respectively, reflect the number of coalitions and
the number of players in the game. The more these parameters
are big, the more transfer operations are required to reach the
stability. We can also note that the evaluation of the same
number of security levels with different types (lines (b) and (c)
in Fig. 7) has provided almost the same result. This is due to
the fact the number of coalitions is the parameter affecting the
number of transfer operation. However, as the coalitional game
is running on the security optimizer server, more resources
can be dedicated to perform the security adaptation during the
establishment phase. This would allow associating optimized
security levels to the IoT devices without consuming their
energy resources. The energy consumption will be further
optimized during the use phase.

90
80
70
60 (b) 2 Security levels
50 (levels 3 & 2)

40
30
20
10

(a) 1 Security level

(c) 2 Security levels
(levels 3 & 1)

Number of transfer operations

(d) 3 Security levels

10 20 30 40 50 60 70 80 90 100
Number of nodes

Fig. 7: Evaluation of the number of transfer operations.

In order to complement the evaluation of the solution, we
carried out simulation related to the use phase using Cooja, the
Contiki OS simulator [29]. The solution is implemented based
on well-known and dedicated communication standards. More
precisely, 6LoWPAN for adapting IPv6 packets to ZigBee
frames, RPL for routing over objects, and UDP for data
transport. As for the application layer, a simple service is
implemented to generate a random message and sends it
with its corresponding digest (authenticator) over the network.
The library tinyDTLS [30] was used to produce the digest
and perform data origin authentication. In addition to correct
nodes, malicious nodes have also been implemented in this
environment. More precisely, those that send unauthenticated
data and those that send bad recommendations. The imple-
mentation choice on the top of well-known tools and standards
aims to prove effectiveness of the proposed solution for IoT
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Fig. 8: Evaluation of the average energy consumption in the use phase of a node having five neighbors.

and WSN environments.

Messages related to our proposed scheme can contain data
or recommendations. Nodes use the latter to inform other
nodes about the trust level of its neighbors. This information
helps to determine trustworthy nodes and exclude bad ones.
We consider recommendation packets as control messages and
we define for that an ICMPv6 information message that we call
RIO (Recommendation Information Object). Indeed, in trust
management solutions, recommendations are always used to
inform network nodes about the trust level of another node,
which requires a dedicated message. Therefore, in addition
to RPL control messages (DIO, DAO, and DIS [31]), RIO is
employed in the purpose of sending recommendations.
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Fig. 9: ICMPv6 information message format [32].

Fig. 9 shows the general format of an ICMPv6 information
message. Type specifies the type of the message. We assign
it the value 200 which indicates private experimentation [32].
Code create more granularity for a given message type. We set
it to 0 as we have only one message. The Checksum is used in
ICMP control messages to detect errors which may have been
introduced during transmission or storage. The Message body
field depends on each control message. For RIO, it contains the
trustee node’s IP address and the recommendation value. An
RPL control message contains possibly a number of options
as specified in [31]. It is also possible to define a secure
RIO variant, with the code 0x85, to provide integrity and
replay protection as well as optional confidentiality and delay
protection as it is specified in the RFC 6550. As stated in
Section VI, transmission of a RIO message is triggered by the
change threshold ct.

To represent object’s category, the solution presented in the
RFC 6551 [33] is considered, which consists in using the DAG
Metric Container option of the message DIO (a RPL control
message used for discovery) to encode three types of nodes:

battery powered, energy harvesting, or line powered node. The
evaluation was performed using the random topology of 30
nodes. a,q, Bpg and 7y,, Were set as per equation (15), with
n=3. 651/q was set as per equation (20). We also set a= E;,q /2,
b=0,,/2, 65, = 0p, = 0p, =1/2, ct =1/4, and T' = 9/10.

We evaluated the average energy consumption under the
proposed trust based solution and the basic security model.
The library “energest.h” is used to estimate the energy con-
sumption. The obtained results depends on the number of
malicious nodes. To capture the changes, Fig. 8 presents the
results for a node having five neighbors. As can be seen, if
no neighbor is compromised there is an important difference
in terms of the energy consumption between the proposed
scheme the basic model. When no neighbor is compromised,
the corresponding node can reduce its energy consumption
by 40.39%. Our evaluations showed that energy consumption
can be reduced by more than 100% for nodes receiving
an important number of packets. The gain of energy using
the proposed solution remains considerable even when some
neighbors are compromised.

In the other hand, we can observe that the energy con-
sumption under the proposed trust model exceeds the baseline
solution when all the neighbors are malicious. Indeed, this re-
flects the worst case where the highest security level should be
used. The associated increase in terms of energy consumption
is related to the operations needed for computing the trust.
However, as advanced solution proposes to stop observing
and sending recommendations about nodes that proved to
be definitively malicious, the energy consumption when all
neighbors are compromised is slightly increased to the baseline
model, which is mainly due to the computing of the trust at
the beginning.

In addition to nodes’ lifetime, we carried out simulations
to measure the relevance of the proposed scheme in terms of
trust and transmitting authenticated messages. We considered
for that commonly known attacks that may occur in trust man-
agement systems, which are bad behaving and bad witnessing.

When a node becomes malicious and sends systematically
unauthenticated messages, the trustor node can detect it even
if this node is trusted, as the function f returns the value
0 (false) following a random distribution (discrete uniform



distribution). Therefore, we considered a scenario where the
trustee node performs an on-off attack after being trusted.
Fig. 10 shows the trust evolution for the trustor. As it can be
seen, the trustee node can mislead the trustor and send unau-
thenticated messages. However, because the adaptive function
returns the value 0 following a random distribution, the trustee
can’t know when this event will happen. In addition, even if the
trustee tries to regain the trust and send authenticated messages
(on-off attack), the decision function considers reducing the
value of the parameter p, of the uniform distribution, which
is translated into small period for returning the value 0. The
period will increase if the trustee behaves well for a long time.
The proposed solution provides a key contribution by keeping
trace of node’s behavior.
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—
—
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Fig. 10: Trust evaluation under on-off attack.

We introduced in our scheme the concept of the relevance
of the component and we proposed a relevance function
to weigh dynamically each component. To show the added
value of this principal, evaluations are performed with and
without the relevance function. Fig. 11 shows the evolution
of the trust. When Rely (n) is not used, we considered that
Qpg = Bpg = Ypg = 1/3. Indeed, without the relevance
function, all components are weighted statically. In the studied
works on trust management for adaptive security, the consid-
ered components are weighted statically. If, for one reason
or another, a component is not enough updated, the trust
evaluation will be inefficient (the threshold T = 9 /10). Indeed,
such situation could be present given the dynamic nature
of the IoT. For example, when the witnesses do not send
recommendations or the trustor stops observing the trustees
to save its energy, the relevance function ensures an efficient
weighting.

To deal with the problem of bad witnesses, the authors
presented a technique that measures node’s weight of recom-
mendation based on the first nearest experiences/observations
principal. To measure the effectiveness of this approach,
simulations were carried out with and without this technique.
Fig. 12 shows the evolution of the trust. For this experimen-
tation, we considered a scenario in which the trustee behaves
good than badly. In addition, two witnesses are considered
where one send opposite recommendations and the other
unstable recommendations. At the beginning, bad witnesses
can affect the trust evaluation as the trustor has not yet
computed their weight of recommendation. Once it is done, the
trustor can ignore unstable recommendations and exploit those
that say the opposite. When W, is not used, bad witnesses
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Fig. 11: Trust evaluation with and without the relevance
function.

can influence the trust evaluation considerably. Furthermore,
as the proposed solution distinguishes between weight of
recommendations and trust level, even a malicious node that
sends authenticated message and bad recommendations at the
same time can be detected. This allows to deal with the
credibility of the recommendations which is not tackled in
the existing works on trust management for adaptive security,
and is one of the key contributions of the our work.

Trustee becomes malicious
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Fig. 12: Trust evaluation under bad witnessing.

VIII. CONCLUSION

Energy-efficiency has always been a challenging problem
in security. While security services are more known for being
resource-intensive, the IoT can involve constrained devices
that might not support such consumption. The authors pro-
posed in this paper a solution for energy-efficiency in security
of the IoT. The contribution is based on the concept of adaptive
security and considers the dynamics inherent from both the
IoT and 5G, wich is expected to be the main communication
infrastructure. The introduced solution advances the existing
work by enabling end-to-end adaptation. At the establishment
phase, the security level of each node is adapted to match
with the duration of the service. The problem is formulated
using the framework of coalitional game to associated each
object with the optimized security level. At the use phase, the
security service is adapted according to the threat level in the
network. The framework of trust management is employed to
evaluate the level of threat. This double adaptation allows to
preserve more energy and increase objects lifetime.
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