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Abstract—Cybersecurity certification is a core notion to support the mitigation of
cybersecurity risks of Information and Communication Technologies (ICT). At the European
Union (EU) level, the Cybersecurity Act establishes a common cybersecurity certification
framework supporting the coexistence of different certification schemes across Member
States. However, its realization needs to be sustained by technical approaches toenableICT
stakeholders from different sectors or countries to exchange cybersecurity information and
evaluate the up-to-date security level of an ICT system throughout their lifecycle. Toward
this end, we propose ablockchain-based platform using a novel interledger design, where
ledgers associated with ICT artifacts, cybersecurity certificates, and vulnerabilities are
interconnected. The main purpose is to leverage the advantages of blockchain in terms of
distributed trust, transparency, and accountability, while at the same time coping with
scalability, performance, and interoperability requirements. We analyze the impact of our
platform inthe current EU legislation and provide insights for its deployment.
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B In an mereasmeLy technology-dependent
world, providing a harmonized view of cyberse-
curity is crucial for the deployment of trust-
worthy ICT infrastructures. For this reason,
cybersecurity certification has become a corner-
stone concept to enhance the acceptance of the
digital age." The advent of technologies such as
5G or Internet of Things (loT)” promises to realize
the vision of a hyperconnected society, in which
humans and devices compose complex intercon-
nected systems leading to a strong cybersecurity
interdependence. To achieve a trusted interde-
pendence, the cybersecurity certification process
cannot be carried out for a single device in isola-
tion, but considering its communications and
interactions within a system and external com-
ponents. This represents a significant challenge
when a system is made up of different compo-
nents, which are certified according to schemes
from different sectors/countries. Furthermore,
this vision of hyperconnectivity implies that a vul-
nerability affecting a system in a country or
domain may have a cascading impact on systems
in other domains/countries. Therefore, an inte-
grated cross-border and cross-sector sharing
approach is essential to make cybersecurity certi-
fication information available in an accurate and
coherent way.

At the European Union (EU) level, the Cyberse-
curity Act® represents an ambitious effort to pro-
vide a common European Cybersecurity
Certification Framework. This framework will pro-
vide coordinated governance to improve the cur-
rent situation where multiple certification
schemes are used in different member states
(MS) to certify ICT artifacts (the term “artifact” is
used to represent an ICT product, service, or pro-
cess in the rest of the article) and are not
mutually recognized. The Cybersecurity Act com-
plements the Network and Information Security
(NIS) Directive,! which is focused on the coopera-
tion and exchange of security information among
MS. Both initiatives identify several challenges
that are addressed in this article. First, there is a
need to manage the security updates and patches
during an artifact’s lifecycle, since they will affect
to its cybersecurity (re-)certifications.” The analy-
sis of such data could help us to determine rela-
tionships between vulnerabilities, as well as to
anticipate the emergence of new attacks. Second,

manufacturers/providers must be identifiable and
accountable for possible deficiencies (either
intentional or unintentional) with respect to self-
declared compliance of an ICT artifact to specific
cybersecurity requirements. Furthermore, there
is a lack of a vulnerability sharing platform for cer-
tain ICT artifacts (e.g., in the context of loT®) to
enable a responsible vulnerability disclosure®
allowing manufacturers/providers to prepare
patches and notify users in a timely and reliable
way.

Based on these challenges, we propose a
blockchain platform to support the management
of cybersecurity certification and wvulnerability
information in the EU. The use of Distributed Led-
ger Technologies (DLTs) (like blockchains®) is a
promising approach to enable a trustworthy and
transparent platform for sharing cybersecurity
information among providers/manufacturers and
consumers at different MS or domains that do not
share a common trusted third party.® Moreover,
considering the possible large number of ICT arti-
facts, as well as the potential changes in their
security level (eg., due to a new cybersecurity
certificate), alarge number of blockchain transac-
tions needs to be considered, raising scalability
and performance issues. To cope with these
aspects, we propose to partition our platform in
multiple interconnected (block)chains deployed
across MS following a hierarchical approach
based on inferledger mechanisms.® In our pro-
posed platform, an EU Cybersecurity Chain is
maintained at ELl level by a consortium of all MS
to support the coordination and interconnection
of different chains at MS level to manage manufac-
turer/provider information and the ICT artifact
lifecyle (e.g., updates, and patches), cybersecur-
ity certification information,'” and responsible
vulnerability disclosure. Unlike a simple network
of national servers, the advantage of our block-
chain-based approach is that it enables collabora-
tion, cooperation, and ensures transparency and
immutability of the cybersecurity information to
be shared among stakeholders across sectors/
countries. Furthermore, our platform eases the
tracking of wversions related to cybersecurity
certificates and software/firmware updates that
is crucial to anticipate potential risks in a certain
deployment. While a network of national servers
could be implemented to provide the same
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services (which in practice could be similar to a
blockchain platform), the following section
describes additional advantages of our proposed
platform. It should be noted that this article is an
extension of our previous publication,!" which
proposed a preliminary design for managing certi-
fication information without considering inter-
ledger concepts.

This article is organized as follows.
Section “Cybersecurity Certification: Regulatory
Requirements” analyzes the relevant EU regula
tions in the context of cybersecurity certific-
ation and information sharing. Based on this,
Section “Blockchain-Based DLTs and Interledger
Approaches” provides an overview of the inter-
ledger approach and the mechanisms that
are used in our platform. Section “Platform
Architecture” describes our platiorm by consi
dering the different stakeholders, and the dep-
loyment of interledger mechanisms. Then,
Section “Use Case Scenario” describes a use case
scenario, where our platform is used for sharing
cybersecurity certification information, and to
support the responsible vulnerability disclosure.
Section “Ewvaluation Results” provides some
evaluation results about our proposal, and
Section “Conclusion” concludes the article.

CYBERSECURITY CERTIFICATION:
REGULATORY REQUIREMENTS

The Cybersecurity Act and the NIS Directive
identify a set of requirements and needs to
support the deployment of an European Cyber-
security certification ecosystem. The following
sections describe such requirements and pro-
vide insights on how our proposed platform will
address them.

Sharing of Cybersecurity Information

In a hyperconnected world, cyberattacks
have a borderless nature, and their impact
could affect critical infrastructures in different
institutions or countries. Therefore, providing
access to the corresponding cybersecurity
information is crucial to foster the realization of
a more homogeneous perspective on cyberse-
curity at the ELl level. Both the Cybersecurity
Act and NIS Directive promote strategic coo-
peration among MS to support and facilitate
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sharing of information. The information to be
considered could include data about recently
detected attacks or vulnerabilities found on spe-
cific ICT artifacts. Based on this, our proposed
platiorm acts as a cross-border information
sharing tool where smart contracts'' are used
to support and regulate the sharing process in
a harmonized and transparent way among the
stakeholders.

Coexistence of Multiple Certification Schemes

The intended cybersecurity certification
framework will support different certification
schemes across the EU, since each MS currently
does not use the same scheme. To mitigate this
issue, the Cybersecurity Act is aimed to improve
the harmonization of the cybersecurity certifica-
tion processes across MS. Indeed, it is expected
that different schemes from certain countries or
covering the requirements of specific compo-
nents will be still in force. In this heterogeneous
context, a cross-border and cross-sector appro-
ach is required to identify the relationship
among different schemes, so that ICT artifacts
certified under a certain scheme can be still rec-
ognized in other countries or sectors. Indeed, in
most of the cases, a certificate issued by a
national authority is not recognized in other MS.
Therefore, companies may be obliged to certify
their ICT artifacts using different cybersecurity
certification schemes for each country where
they have a market deployment, which is not
cost effective and goes against the main princi
ples of the European Digital Single Market. An
additional aspect is that a certain artifact could
be (in turn) composed by different components
that could be certified under different schemes.
In this direction, our platiorm could help to
identify the relationship among the components
of a composed ICT artifact in a transparent
and trusted way through the use of interledger
mechanisms.

Cybersecurity Certification Throughout an ICT
Artifact's Lifecycle

A major requirement for any cybersecurity
certification scheme is to provide certification
support throughout the lifecycle of an ICT arti-
fact that could be affected by the discovery
of new potential vulnerabilities/cyberattacks, or
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Figure 1. Overview of the proposed EU
Cybersecurity Cerification Framework.

the installation of a security update/patch. In
other words, there is the need to provide assur-
ance continuity for all the lifecycle of ICT arti-
facts. Beyond the requirements for the process
itself, a key issue is how to make this information
available, taking into account the scale of the
number of ICT artifacts. Therefore, there Is a
need to adopt an integrated approach to trans-
parently reflect the security level of an artifact.
We believe that the proposed interledger
approach takes advantage of the inherent nature
of blockchain in terms of immutability and trans-
parency to reflect the cybersecurity level
throughout the artifact’s lifecycle.

Support for Self-Assessment Procedures
According to the Cybersecurity Act, acyberse-
curity certificate is issued depending on a certain
assurance level, which represents a basis for con-
fidence that an ICT artifact meets certain security
requirements. The assurance level describes the
rigor and depth of an evaluation, and could be
“basic,” “substantial,” and “high.” Figure 1 depicts
the relevant stakeholders according to the pro-
posed EU certification framework. Conformity
Assessment Bodies, which are accredited by a
National Accreditation Body and supervised by a
National Cybersecurity Certification Authority,
apply and assess the conformity of ICT artifacts
considering a common evaluation process and
requirements defined in a scheme. For “basic”

and “substantial” assurance levels, the Confor-
mity Assessment Bodies issue the cybersecurity
certificate. However, for a “high” assurance level,
a National Cybersecurity Certification Authority
(or a Conformity Assessment Body under specific
circumstances) is responsible for this. In the case
of the level “basic,” a certification scheme may
allow for conformity selfassessment under the
sole responsibility of the artifact’s manufacturer/
provider, which makes the corresponding infor-
mation available to the national authorities. An
advantage of this process is to avoid the whole
certification process, which could be an expen-
sive procedure. However, self-assessment could
lead to significant issues if the process is not car-
ried out in a transparent way by legitimate manu-
facturers and providers. In this context, our
decentralized platform will be used to share self-
assessment information to make it visible to the
corresponding authorities and stakeholders.

Increasing Cybersecurity Awareness

Another purpose of the Cybersecurity Act is
to promote a high level of cybersecurity aware-
ness among citizens, organizations, and busi-
nesses. In this direction, the deployment of a
pan-European platform for cross-border cyber-
security information management would con-
tribute to increase such awareness. On the one
hand, the intended blockchain platform will
allow users to have access to the cybersecurity
information concerning their ICT artifacts. This
information could be also complemented with
guidelines and recommendations about the use
of a certain component, as well as the vulnerabil-
ities associated with it. On the other hand, such
a platiorm could be also employed by citizens
and companies to share cybersecurity informa-
tion and recommendations. Indeed, the use of a
blockchain-based platiorm could help to track
the state of a newly disclosed vulnerability, in
order to promote the enforcement of responsible
vulnerability disclosure procedures.®

BLOCKCHAIN-BASED DLTS AND
INTERLEDGER APPROACHES

A blockchain is a type of Distributed Ledger
Technologies (DLTs) that offers a decentralized
solution for collaboration and interoperability.
One of the main features of DLTs is the
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immutability of data: ledgers are append-only
databases where existing data cannot be modi
fied and only new data can be added. Another
major feature is a distributed consensus mecha-
nism, which controls what and how data are
added to the ledger. Furthermore, DLTs also rep-
licate data to participating nodes thus improving
availability. Because of these three properties,
DLTs mitigate the risk of a single point of failure
and offer resilience against different cybersecur-
ity attacks. It is relatively easy to determine if
any of the participating nodes in the DLT is mis-
behaving and, even if an attacker manages to
control the majority of the DLT s resources, (s)
he cannot modify the existing data, only control
the addition of new data. Indeed, the main
practical innovation of DLTs is the enabling of
distributed trust.

DLTs allow various entities, which may not
fully trust each other, to collaborate in a verifi-
able and transparent manner, so that misbehav-
ior can be easily identified or even prevented by
design using smart contracts. DLTs can be imple-
mented with different levels of openness. They
can be fully open (permissionless), which means
that anyone can join the DLT and propose trans-
actions, such as Bitcoin.!” However, DLTs can
also be permissioned, either in a semiopen way,
where read access is open to everyone but write
access is restricted, or in a closed way, where
both read and write access are restricted to a
consortium of organizations (eg., Hyperledger
Fabric'™).

There exists a large number of DLTs provid-
ing different tradeoffs in terms of latency,
throughput, consensus algorithm, and function-
ality, to be considered in different applications.
For example, a DLT can focus on cryptocur-
rency payments, recording of loT events, or
access authorization. In complex systems, it is
therefore often not feasible to use a single DLT
for everything, hence the inferdedger approach®
is required in many situations to allow different
DLTs to exchange data with each other. Indeed,
the main goal of interledger mechanisms is to
enable the transfer of value and/or information
among blockchains while transactions are cryp-
tographically linked to ensure some depen-
dence relation among them. Some examples of
interledger mechanisms include the use of
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hash-lock and timeldock mechanisms in transac-
tions or smart contracts running on the differ-
ent blockchains.

Hash-locks are used to cryptographically link
transactions on different ledgers by including
the condition that a secret is submitted whose
hash is equal to a specific value. If the secret is
submitted to one of the ledgers, then the secret
can be obtained by all entities with read access
to that ledger. Hence, an entity can obtain the
secret from the ledger where it was revealed,
and submit it on the other ledger with the same
hash-lock. Such an approach ensures that, if the
secret is revealed on one ledger, then the trans-
action on that ledger and all other linked trans-
actions (i.e, the transactions with the same
hash-lock on the other ledgers) are executed.
Moreover, time-locks can be used to add trans-
actions whose execution depends on time. Spe-
cifically, time-locks can be used to allow some
transactions to be executed only after some time
has elapsed. For blockchains, time is related to
the block creation time and it can be expressed
as an absolute value (ie., transaction execution
after/before a specific block is mined) or relative
(ie., transaction execution when a specific
number of blocks have been mined after the
current block).

In addition to the aforementioned mecha-
nisms, linking of data on different ledgers can
be achieved by taking hashes of data recorded
on one ledger and recording these hashes
on another ledger. Such an approach can be
used, for instance, to store data on permis-
sioned blockchains having a lower degree
of decentralization and periodically storing
hashes of that data on a more decentralized
ledger. This can be achieved using a sidechain
approach, where a system of nodes (function-
aries) overlook and wverify transactions that
move assets between a main/parent chain to
its sidechains.

The following section presents our proposed
platiorm showing how the interledger concepts
were used to support cross-border management
of cybersecurity information. In this article, we
adopt the term Chain to refer to a semiopen per-
missioned blockchain-based DLT, even though
we are not referring to any specific technical
implementation choice.
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Figure 2. Interledger architecture for managing
cybersecurity information.

PLATFORM ARCHITECTURE

Based on the roles defined in the Cybersecur-
ity Act (see Figure 1), an overview of our pro-
posed platform is shown in Figure 2. Qur
platform consists of one EU Cybersecurity Chain,
managed at European level and three chains
deployed for each MS at national level, namely:
ICT Artifact Chain, Certification Chain, and Vulner
ability Chain. The chains in our platiorm are not
used to store large amounts of information; any
data file requiring substantial amount of storage
is stored off-chain in a database, and only a refer-
ence (including hashes to verify the integrity)
are added to the blockchain transactions.

The EU Cybersecurity Chain relies on inter-
ledger mechanism to interconnect the ledgers
deployed at national level where the genesis
block of each chain and (periodically) a synchro-
nization block are published in the EU Cyberse-
curity Chain. According to the interledger
terminology,” national ledgers could be consid-
ered as sidechains that are interconnected to a
main chain represented by the EU Cybersecurity
Chain. The time threshold for synchronization is
a tradeoff between the time period (between
synchronizations), where the national chains

may be potentially modified, and the perfor-
mance and scalability overhead. The analysis of
these parameters is out of the scope of this arti-
cle. The EU Cybersecurity chain also stores the
identity information of EUl and national authori-
ties, and the information related to the EU cyber-
security certification framework that is shared
across MS (e.g., the adopted cybersecurity certi-
fication scheme or process).

The chains proposed in our platform are per-
missioned with a clearly defined consortium of
nodes authorized to write transactions and to
validate blocks, which is also managed through
the EU Cybersecurity Chain. The management of
the consortium identities is intended to be per-
formed using a smart contract, where the EL
and national authority identities are registered
following our previous work'' At EU level, the
European  Cybersecurity Certification  Group
(defined by the Cybersecurity Act) groups rep-
resentatives of national authorities, and it is
responsible for the identity management proce-
dures and for validating transactions. It should
be noted that the Ell Cybersecurity Chain repre-
sents a trust anchor in our platform, in order to
reach a tradeoif between the benefits provided
by such as decentralized approach, and the
need to consider main EU institutions to coordi-
nate/manage the sharing ecosystem for cyberse-
curity information. According to the roles
defined by the Cybersecurity Act, the mentioned
EUl Cybersecurity Certification Group, together
ENISA and the European Commission could be in
charge of the EU Cybersecurity Chain distribut-
ing authority powers to the national authorities.
Indeed, our approach is intended to keep track
of the cybersecurity information history of ICT
artifacts. The rules on how the such information
is reported are defined by the Cybersecurity Act
and the NIS Directive.

The ICT Artifact Chain is used to manage
manufacturer/provider information and identi-
ties, models and description of the ICT artifacts,
firmware updates, and wvulnerability patches.
The Certification Chain supports the manage-
ment of accredited national Conformity Assess-
ment Body identities, information about national
certification schemes and their mappings to the
Ell cybersecurity certification framework, and
cybersecurity certificates issued by national
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assessment bodies. Moreover, the purpose of
the Vulnerability Chain is to provide traceability
of vulnerabilities discovered by accredited vul
nerability providers (eg., cybersecurity
researchers, companies), which can also have
their identities managed through this chain, in
order to support responsible disclosure. For
example, a vulnerability provider can announce
that a vulnerability was found in a specific prod-
uct, including a reference to the product in the
ICT Artifact Chain, without revealing publicly the
vulnerability. After a certain amount of time, and
allowing the product manufacturer to release a
specific patch, the vulnerability provider could
publicly disclose the vulnerability.

For the interconnection of the blockchains
proposed in Figure 2, we envision the usage of
hash-dock and time-lock mechanisms. Used
together, they ensure atomicity in the execution
of transactions on different ledgers, ie, either
all transactions that are linked through these
mechanisms are executed, or none are executed.
In the proposed architecture, hash-lock mecha-
nisms are used to link vulnerability notification
events to a specific artifact and smart contract
functions, which are triggered by wvulnerability
events, such as an automated compensation in
another chain (e.g., Bitcoin payments) when a
vulnerability is discovered under a bug bounty
program. Furthermore, hashes of the data
recorded on the national ledgers can be
recorded on the EU Cybersecurity Chain.

As a consensus mechanism, we propose all
chains to adopt Proof-of-Authority (PoA), where
the representatives of the European Cybersecur-
ity Certification Group act as validators. In a
practical implementation, for example, using
Hyperledger Fabric, these entities would be
responsible for endorsing the transactions.
Indeed, in Hyperledger, the consensus consists
of three phases: endorsement, ordering, and vali
dation. In case of our architecture, the specific
validation/endorsement policy (e.g., two or more
MS) will depend on governance aspects, agree-
ments, and the technical blockchain solution
adopted. Proof-of-Work (PoW) and Proof-of-S5take
(PoS) consensus are not suitable for these sce-
narios since PoW is typically used in public
blockchains where the validators are not clearly
identifiable, and PoS is also not applicable
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because there is not explicit values at stake like
in a blockchain dedicated to digital assets (eg.,
cryptocurrency). PoA is more suitable in this
case because of the reputation of the nodes vali-
dating the transactions, which are the respective
representatives from the MS. The decision and
assignment of the authorities to the representa-
tives are coordinated at EU level by the European
Cybersecurity Certification Group. The three
chains operated at national level should also
adopt a PoA consensus, where the validators will
be respectively the Manufacturers/Providers,
Conformity Assessment Bodies, and Vulnerabil
ity Providers. The registration and accreditation
of these entities at the M5 level is coordinated by
the National Cybersecurity Certification Author-
ity and National Accreditation Body. It should be
noted that the validators in these chains will not
be responsible for validating the transaction con-
tent, but only the correctness of the transaction
structure and execution aspects.

USE CASE SCENARIO

Based on the proposed platform, Figure 3
shows the interactions required to manage the
cybersecurity information during the lifecycle of
an ICT artifact (see Section “Cybersecurity Certi-
fication Throughout an ICT Artifacts Lifecycle™).
The management is done using smart contracts
deployed in the three chains used to handle
information about ICT artifacts, cybersecurity
certificates, and vulnerability information. The
access to the information in the chains and sub-
mission of transactions is performed using a
blockchain client, which is shown in Figure 3 in
the ICT User Domain.

When a new ICT artifact is manufactured, the
corresponding manufacturer/provider uses the
Artifact Registry smart contract in the ICT Artifact
Chain to register references to information about
such artifact. The information itself is stored in
the ICT Artifacts Database, and can be used by
the Conformity Assessment Body (or the
National Cybersecurity Certification Authority)
to carry out the certification process. For exam-
ple, this information could include results of
testing processes carried out during the
manufacturing process, as well as a model-based
representation and description of the ICT arti
fact itseli.'” Furthermore, as described in the
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Figure 3. Scenario to manage cybersecurity information of an ICT artifact.

Section “Increasing Cybersecurity Awareness,”
the Cybersecurity Act mentions the need to pro-
vide additional information about an ICT artifact,
including security guidelines and recommenda-
tions to help end users with configuration, instal-
lation, deployment, operation, and maintenance.
For example, in the case of specific-purpose arti-
facts (i.e., loT devices), the recent Manufacturer
Usage Description (MUD) standard" could be
used to foster a secure and automated deploy-
ment of a certain loT device, as proposed by
Neisse ef al.'' An additional aspect is related to
the software libraries that are part of the artifact.
This information could help us to identify spe-
cific components that are affected by a cyberse-
curity issue or vulnerability.

In Figure 3, the Conformity Assessment
Body or the National Cybersecurity Certification
Authority depending on the assurance level
(see Section “Support for Self-Assessment
Procedures™) publishes references to the certifi-
cation information using the Certificate Registry
smart contract, including the required elements
defined in a certain European cybersecurity cer-
tification scheme. These elements include the
evaluation criteria and methods used for the
certification, as well as the validity period and
rules for monitoring the compliance of the
certificate. The information itself is stored in
the Certificate Database. The specific level of

assurance and certification constraints can be
handled by the logic implemented in the Certifi-
cate Registry smart contract.

The published Certificate may make refer-
ence to information provided by manufacturer/
provider in the ICT Artifact Chain. In addition,
it could make reference to chains in other MSs
to reflect the dependencies among different
artifacts composing a certain system (see
Section “Coexistence of Multiple Certification
Schemes”). For example, a certain ICT product
could be composed by different artifacts that
were manufactured in different MSs, and poten-
tially certified by different certification schemes.
Therefore, each artifact’s certificate could be
stored in a different chain, which could be refer-
enced by the chain where the product certificate
is stored. Beyond tracking the security level of a
single artifact, this approach would allow us to
maintain the traceability of the artifacts’ certifi-
cates (and their relationships) composing a cer-
tain ICT artifact.

During the artifact’s lifecycle, new vulnerabil-
ities might be detected, so that a new cyberse-
curity certification process is required. Indeed,
the Cybersecurity Act mentions the need to pro-
vide references to repositories where vulnerabil-
ities associated with a certain ICT artifact can be
found. As already mentioned, our platform uses
a Vulnerability Chain for each MS that references
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the ICT Artifact chain to represent the artifacts
(and their associated software versions) that are
affected by a certain vulnerability. For this pur-
pose, the corresponding bodies (e.g., specialized
companies) acting as a Vulnerability Provider, are
in charge of reporting vulnerabilities by using
the Vulnerability Registry smart contract. In addi-
tion to the data related to the vulnerability itself
(eg., the identifier of the affected software), the
execution of this smart contract could trigger
other actions in a different chain because of the
interledger approach (eg., labeling a certain
software version as vulnerable in the ICT Artifact
Chain). As shown in Figure 3, a transaction in a
Cryptocurrency Chain (e.g., Bitcoin) could also
be triggered if the Vulnerability Provider is enti-
tled for a compensation as a result of having
found a specific vulnerability.

Beyond fostering the alignment of different
certification schemes to reduce current fragmen-
tation (see Section “Coexistence of Multiple
Certification Schemes™), there is also a need of a
common format to represent the information
about cybersecurity vulnerabilities, and assock
ated attacks or incidents. In this direction, the
use of an expressive and standardized approach
could help to foster an interoperable cybersecur-
ity information sharing approach across sectors
and countries (see Section “Sharing of Cyberse-
curity Information™). To cope with this aspect,
the use of approaches such as the Structured
Threat Information Expression (STIX)"® could
help to complement our interledger platform
with an additional degree of interoperability.

EVALUATION RESULTS

A performance evaluation of the proposed
framework was conducted using the SimBlock
tool'® for the vulnerability chain. Even if Sim-
Block is originally designed for PoW, the tool
was tailored to model PoA by adjusting the con-
figuration parameters with a very low mining
difficulty.

The original network and simulation configu-
ration of SimBlock were modified to represent
the European context. In particular, the block
generation interval was set to 10 min, the num-
ber of regions configured to the 27 EU Member
States, and the number of nodes was set to the
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Figure 4. Average and maximum block propagation time for the
vulnerability chain for different values of the block size in bytes.

current number of Computer Security Incident
Response Teams (CSIRTs) for each region, with
348 blockchain nodes."”

Two metrics were used to evaluate the per-
formance of the vulnerability chain: the average
and the maximum block propagation time across
all the nodes for different block sizes. These met-
rics are used by Aoki et al,'® where it is shown
that the block propagation time is directly linked
to the overall throughput of the blockchain and
the number of transactions per block.

Figure 4 shows the simulation results, where
it can be seen that the block propagation time of
nearly 3 s is still reasonable for an Ell wide net-
work. However, the proposal to limit the block
size has its merits because with the increase of
the block size, the maximum block propagation
time increases significantly, even if the average
time does not grow substantially. Considering
our scenario, where the blockchain transactions
will only contain references to an off-chain data
base, and the need of processing at least one
transaction per minute for the wvulnerability
chain (in the first trimester of 2020, 1 transaction
per minute was the average number for the
National Vulnerability Database'®), the simula-
tion results confirm the feasibility of our block
chain platform proposal.

Due to space restrictions, we only present
the evaluation of the vulnerability chain. The
other chains proposed in our platform will
have a similar behavior, and the wvulnerability
chain is the one with the higher expected trans-
action throughput rate. Therefore, the evalua
tion results can be generalized to prove the
feasibility of the other chains.
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CONCLUSION

The realization of an EU cybersecurity certi-
fication framework requires the adoption of
suitable technological approaches to support a
transparent and interoperable sharing of cyber-
security information. Toward this end, this arti-
cle presented a blockchain-based platform to
address some of the main requirements derived
from current EU cybersecurity legislation by
using interledger mechanisms, in which chains
from different countries are interconnected.
This approach allows different blockchain
implementations at country level, while scalabil-
ity and performance issues derived from single-
ledger deployments are mitigated. Our proposal
is intended to enable a trusted EU cybersecurity
information sharing and coordination approach,
where ICT stakeholders located in different MSs
can have strong assurance guarantees about
the rules for data sharing, encoded in the smart
contracts, and in the data itself. While our pro-
posal is the first attempt to efficiently manage
the cybersecurity information sharing among
stakeholders, the deployment of such platform
represents our ongoing work in this area to
evaluate technical and governance aspects of a
possible deployment of our platform at EU level,
in order to complement our initial simulation
results.
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