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ABSTRACT
Smart speakers are increasingly appearing in homes, enterprises,

and businesses including hotels. These systems serve as hubs for

other IoT devices and deliver content from streaming media ser-

vices. However, such an arrangement creates a number of security

concerns. For instance, providing such devices with long-term se-

crets is problematic with regards to vulnerable devices and fails

to capture the increasingly transient nature of the relationship be-

tween users and the devices (e.g., in hotel or airbnb settings, this

device is not owned by the customer and may only be used for a

single day). Moreover, the limited interfaces available to such speak-

ers make entering such credentials in a safe manner difficult. We

address these problems with Lux, a system to provide ephemeral,

fine-grained authorization to smart speakers which can be auto-

matically revoked when the user and hub are no longer in the same

location. We develop protocols using the LED/light channel avail-

able to many smart speaker devices to help users properly identify

the device with which they are communicating, and demonstrate

through a formally validated protocol that such authorization takes

only a few seconds in practice. Through this effort, we demonstrate

that Lux can safely authorize devices to access user accounts while

limiting any long-term exposure to compromise.

CCS CONCEPTS
• Security and privacy→ Authorization; Access control.

1 INTRODUCTION
The popularity of smart speaker systems including the Amazon

Echo and Google Home has recently exploded [34]. These devices

allow users to not only interact intuitively via voice commands but

can also serve as hubs to coordinate the activities of other co-located

IoT devices. Additionally, users can link smart speakers to content

services (e.g., Spotify, Netflix) and direct the smart speaker (or

associated smart TV) to render media received from these services.

While the convenience of smart speakers is compelling, three

important problems arise by sharing credentials with them. First,

the security of many IoT devices is notoriously poor, significantly

limiting the confidence with which users can entrust long-term

secrets such as passwords to them. Second, a growing number of

users are interacting with devices that they neither own or use

for long periods of time yet wish to use them to gain access to

content [33]. For example, hotels, enterprise meeting rooms, Airbnb

properties, and other shared spaces increasingly come equipped

with smart speakers [11, 51]. Even if users could trust such devices

not to leak their long-term secrets, users typically have no option

but to grant complete authorization to all connected services to

the smart speakers (even during temporary visits). Constraining

these devices to the principle of least-privilege is possible, but not

without significant impact to usability and convenience (e.g., by the

user having to remember to remove the credentials once temporary

usage is over). Finally, because of limited interfaces (i.e., the general

lack of screens and keyboards), identifying the correct device and

entering credentials in a safe fashion (e.g., not reading them aloud

via the voice interface) is difficult.

In this paper, we develop Lux, a system that addresses the need

for ephemeral authorization of smart speakers to services. We con-

sider the scenario in which a user is the temporary occupant of a

shared physical space equipped with a smart speaker that allows

the occupant to control connected IoT devices and access services

on the Internet through voice commands. A user can ask the smart

speaker to launch a movie on a connected smart TV using their

Netflix or Hulu account, can place an order for food delivery us-

ing their Uber Eats account, or can ask to launch a video call to a

friend using their Google Talk or Skype account. While the smart

speaker has microphones, can play audio, supports several wireless

communication technologies (e.g., 802.11, BLE), and has multiple

LEDs, it lacks a traditional display interface. Our goal is to pro-

vide fine-grained authorization to specific accounts in this highly

constrained yet potentially dynamic setting.

Lux avoids the over-provisioning of access rights to smart speak-

ers during temporary visits using two main components. First,

we create a subsystem for the initial temporary authorization of

a smart speaker by making use of a light channel between the

smart speaker and the user’s personal device. This allows users

to correctly associate with a specific speaker, which is critical in

spaces where multiple devices potentially exist and names are not

necessarily meaningful to the user (e.g., conference_room_1 vs.

conference_room_2). Second, we develop a subsystem for auto-

matic de-authorization based on determining the co-presence of

the smart speaker and the personal device. Our co-presence tech-

nique is based on comparing WiFi access points visible to the two

devices and is more efficient than previous co-presence detection

techniques [54]. Acting in concert, the two subsystems enable Lux

to temporarily authorize a smart speaker to act on the user’s behalf

and ensure that the authorization is suspended whenever the user

leaves the speaker’s proximity. While there has been previous work

on context-assisted intuitive authentication, Lux is the first work

that addresses the case of smart speakers.
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We claim the following contributions:

• Problem Identification: Authorization is a long-studied

space. However, the context in which we study it (i.e., users

interacting for potentially short periods with devices that are

neither owned by the user or have traditional interfaces) is

emerging. To our knowledge, this work is the first to attempt

to reason about authorization in this context (Section 2).

• System Design: We develop Lux, a system for intuitive

and temporary authorization of smart speakers (Section 3

and 4) and automatic deauthorization based on co-presence

determination (Section 5).

• Systematic Evaluation:We perform both a formal analysis

of our protocols using ProVerif [5] and a comprehensive

analysis of its performance in multiple settings (Section 6.1).

Our results demonstrate that Lux is not only secure but also

improves performance significantly over the most directly

related work on co-presence detection (Section 6.2).

2 MODELS AND ASSUMPTIONS
2.1 System Model
Our system model consists of three parties: (a) a smart speaker (e.g.,
a Google Home) and an associated cloud service which we call the

root service, (b) a user and their personal device (e.g., their smart-

phone) which is running an associated application for the smart

speaker, and (c) one or more additional online services (e.g., Spotify
music). Typically, the software running on the smart speaker, the

personal device, and the root service are developed and distributed

by the same provider (e.g., Google or Amazon). The user and the

smart speaker occupy the same physical shared space, such as a

room. Typical interactions among the parties are as follows:

The user issues a voice command (e.g., “play Game of Thrones on

HBO”) to the smart speaker, which, along with the root service and

appropriate online service, processes and executes the command.

This interaction requires the smart speaker to be authorized to

access the user’s online service account. The user typically provides

their credentials to the root service, which grants access to the

online service for the smart speaker and stores the credentials to

enable authentications transparently later. This allows the online

service to execute requests from the smart speaker and return the

responses. Smart speaker are designed to execute any received voice

command using the appropriate online service, however, this is not

necessarily secure. The smart speaker should allow the owner of

the account to access their online services but prevent others from

do so in their absence.

Typically, users possess a personal device that they trust and

use to run the smart speaker’s companion application. Through

this, the root service is granted long-term authorization to access

various online service accounts of the user. Smart speakers are

generally equipped with microphone(s), speaker(s), and personal

assistant software. They also support several wireless communi-

cation technologies for connecting IoT devices. In addition, smart

speakers are typically equipped with several LED lights to provide

visual information about their current status.

2.2 Adversary Model
We consider as an adversary any device or person that has access

to the shared space where the smart speaker is located. The goal

of the adversary is to use the online services for which the smart

speaker was granted access to by the user. An adversary could use

these services by obtaining the user’s credentials or directly using

the smart speaker or another device that has been granted access

to the user’s accounts.

We assume that neither the personal device nor the online ser-

vice provider is compromised. Additionally, we assume that the

adversary cannot undetectably compromise the smart speaker prior

to or during its use by the temporary user. However, the adversary

may compromise the smart speaker once the user has left the shared

space for an extended period. We allow the adversary to observe

any communication within the shared space and to inject their own

malicious messages.

2.3 Requirements
Our goal is to design and implement a protocol for secure delegation

of temporary access rights to a user’s online service for a smart

speaker in close proximity. Our protocol was designed with the

following goals in mind:

G1 The personal device and user need to be able to correctly

identify which smart speaker they wish to connect to.

G2 The smart speaker does not need to authenticate the personal

device. It should participate in this protocol with any party

that is willing to grant it access to their accounts.

G3 The root service needs to be able to construct a binding

between the smart speaker and personal device. This rela-

tionship is required for the root service to grant the smart

speaker the permissions of the account associated with the

personal device.

G4 The protocol should only rely on the root service that is

associated with the built-in assistant on the smart speaker.

Access to all other online services will be granted via the

root service.

In addition, our protocol needs to meet several other require-

ments:

R1 Minimalism: The smart speaker must only be granted ac-

cess to the subset of services that the user actually uses with

the smart speaker. The burden imposed to the user for grant-

ing access should be the same regardless of the number of

services used.

R2 Deployability: The changes stipulated by the protocol must

be deployable by a single entity, the one that controls soft-

ware across the smart speaker, personal device, and root

service. It must be easy to implement considering the cur-

rent capabilities of these devices/entities (e.g., no hardware

modification should be required).

R3 Bounded authorization: The granted access rights must

be bound to the temporary usage in space and time. They

should be suspended or expire when the user is not present

in a space or when temporary usage ends.



Lux: Enabling Ephemeral Authorization for Display-Limited IoT Devices Conference’17, July 2017, Washington, DC, USA

IDRootServ, Ch.Info, IDC
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<latexit sha1_base64="QMD4vZm2DKtCzY/H4SE0Vq8twns=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2VXBMVTwYvHCvYD2rVk02kbms0uSVYpS/+HFw+KePW/ePPfmG73oK0PBh7vzWQyL4gF18Z1v53Cyura+kZxs7S1vbO7V94/aOooUQwbLBKRagdUo+ASG4Ybge1YIQ0Dga1gfDPzW4+oNI/kvZnE6Id0KPmAM2qs9NDNXkgDkeDUO+uVK27VzUCWiZeTCuSo98pf3X7EkhClYYJq3fHc2PgpVYYzgdNSN9EYUzamQ+xYKmmI2k+znVNyYpU+GUTKljQkU39PpDTUehIGtjOkZqQXvZn4n9dJzODKT7mME4OSzRcNEkFMRGYRkD5XyIyYWEKZ4vavhI2ooszYoEo2BG/x5GXSPK96btW7u6jUrvM4inAEx3AKHlxCDW6hDg1goOAZXuHNeXJenHfnY95acPKZQ/gD5/MHecKScw==</latexit><latexit sha1_base64="QMD4vZm2DKtCzY/H4SE0Vq8twns=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2VXBMVTwYvHCvYD2rVk02kbms0uSVYpS/+HFw+KePW/ePPfmG73oK0PBh7vzWQyL4gF18Z1v53Cyura+kZxs7S1vbO7V94/aOooUQwbLBKRagdUo+ASG4Ybge1YIQ0Dga1gfDPzW4+oNI/kvZnE6Id0KPmAM2qs9NDNXkgDkeDUO+uVK27VzUCWiZeTCuSo98pf3X7EkhClYYJq3fHc2PgpVYYzgdNSN9EYUzamQ+xYKmmI2k+znVNyYpU+GUTKljQkU39PpDTUehIGtjOkZqQXvZn4n9dJzODKT7mME4OSzRcNEkFMRGYRkD5XyIyYWEKZ4vavhI2ooszYoEo2BG/x5GXSPK96btW7u6jUrvM4inAEx3AKHlxCDW6hDg1goOAZXuHNeXJenHfnY95acPKZQ/gD5/MHecKScw==</latexit><latexit sha1_base64="QMD4vZm2DKtCzY/H4SE0Vq8twns=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2VXBMVTwYvHCvYD2rVk02kbms0uSVYpS/+HFw+KePW/ePPfmG73oK0PBh7vzWQyL4gF18Z1v53Cyura+kZxs7S1vbO7V94/aOooUQwbLBKRagdUo+ASG4Ybge1YIQ0Dga1gfDPzW4+oNI/kvZnE6Id0KPmAM2qs9NDNXkgDkeDUO+uVK27VzUCWiZeTCuSo98pf3X7EkhClYYJq3fHc2PgpVYYzgdNSN9EYUzamQ+xYKmmI2k+znVNyYpU+GUTKljQkU39PpDTUehIGtjOkZqQXvZn4n9dJzODKT7mME4OSzRcNEkFMRGYRkD5XyIyYWEKZ4vavhI2ooszYoEo2BG/x5GXSPK96btW7u6jUrvM4inAEx3AKHlxCDW6hDg1goOAZXuHNeXJenHfnY95acPKZQ/gD5/MHecKScw==</latexit><latexit sha1_base64="QMD4vZm2DKtCzY/H4SE0Vq8twns=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2VXBMVTwYvHCvYD2rVk02kbms0uSVYpS/+HFw+KePW/ePPfmG73oK0PBh7vzWQyL4gF18Z1v53Cyura+kZxs7S1vbO7V94/aOooUQwbLBKRagdUo+ASG4Ybge1YIQ0Dga1gfDPzW4+oNI/kvZnE6Id0KPmAM2qs9NDNXkgDkeDUO+uVK27VzUCWiZeTCuSo98pf3X7EkhClYYJq3fHc2PgpVYYzgdNSN9EYUzamQ+xYKmmI2k+znVNyYpU+GUTKljQkU39PpDTUehIGtjOkZqQXvZn4n9dJzODKT7mME4OSzRcNEkFMRGYRkD5XyIyYWEKZ4vavhI2ooszYoEo2BG/x5GXSPK96btW7u6jUrvM4inAEx3AKHlxCDW6hDg1goOAZXuHNeXJenHfnY95acPKZQ/gD5/MHecKScw==</latexit>

4)
<latexit sha1_base64="XNff4HrJ5gBDtIrFCu5GoZbssUw=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2VXCnosePFYwX5Au5ZsOm1Ds9klySpl6f/w4kERr/4Xb/4b0+0etPXBwOO9mUzmBbHg2rjut1NYW9/Y3Cpul3Z29/YPyodHLR0limGTRSJSnYBqFFxi03AjsBMrpGEgsB1MbuZ++xGV5pG8N9MY/ZCOJB9yRo2VHnrZC2kgEpzVLvrlilt1M5BV4uWkAjka/fJXbxCxJERpmKBadz03Nn5KleFM4KzUSzTGlE3oCLuWShqi9tNs54ycWWVAhpGyJQ3J1N8TKQ21noaB7QypGetlby7+53UTM7z2Uy7jxKBki0XDRBATkXkEZMAVMiOmllCmuP0rYWOqKDM2qJINwVs+eZW0LqueW/XuapW6m8dRhBM4hXPw4ArqcAsNaAIDBc/wCm/Ok/PivDsfi9aCk88cwx84nz97T5Js</latexit><latexit sha1_base64="XNff4HrJ5gBDtIrFCu5GoZbssUw=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2VXCnosePFYwX5Au5ZsOm1Ds9klySpl6f/w4kERr/4Xb/4b0+0etPXBwOO9mUzmBbHg2rjut1NYW9/Y3Cpul3Z29/YPyodHLR0limGTRSJSnYBqFFxi03AjsBMrpGEgsB1MbuZ++xGV5pG8N9MY/ZCOJB9yRo2VHnrZC2kgEpzVLvrlilt1M5BV4uWkAjka/fJXbxCxJERpmKBadz03Nn5KleFM4KzUSzTGlE3oCLuWShqi9tNs54ycWWVAhpGyJQ3J1N8TKQ21noaB7QypGetlby7+53UTM7z2Uy7jxKBki0XDRBATkXkEZMAVMiOmllCmuP0rYWOqKDM2qJINwVs+eZW0LqueW/XuapW6m8dRhBM4hXPw4ArqcAsNaAIDBc/wCm/Ok/PivDsfi9aCk88cwx84nz97T5Js</latexit><latexit sha1_base64="XNff4HrJ5gBDtIrFCu5GoZbssUw=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2VXCnosePFYwX5Au5ZsOm1Ds9klySpl6f/w4kERr/4Xb/4b0+0etPXBwOO9mUzmBbHg2rjut1NYW9/Y3Cpul3Z29/YPyodHLR0limGTRSJSnYBqFFxi03AjsBMrpGEgsB1MbuZ++xGV5pG8N9MY/ZCOJB9yRo2VHnrZC2kgEpzVLvrlilt1M5BV4uWkAjka/fJXbxCxJERpmKBadz03Nn5KleFM4KzUSzTGlE3oCLuWShqi9tNs54ycWWVAhpGyJQ3J1N8TKQ21noaB7QypGetlby7+53UTM7z2Uy7jxKBki0XDRBATkXkEZMAVMiOmllCmuP0rYWOqKDM2qJINwVs+eZW0LqueW/XuapW6m8dRhBM4hXPw4ArqcAsNaAIDBc/wCm/Ok/PivDsfi9aCk88cwx84nz97T5Js</latexit><latexit sha1_base64="XNff4HrJ5gBDtIrFCu5GoZbssUw=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2VXCnosePFYwX5Au5ZsOm1Ds9klySpl6f/w4kERr/4Xb/4b0+0etPXBwOO9mUzmBbHg2rjut1NYW9/Y3Cpul3Z29/YPyodHLR0limGTRSJSnYBqFFxi03AjsBMrpGEgsB1MbuZ++xGV5pG8N9MY/ZCOJB9yRo2VHnrZC2kgEpzVLvrlilt1M5BV4uWkAjka/fJXbxCxJERpmKBadz03Nn5KleFM4KzUSzTGlE3oCLuWShqi9tNs54ycWWVAhpGyJQ3J1N8TKQ21noaB7QypGetlby7+53UTM7z2Uy7jxKBki0XDRBATkXkEZMAVMiOmllCmuP0rYWOqKDM2qJINwVs+eZW0LqueW/XuapW6m8dRhBM4hXPw4ArqcAsNaAIDBc/wCm/Ok/PivDsfi9aCk88cwx84nz97T5Js</latexit>

Root
Service

IDC
<latexit sha1_base64="I9ZNsu00agonfkyvPQUYyk1QGgY=">AAAB6nicbZBNS8NAEIYn9avWr6pHL4tF8FQSERRPhXrQW0X7AW0om+2mXbrZhN2JUEJ/ghcPinj1F3nz37htc9DqCwsP78ywM2+QSGHQdb+cwsrq2vpGcbO0tb2zu1feP2iZONWMN1ksY90JqOFSKN5EgZJ3Es1pFEjeDsb1Wb39yLURsXrAScL9iA6VCAWjaK372+t6v1xxq+5c5C94OVQgV6Nf/uwNYpZGXCGT1Jiu5yboZ1SjYJJPS73U8ISyMR3yrkVFI278bL7qlJxYZ0DCWNunkMzdnxMZjYyZRIHtjCiOzHJtZv5X66YYXvqZUEmKXLHFR2EqCcZkdjcZCM0ZyokFyrSwuxI2opoytOmUbAje8sl/oXVW9SzfnVdqV3kcRTiCYzgFDy6gBjfQgCYwGMITvMCrI51n5815X7QWnHzmEH7J+fgGs+KNYA==</latexit><latexit sha1_base64="I9ZNsu00agonfkyvPQUYyk1QGgY=">AAAB6nicbZBNS8NAEIYn9avWr6pHL4tF8FQSERRPhXrQW0X7AW0om+2mXbrZhN2JUEJ/ghcPinj1F3nz37htc9DqCwsP78ywM2+QSGHQdb+cwsrq2vpGcbO0tb2zu1feP2iZONWMN1ksY90JqOFSKN5EgZJ3Es1pFEjeDsb1Wb39yLURsXrAScL9iA6VCAWjaK372+t6v1xxq+5c5C94OVQgV6Nf/uwNYpZGXCGT1Jiu5yboZ1SjYJJPS73U8ISyMR3yrkVFI278bL7qlJxYZ0DCWNunkMzdnxMZjYyZRIHtjCiOzHJtZv5X66YYXvqZUEmKXLHFR2EqCcZkdjcZCM0ZyokFyrSwuxI2opoytOmUbAje8sl/oXVW9SzfnVdqV3kcRTiCYzgFDy6gBjfQgCYwGMITvMCrI51n5815X7QWnHzmEH7J+fgGs+KNYA==</latexit><latexit sha1_base64="I9ZNsu00agonfkyvPQUYyk1QGgY=">AAAB6nicbZBNS8NAEIYn9avWr6pHL4tF8FQSERRPhXrQW0X7AW0om+2mXbrZhN2JUEJ/ghcPinj1F3nz37htc9DqCwsP78ywM2+QSGHQdb+cwsrq2vpGcbO0tb2zu1feP2iZONWMN1ksY90JqOFSKN5EgZJ3Es1pFEjeDsb1Wb39yLURsXrAScL9iA6VCAWjaK372+t6v1xxq+5c5C94OVQgV6Nf/uwNYpZGXCGT1Jiu5yboZ1SjYJJPS73U8ISyMR3yrkVFI278bL7qlJxYZ0DCWNunkMzdnxMZjYyZRIHtjCiOzHJtZv5X66YYXvqZUEmKXLHFR2EqCcZkdjcZCM0ZyokFyrSwuxI2opoytOmUbAje8sl/oXVW9SzfnVdqV3kcRTiCYzgFDy6gBjfQgCYwGMITvMCrI51n5815X7QWnHzmEH7J+fgGs+KNYA==</latexit><latexit sha1_base64="I9ZNsu00agonfkyvPQUYyk1QGgY=">AAAB6nicbZBNS8NAEIYn9avWr6pHL4tF8FQSERRPhXrQW0X7AW0om+2mXbrZhN2JUEJ/ghcPinj1F3nz37htc9DqCwsP78ywM2+QSGHQdb+cwsrq2vpGcbO0tb2zu1feP2iZONWMN1ksY90JqOFSKN5EgZJ3Es1pFEjeDsb1Wb39yLURsXrAScL9iA6VCAWjaK372+t6v1xxq+5c5C94OVQgV6Nf/uwNYpZGXCGT1Jiu5yboZ1SjYJJPS73U8ISyMR3yrkVFI278bL7qlJxYZ0DCWNunkMzdnxMZjYyZRIHtjCiOzHJtZv5X66YYXvqZUEmKXLHFR2EqCcZkdjcZCM0ZyokFyrSwuxI2opoytOmUbAje8sl/oXVW9SzfnVdqV3kcRTiCYzgFDy6gBjfQgCYwGMITvMCrI51n5815X7QWnHzmEH7J+fgGs+KNYA==</latexit>

IDC, IDRootServ
<latexit sha1_base64="096qyP8Lyqy1ytgbAR0bKbxnRG0=">AAAB/HicbVDLSgMxFM3UV62v0S7dBIvgQsqMCIqrQruwu/roA9phyKRpG5pJhiRTGIb6K25cKOLWD3Hn35i2s9DWAxcO59zLvfcEEaNKO863lVtb39jcym8Xdnb39g/sw6OWErHEpIkFE7ITIEUY5aSpqWakE0mCwoCRdjCuzvz2hEhFBX/USUS8EA05HVCMtJF8u1ivVc97sF7z03sh9AORk6lvl5yyMwdcJW5GSiBDw7e/en2B45BwjRlSqus6kfZSJDXFjEwLvViRCOExGpKuoRyFRHnp/PgpPDVKHw6ENMU1nKu/J1IUKpWEgekMkR6pZW8m/ud1Yz249lLKo1gTjheLBjGDWsBZErBPJcGaJYYgLKm5FeIRkghrk1fBhOAuv7xKWhdl1ym7d5elyk0WRx4cgxNwBlxwBSrgFjRAE2CQgGfwCt6sJ+vFerc+Fq05K5spgj+wPn8Afl6UAQ==</latexit><latexit sha1_base64="096qyP8Lyqy1ytgbAR0bKbxnRG0=">AAAB/HicbVDLSgMxFM3UV62v0S7dBIvgQsqMCIqrQruwu/roA9phyKRpG5pJhiRTGIb6K25cKOLWD3Hn35i2s9DWAxcO59zLvfcEEaNKO863lVtb39jcym8Xdnb39g/sw6OWErHEpIkFE7ITIEUY5aSpqWakE0mCwoCRdjCuzvz2hEhFBX/USUS8EA05HVCMtJF8u1ivVc97sF7z03sh9AORk6lvl5yyMwdcJW5GSiBDw7e/en2B45BwjRlSqus6kfZSJDXFjEwLvViRCOExGpKuoRyFRHnp/PgpPDVKHw6ENMU1nKu/J1IUKpWEgekMkR6pZW8m/ud1Yz249lLKo1gTjheLBjGDWsBZErBPJcGaJYYgLKm5FeIRkghrk1fBhOAuv7xKWhdl1ym7d5elyk0WRx4cgxNwBlxwBSrgFjRAE2CQgGfwCt6sJ+vFerc+Fq05K5spgj+wPn8Afl6UAQ==</latexit><latexit sha1_base64="096qyP8Lyqy1ytgbAR0bKbxnRG0=">AAAB/HicbVDLSgMxFM3UV62v0S7dBIvgQsqMCIqrQruwu/roA9phyKRpG5pJhiRTGIb6K25cKOLWD3Hn35i2s9DWAxcO59zLvfcEEaNKO863lVtb39jcym8Xdnb39g/sw6OWErHEpIkFE7ITIEUY5aSpqWakE0mCwoCRdjCuzvz2hEhFBX/USUS8EA05HVCMtJF8u1ivVc97sF7z03sh9AORk6lvl5yyMwdcJW5GSiBDw7e/en2B45BwjRlSqus6kfZSJDXFjEwLvViRCOExGpKuoRyFRHnp/PgpPDVKHw6ENMU1nKu/J1IUKpWEgekMkR6pZW8m/ud1Yz249lLKo1gTjheLBjGDWsBZErBPJcGaJYYgLKm5FeIRkghrk1fBhOAuv7xKWhdl1ym7d5elyk0WRx4cgxNwBlxwBSrgFjRAE2CQgGfwCt6sJ+vFerc+Fq05K5spgj+wPn8Afl6UAQ==</latexit><latexit sha1_base64="096qyP8Lyqy1ytgbAR0bKbxnRG0=">AAAB/HicbVDLSgMxFM3UV62v0S7dBIvgQsqMCIqrQruwu/roA9phyKRpG5pJhiRTGIb6K25cKOLWD3Hn35i2s9DWAxcO59zLvfcEEaNKO863lVtb39jcym8Xdnb39g/sw6OWErHEpIkFE7ITIEUY5aSpqWakE0mCwoCRdjCuzvz2hEhFBX/USUS8EA05HVCMtJF8u1ivVc97sF7z03sh9AORk6lvl5yyMwdcJW5GSiBDw7e/en2B45BwjRlSqus6kfZSJDXFjEwLvViRCOExGpKuoRyFRHnp/PgpPDVKHw6ENMU1nKu/J1IUKpWEgekMkR6pZW8m/ud1Yz249lLKo1gTjheLBjGDWsBZErBPJcGaJYYgLKm5FeIRkghrk1fBhOAuv7xKWhdl1ym7d5elyk0WRx4cgxNwBlxwBSrgFjRAE2CQgGfwCt6sJ+vFerc+Fq05K5spgj+wPn8Afl6UAQ==</latexit>

2)
<latexit sha1_base64="pWTQCXH22e7IBR0tKuFcOgVmaaI=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2W3CHosePFYwX5Au5ZsOtuGZrNLklXK0v/hxYMiXv0v3vw3pu0etPXBwOO9mUzmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2Z++xGV5rG8N5ME/YgOJQ85o8ZKD735C1kgUpzWLvrlilt15yCrxMtJBXI0+uWv3iBmaYTSMEG17npuYvyMKsOZwGmpl2pMKBvTIXYtlTRC7WfznVNyZpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjtZ1wmqUHJFovCVBATk1kEZMAVMiMmllCmuP0rYSOqKDM2qJINwVs+eZW0alXPrXp3l5W6m8dRhBM4hXPw4ArqcAsNaAIDBc/wCm/Ok/PivDsfi9aCk88cwx84nz94RZJq</latexit><latexit sha1_base64="pWTQCXH22e7IBR0tKuFcOgVmaaI=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2W3CHosePFYwX5Au5ZsOtuGZrNLklXK0v/hxYMiXv0v3vw3pu0etPXBwOO9mUzmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2Z++xGV5rG8N5ME/YgOJQ85o8ZKD735C1kgUpzWLvrlilt15yCrxMtJBXI0+uWv3iBmaYTSMEG17npuYvyMKsOZwGmpl2pMKBvTIXYtlTRC7WfznVNyZpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjtZ1wmqUHJFovCVBATk1kEZMAVMiMmllCmuP0rYSOqKDM2qJINwVs+eZW0alXPrXp3l5W6m8dRhBM4hXPw4ArqcAsNaAIDBc/wCm/Ok/PivDsfi9aCk88cwx84nz94RZJq</latexit><latexit sha1_base64="pWTQCXH22e7IBR0tKuFcOgVmaaI=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2W3CHosePFYwX5Au5ZsOtuGZrNLklXK0v/hxYMiXv0v3vw3pu0etPXBwOO9mUzmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2Z++xGV5rG8N5ME/YgOJQ85o8ZKD735C1kgUpzWLvrlilt15yCrxMtJBXI0+uWv3iBmaYTSMEG17npuYvyMKsOZwGmpl2pMKBvTIXYtlTRC7WfznVNyZpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjtZ1wmqUHJFovCVBATk1kEZMAVMiMmllCmuP0rYSOqKDM2qJINwVs+eZW0alXPrXp3l5W6m8dRhBM4hXPw4ArqcAsNaAIDBc/wCm/Ok/PivDsfi9aCk88cwx84nz94RZJq</latexit><latexit sha1_base64="pWTQCXH22e7IBR0tKuFcOgVmaaI=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2W3CHosePFYwX5Au5ZsOtuGZrNLklXK0v/hxYMiXv0v3vw3pu0etPXBwOO9mUzmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2Z++xGV5rG8N5ME/YgOJQ85o8ZKD735C1kgUpzWLvrlilt15yCrxMtJBXI0+uWv3iBmaYTSMEG17npuYvyMKsOZwGmpl2pMKBvTIXYtlTRC7WfznVNyZpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjtZ1wmqUHJFovCVBATk1kEZMAVMiMmllCmuP0rYSOqKDM2qJINwVs+eZW0alXPrXp3l5W6m8dRhBM4hXPw4ArqcAsNaAIDBc/wCm/Ok/PivDsfi9aCk88cwx84nz94RZJq</latexit>

3)
<latexit sha1_base64="e5VMe8EdISBjTsEsfD7bZJJa6RY=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2VXBT0WvHisYD+gXUs2nbah2eySZJWy9H948aCIV/+LN/+N6XYP2vpg4PHeTCbzglhwbVz32ymsrK6tbxQ3S1vbO7t75f2Dpo4SxbDBIhGpdkA1Ci6xYbgR2I4V0jAQ2ArGNzO/9YhK80jem0mMfkiHkg84o8ZKD93shTQQCU4vznrlilt1M5Bl4uWkAjnqvfJXtx+xJERpmKBadzw3Nn5KleFM4LTUTTTGlI3pEDuWShqi9tNs55ScWKVPBpGyJQ3J1N8TKQ21noSB7QypGelFbyb+53USM7j2Uy7jxKBk80WDRBATkVkEpM8VMiMmllCmuP0rYSOqKDM2qJINwVs8eZk0z6ueW/XuLis1N4+jCEdwDKfgwRXU4Bbq0AAGCp7hFd6cJ+fFeXc+5q0FJ585hD9wPn8AecqSaw==</latexit><latexit sha1_base64="e5VMe8EdISBjTsEsfD7bZJJa6RY=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2VXBT0WvHisYD+gXUs2nbah2eySZJWy9H948aCIV/+LN/+N6XYP2vpg4PHeTCbzglhwbVz32ymsrK6tbxQ3S1vbO7t75f2Dpo4SxbDBIhGpdkA1Ci6xYbgR2I4V0jAQ2ArGNzO/9YhK80jem0mMfkiHkg84o8ZKD93shTQQCU4vznrlilt1M5Bl4uWkAjnqvfJXtx+xJERpmKBadzw3Nn5KleFM4LTUTTTGlI3pEDuWShqi9tNs55ScWKVPBpGyJQ3J1N8TKQ21noSB7QypGelFbyb+53USM7j2Uy7jxKBk80WDRBATkVkEpM8VMiMmllCmuP0rYSOqKDM2qJINwVs8eZk0z6ueW/XuLis1N4+jCEdwDKfgwRXU4Bbq0AAGCp7hFd6cJ+fFeXc+5q0FJ585hD9wPn8AecqSaw==</latexit><latexit sha1_base64="e5VMe8EdISBjTsEsfD7bZJJa6RY=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2VXBT0WvHisYD+gXUs2nbah2eySZJWy9H948aCIV/+LN/+N6XYP2vpg4PHeTCbzglhwbVz32ymsrK6tbxQ3S1vbO7t75f2Dpo4SxbDBIhGpdkA1Ci6xYbgR2I4V0jAQ2ArGNzO/9YhK80jem0mMfkiHkg84o8ZKD93shTQQCU4vznrlilt1M5Bl4uWkAjnqvfJXtx+xJERpmKBadzw3Nn5KleFM4LTUTTTGlI3pEDuWShqi9tNs55ScWKVPBpGyJQ3J1N8TKQ21noSB7QypGelFbyb+53USM7j2Uy7jxKBk80WDRBATkVkEpM8VMiMmllCmuP0rYSOqKDM2qJINwVs8eZk0z6ueW/XuLis1N4+jCEdwDKfgwRXU4Bbq0AAGCp7hFd6cJ+fFeXc+5q0FJ585hD9wPn8AecqSaw==</latexit><latexit sha1_base64="e5VMe8EdISBjTsEsfD7bZJJa6RY=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2VXBT0WvHisYD+gXUs2nbah2eySZJWy9H948aCIV/+LN/+N6XYP2vpg4PHeTCbzglhwbVz32ymsrK6tbxQ3S1vbO7t75f2Dpo4SxbDBIhGpdkA1Ci6xYbgR2I4V0jAQ2ArGNzO/9YhK80jem0mMfkiHkg84o8ZKD93shTQQCU4vznrlilt1M5Bl4uWkAjnqvfJXtx+xJERpmKBadzw3Nn5KleFM4LTUTTTGlI3pEDuWShqi9tNs55ScWKVPBpGyJQ3J1N8TKQ21noSB7QypGelFbyb+53USM7j2Uy7jxKBk80WDRBATkVkEpM8VMiMmllCmuP0rYSOqKDM2qJINwVs8eZk0z6ueW/XuLis1N4+jCEdwDKfgwRXU4Bbq0AAGCp7hFd6cJ+fFeXc+5q0FJ585hD9wPn8AecqSaw==</latexit>

6b)
<latexit sha1_base64="U1K09sOQxyXEzoHrfX9SjWlIA/g=">AAAB+HicbVDLSsNAFJ3UV62PRl26GSyCbkoioi4LblxWsA9oQ5lMb9qhk0mYh1BDv8SNC0Xc+inu/BunaRbaeuDC4Zx75849YcqZ0p737ZTW1jc2t8rblZ3dvf2qe3DYVomRFFo04YnshkQBZwJammkO3VQCiUMOnXByO/c7jyAVS8SDnqYQxGQkWMQo0VYauNV+/kYWcgOzq/B84Na8upcDrxK/IDVUoDlwv/rDhJoYhKacKNXzvVQHGZGaUQ6zSt8oSAmdkBH0LBUkBhVk+dIZPrXKEEeJtCU0ztXfExmJlZrGoe2MiR6rZW8u/uf1jI5ugoyJ1GgQdLEoMhzrBM9TwEMmgWo+tYRQyexfMR0TSai2WVVsCP7yyaukfVH3vbp/f1lreEUcZXSMTtAZ8tE1aqA71EQtRJFBz+gVvTlPzovz7nwsWktOMXOE/sD5/AG1VpML</latexit><latexit sha1_base64="U1K09sOQxyXEzoHrfX9SjWlIA/g=">AAAB+HicbVDLSsNAFJ3UV62PRl26GSyCbkoioi4LblxWsA9oQ5lMb9qhk0mYh1BDv8SNC0Xc+inu/BunaRbaeuDC4Zx75849YcqZ0p737ZTW1jc2t8rblZ3dvf2qe3DYVomRFFo04YnshkQBZwJammkO3VQCiUMOnXByO/c7jyAVS8SDnqYQxGQkWMQo0VYauNV+/kYWcgOzq/B84Na8upcDrxK/IDVUoDlwv/rDhJoYhKacKNXzvVQHGZGaUQ6zSt8oSAmdkBH0LBUkBhVk+dIZPrXKEEeJtCU0ztXfExmJlZrGoe2MiR6rZW8u/uf1jI5ugoyJ1GgQdLEoMhzrBM9TwEMmgWo+tYRQyexfMR0TSai2WVVsCP7yyaukfVH3vbp/f1lreEUcZXSMTtAZ8tE1aqA71EQtRJFBz+gVvTlPzovz7nwsWktOMXOE/sD5/AG1VpML</latexit><latexit sha1_base64="U1K09sOQxyXEzoHrfX9SjWlIA/g=">AAAB+HicbVDLSsNAFJ3UV62PRl26GSyCbkoioi4LblxWsA9oQ5lMb9qhk0mYh1BDv8SNC0Xc+inu/BunaRbaeuDC4Zx75849YcqZ0p737ZTW1jc2t8rblZ3dvf2qe3DYVomRFFo04YnshkQBZwJammkO3VQCiUMOnXByO/c7jyAVS8SDnqYQxGQkWMQo0VYauNV+/kYWcgOzq/B84Na8upcDrxK/IDVUoDlwv/rDhJoYhKacKNXzvVQHGZGaUQ6zSt8oSAmdkBH0LBUkBhVk+dIZPrXKEEeJtCU0ztXfExmJlZrGoe2MiR6rZW8u/uf1jI5ugoyJ1GgQdLEoMhzrBM9TwEMmgWo+tYRQyexfMR0TSai2WVVsCP7yyaukfVH3vbp/f1lreEUcZXSMTtAZ8tE1aqA71EQtRJFBz+gVvTlPzovz7nwsWktOMXOE/sD5/AG1VpML</latexit><latexit sha1_base64="U1K09sOQxyXEzoHrfX9SjWlIA/g=">AAAB+HicbVDLSsNAFJ3UV62PRl26GSyCbkoioi4LblxWsA9oQ5lMb9qhk0mYh1BDv8SNC0Xc+inu/BunaRbaeuDC4Zx75849YcqZ0p737ZTW1jc2t8rblZ3dvf2qe3DYVomRFFo04YnshkQBZwJammkO3VQCiUMOnXByO/c7jyAVS8SDnqYQxGQkWMQo0VYauNV+/kYWcgOzq/B84Na8upcDrxK/IDVUoDlwv/rDhJoYhKacKNXzvVQHGZGaUQ6zSt8oSAmdkBH0LBUkBhVk+dIZPrXKEEeJtCU0ztXfExmJlZrGoe2MiR6rZW8u/uf1jI5ugoyJ1GgQdLEoMhzrBM9TwEMmgWo+tYRQyexfMR0TSai2WVVsCP7yyaukfVH3vbp/f1lreEUcZXSMTtAZ8tE1aqA71EQtRJFBz+gVvTlPzovz7nwsWktOMXOE/sD5/AG1VpML</latexit>

KAB<latexit sha1_base64="N78RGZWdVxt8u6Wt5ztUm3GMib4=">AAAB7XicbVBNSwMxEJ34WetX1aOXYBE8lV0RFE9VL4KXCvYD2qVk02wbm02WJCuUpf/BiwdFvPp/vPlvTNs9aOuDgcd7M8zMCxPBjfW8b7S0vLK6tl7YKG5ube/slvb2G0almrI6VULpVkgME1yyuuVWsFaiGYlDwZrh8GbiN5+YNlzJBztKWBCTvuQRp8Q6qXHXza6ux91S2at4U+BF4uekDDlq3dJXp6doGjNpqSDGtH0vsUFGtOVUsHGxkxqWEDokfdZ2VJKYmSCbXjvGx07p4UhpV9Liqfp7IiOxMaM4dJ0xsQMz703E/7x2aqOLIOMySS2TdLYoSgW2Ck9exz2uGbVi5AihmrtbMR0QTah1ARVdCP78y4ukcVrxvYp/f1auXuZxFOAQjuAEfDiHKtxCDepA4RGe4RXekEIv6B19zFqXUD5zAH+APn8AK/GO0w==</latexit><latexit sha1_base64="N78RGZWdVxt8u6Wt5ztUm3GMib4=">AAAB7XicbVBNSwMxEJ34WetX1aOXYBE8lV0RFE9VL4KXCvYD2qVk02wbm02WJCuUpf/BiwdFvPp/vPlvTNs9aOuDgcd7M8zMCxPBjfW8b7S0vLK6tl7YKG5ube/slvb2G0almrI6VULpVkgME1yyuuVWsFaiGYlDwZrh8GbiN5+YNlzJBztKWBCTvuQRp8Q6qXHXza6ux91S2at4U+BF4uekDDlq3dJXp6doGjNpqSDGtH0vsUFGtOVUsHGxkxqWEDokfdZ2VJKYmSCbXjvGx07p4UhpV9Liqfp7IiOxMaM4dJ0xsQMz703E/7x2aqOLIOMySS2TdLYoSgW2Ck9exz2uGbVi5AihmrtbMR0QTah1ARVdCP78y4ukcVrxvYp/f1auXuZxFOAQjuAEfDiHKtxCDepA4RGe4RXekEIv6B19zFqXUD5zAH+APn8AK/GO0w==</latexit><latexit sha1_base64="N78RGZWdVxt8u6Wt5ztUm3GMib4=">AAAB7XicbVBNSwMxEJ34WetX1aOXYBE8lV0RFE9VL4KXCvYD2qVk02wbm02WJCuUpf/BiwdFvPp/vPlvTNs9aOuDgcd7M8zMCxPBjfW8b7S0vLK6tl7YKG5ube/slvb2G0almrI6VULpVkgME1yyuuVWsFaiGYlDwZrh8GbiN5+YNlzJBztKWBCTvuQRp8Q6qXHXza6ux91S2at4U+BF4uekDDlq3dJXp6doGjNpqSDGtH0vsUFGtOVUsHGxkxqWEDokfdZ2VJKYmSCbXjvGx07p4UhpV9Liqfp7IiOxMaM4dJ0xsQMz703E/7x2aqOLIOMySS2TdLYoSgW2Ck9exz2uGbVi5AihmrtbMR0QTah1ARVdCP78y4ukcVrxvYp/f1auXuZxFOAQjuAEfDiHKtxCDepA4RGe4RXekEIv6B19zFqXUD5zAH+APn8AK/GO0w==</latexit><latexit sha1_base64="N78RGZWdVxt8u6Wt5ztUm3GMib4=">AAAB7XicbVBNSwMxEJ34WetX1aOXYBE8lV0RFE9VL4KXCvYD2qVk02wbm02WJCuUpf/BiwdFvPp/vPlvTNs9aOuDgcd7M8zMCxPBjfW8b7S0vLK6tl7YKG5ube/slvb2G0almrI6VULpVkgME1yyuuVWsFaiGYlDwZrh8GbiN5+YNlzJBztKWBCTvuQRp8Q6qXHXza6ux91S2at4U+BF4uekDDlq3dJXp6doGjNpqSDGtH0vsUFGtOVUsHGxkxqWEDokfdZ2VJKYmSCbXjvGx07p4UhpV9Liqfp7IiOxMaM4dJ0xsQMz703E/7x2aqOLIOMySS2TdLYoSgW2Ck9exz2uGbVi5AihmrtbMR0QTah1ARVdCP78y4ukcVrxvYp/f1auXuZxFOAQjuAEfDiHKtxCDepA4RGe4RXekEIv6B19zFqXUD5zAH+APn8AK/GO0w==</latexit>

IDC Request
<latexit sha1_base64="LRHpJ9mtWsL2DkNNLWOxdvYRwf8=">AAAB83icbVDLSgNBEJyNrxhfUY9eBoPgKeyKoHgKxIPeopgHZJcwO+lNhszOrvMQwpLf8OJBEa/+jDf/xkmyB00saCiquunuClPOlHbdb6ewsrq2vlHcLG1t7+zulfcPWioxkkKTJjyRnZAo4ExAUzPNoZNKIHHIoR2O6lO//QRSsUQ86HEKQUwGgkWMEm0l//a67uN7eDSgdK9ccavuDHiZeDmpoByNXvnL7yfUxCA05USpruemOsiI1IxymJR8oyAldEQG0LVUkBhUkM1unuATq/RxlEhbQuOZ+nsiI7FS4zi0nTHRQ7XoTcX/vK7R0WWQMZEaDYLOF0WGY53gaQC4zyRQzceWECqZvRXTIZGEahtTyYbgLb68TFpnVc+tenfnldpVHkcRHaFjdIo8dIFq6AY1UBNRlKJn9IreHOO8OO/Ox7y14OQzh+gPnM8fOSKRHw==</latexit><latexit sha1_base64="LRHpJ9mtWsL2DkNNLWOxdvYRwf8=">AAAB83icbVDLSgNBEJyNrxhfUY9eBoPgKeyKoHgKxIPeopgHZJcwO+lNhszOrvMQwpLf8OJBEa/+jDf/xkmyB00saCiquunuClPOlHbdb6ewsrq2vlHcLG1t7+zulfcPWioxkkKTJjyRnZAo4ExAUzPNoZNKIHHIoR2O6lO//QRSsUQ86HEKQUwGgkWMEm0l//a67uN7eDSgdK9ccavuDHiZeDmpoByNXvnL7yfUxCA05USpruemOsiI1IxymJR8oyAldEQG0LVUkBhUkM1unuATq/RxlEhbQuOZ+nsiI7FS4zi0nTHRQ7XoTcX/vK7R0WWQMZEaDYLOF0WGY53gaQC4zyRQzceWECqZvRXTIZGEahtTyYbgLb68TFpnVc+tenfnldpVHkcRHaFjdIo8dIFq6AY1UBNRlKJn9IreHOO8OO/Ox7y14OQzh+gPnM8fOSKRHw==</latexit><latexit sha1_base64="LRHpJ9mtWsL2DkNNLWOxdvYRwf8=">AAAB83icbVDLSgNBEJyNrxhfUY9eBoPgKeyKoHgKxIPeopgHZJcwO+lNhszOrvMQwpLf8OJBEa/+jDf/xkmyB00saCiquunuClPOlHbdb6ewsrq2vlHcLG1t7+zulfcPWioxkkKTJjyRnZAo4ExAUzPNoZNKIHHIoR2O6lO//QRSsUQ86HEKQUwGgkWMEm0l//a67uN7eDSgdK9ccavuDHiZeDmpoByNXvnL7yfUxCA05USpruemOsiI1IxymJR8oyAldEQG0LVUkBhUkM1unuATq/RxlEhbQuOZ+nsiI7FS4zi0nTHRQ7XoTcX/vK7R0WWQMZEaDYLOF0WGY53gaQC4zyRQzceWECqZvRXTIZGEahtTyYbgLb68TFpnVc+tenfnldpVHkcRHaFjdIo8dIFq6AY1UBNRlKJn9IreHOO8OO/Ox7y14OQzh+gPnM8fOSKRHw==</latexit><latexit sha1_base64="LRHpJ9mtWsL2DkNNLWOxdvYRwf8=">AAAB83icbVDLSgNBEJyNrxhfUY9eBoPgKeyKoHgKxIPeopgHZJcwO+lNhszOrvMQwpLf8OJBEa/+jDf/xkmyB00saCiquunuClPOlHbdb6ewsrq2vlHcLG1t7+zulfcPWioxkkKTJjyRnZAo4ExAUzPNoZNKIHHIoR2O6lO//QRSsUQ86HEKQUwGgkWMEm0l//a67uN7eDSgdK9ccavuDHiZeDmpoByNXvnL7yfUxCA05USpruemOsiI1IxymJR8oyAldEQG0LVUkBhUkM1unuATq/RxlEhbQuOZ+nsiI7FS4zi0nTHRQ7XoTcX/vK7R0WWQMZEaDYLOF0WGY53gaQC4zyRQzceWECqZvRXTIZGEahtTyYbgLb68TFpnVc+tenfnldpVHkcRHaFjdIo8dIFq6AY1UBNRlKJn9IreHOO8OO/Ox7y14OQzh+gPnM8fOSKRHw==</latexit>

5)
<latexit sha1_base64="NabmBLtYfEQ1cf55Eul1D0+14IE=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2VXFD0WvHisYD+gXUs2nbah2eySZJWy9H948aCIV/+LN/+N6XYP2vpg4PHeTCbzglhwbVz32ymsrK6tbxQ3S1vbO7t75f2Dpo4SxbDBIhGpdkA1Ci6xYbgR2I4V0jAQ2ArGNzO/9YhK80jem0mMfkiHkg84o8ZKD93shTQQCU4vz3rlilt1M5Bl4uWkAjnqvfJXtx+xJERpmKBadzw3Nn5KleFM4LTUTTTGlI3pEDuWShqi9tNs55ScWKVPBpGyJQ3J1N8TKQ21noSB7QypGelFbyb+53USM7j2Uy7jxKBk80WDRBATkVkEpM8VMiMmllCmuP0rYSOqKDM2qJINwVs8eZk0z6ueW/XuLio1N4+jCEdwDKfgwRXU4Bbq0AAGCp7hFd6cJ+fFeXc+5q0FJ585hD9wPn8AfNSSbQ==</latexit><latexit sha1_base64="NabmBLtYfEQ1cf55Eul1D0+14IE=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2VXFD0WvHisYD+gXUs2nbah2eySZJWy9H948aCIV/+LN/+N6XYP2vpg4PHeTCbzglhwbVz32ymsrK6tbxQ3S1vbO7t75f2Dpo4SxbDBIhGpdkA1Ci6xYbgR2I4V0jAQ2ArGNzO/9YhK80jem0mMfkiHkg84o8ZKD93shTQQCU4vz3rlilt1M5Bl4uWkAjnqvfJXtx+xJERpmKBadzw3Nn5KleFM4LTUTTTGlI3pEDuWShqi9tNs55ScWKVPBpGyJQ3J1N8TKQ21noSB7QypGelFbyb+53USM7j2Uy7jxKBk80WDRBATkVkEpM8VMiMmllCmuP0rYSOqKDM2qJINwVs8eZk0z6ueW/XuLio1N4+jCEdwDKfgwRXU4Bbq0AAGCp7hFd6cJ+fFeXc+5q0FJ585hD9wPn8AfNSSbQ==</latexit><latexit sha1_base64="NabmBLtYfEQ1cf55Eul1D0+14IE=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2VXFD0WvHisYD+gXUs2nbah2eySZJWy9H948aCIV/+LN/+N6XYP2vpg4PHeTCbzglhwbVz32ymsrK6tbxQ3S1vbO7t75f2Dpo4SxbDBIhGpdkA1Ci6xYbgR2I4V0jAQ2ArGNzO/9YhK80jem0mMfkiHkg84o8ZKD93shTQQCU4vz3rlilt1M5Bl4uWkAjnqvfJXtx+xJERpmKBadzw3Nn5KleFM4LTUTTTGlI3pEDuWShqi9tNs55ScWKVPBpGyJQ3J1N8TKQ21noSB7QypGelFbyb+53USM7j2Uy7jxKBk80WDRBATkVkEpM8VMiMmllCmuP0rYSOqKDM2qJINwVs8eZk0z6ueW/XuLio1N4+jCEdwDKfgwRXU4Bbq0AAGCp7hFd6cJ+fFeXc+5q0FJ585hD9wPn8AfNSSbQ==</latexit><latexit sha1_base64="NabmBLtYfEQ1cf55Eul1D0+14IE=">AAAB9XicbVBNSwMxEJ2tX7V+VT16CRZBL2VXFD0WvHisYD+gXUs2nbah2eySZJWy9H948aCIV/+LN/+N6XYP2vpg4PHeTCbzglhwbVz32ymsrK6tbxQ3S1vbO7t75f2Dpo4SxbDBIhGpdkA1Ci6xYbgR2I4V0jAQ2ArGNzO/9YhK80jem0mMfkiHkg84o8ZKD93shTQQCU4vz3rlilt1M5Bl4uWkAjnqvfJXtx+xJERpmKBadzw3Nn5KleFM4LTUTTTGlI3pEDuWShqi9tNs55ScWKVPBpGyJQ3J1N8TKQ21noSB7QypGelFbyb+53USM7j2Uy7jxKBk80WDRBATkVkEpM8VMiMmllCmuP0rYSOqKDM2qJINwVs8eZk0z6ueW/XuLio1N4+jCEdwDKfgwRXU4Bbq0AAGCp7hFd6cJ+fFeXc+5q0FJ585hD9wPn8AfNSSbQ==</latexit>

6a)
<latexit sha1_base64="tETI/gVoee4SVVioswUme9UHd9s=">AAAB+HicbVDLSsNAFJ3UV62PRl26GSyCbkoioi4LblxWsA9oQ5lMb9qhk0mYh1BDv8SNC0Xc+inu/BunaRbaeuDC4Zx75849YcqZ0p737ZTW1jc2t8rblZ3dvf2qe3DYVomRFFo04YnshkQBZwJammkO3VQCiUMOnXByO/c7jyAVS8SDnqYQxGQkWMQo0VYauNV+/kYWcgOzK3I+cGte3cuBV4lfkBoq0By4X/1hQk0MQlNOlOr5XqqDjEjNKIdZpW8UpIROyAh6lgoSgwqyfOkMn1pliKNE2hIa5+rviYzESk3j0HbGRI/VsjcX//N6Rkc3QcZEajQIulgUGY51gucp4CGTQDWfWkKoZPavmI6JJFTbrCo2BH/55FXSvqj7Xt2/v6w1vCKOMjpGJ+gM+egaNdAdaqIWosigZ/SK3pwn58V5dz4WrSWnmDlCf+B8/gCz0ZMK</latexit><latexit sha1_base64="tETI/gVoee4SVVioswUme9UHd9s=">AAAB+HicbVDLSsNAFJ3UV62PRl26GSyCbkoioi4LblxWsA9oQ5lMb9qhk0mYh1BDv8SNC0Xc+inu/BunaRbaeuDC4Zx75849YcqZ0p737ZTW1jc2t8rblZ3dvf2qe3DYVomRFFo04YnshkQBZwJammkO3VQCiUMOnXByO/c7jyAVS8SDnqYQxGQkWMQo0VYauNV+/kYWcgOzK3I+cGte3cuBV4lfkBoq0By4X/1hQk0MQlNOlOr5XqqDjEjNKIdZpW8UpIROyAh6lgoSgwqyfOkMn1pliKNE2hIa5+rviYzESk3j0HbGRI/VsjcX//N6Rkc3QcZEajQIulgUGY51gucp4CGTQDWfWkKoZPavmI6JJFTbrCo2BH/55FXSvqj7Xt2/v6w1vCKOMjpGJ+gM+egaNdAdaqIWosigZ/SK3pwn58V5dz4WrSWnmDlCf+B8/gCz0ZMK</latexit><latexit sha1_base64="tETI/gVoee4SVVioswUme9UHd9s=">AAAB+HicbVDLSsNAFJ3UV62PRl26GSyCbkoioi4LblxWsA9oQ5lMb9qhk0mYh1BDv8SNC0Xc+inu/BunaRbaeuDC4Zx75849YcqZ0p737ZTW1jc2t8rblZ3dvf2qe3DYVomRFFo04YnshkQBZwJammkO3VQCiUMOnXByO/c7jyAVS8SDnqYQxGQkWMQo0VYauNV+/kYWcgOzK3I+cGte3cuBV4lfkBoq0By4X/1hQk0MQlNOlOr5XqqDjEjNKIdZpW8UpIROyAh6lgoSgwqyfOkMn1pliKNE2hIa5+rviYzESk3j0HbGRI/VsjcX//N6Rkc3QcZEajQIulgUGY51gucp4CGTQDWfWkKoZPavmI6JJFTbrCo2BH/55FXSvqj7Xt2/v6w1vCKOMjpGJ+gM+egaNdAdaqIWosigZ/SK3pwn58V5dz4WrSWnmDlCf+B8/gCz0ZMK</latexit><latexit sha1_base64="tETI/gVoee4SVVioswUme9UHd9s=">AAAB+HicbVDLSsNAFJ3UV62PRl26GSyCbkoioi4LblxWsA9oQ5lMb9qhk0mYh1BDv8SNC0Xc+inu/BunaRbaeuDC4Zx75849YcqZ0p737ZTW1jc2t8rblZ3dvf2qe3DYVomRFFo04YnshkQBZwJammkO3VQCiUMOnXByO/c7jyAVS8SDnqYQxGQkWMQo0VYauNV+/kYWcgOzK3I+cGte3cuBV4lfkBoq0By4X/1hQk0MQlNOlOr5XqqDjEjNKIdZpW8UpIROyAh6lgoSgwqyfOkMn1pliKNE2hIa5+rviYzESk3j0HbGRI/VsjcX//N6Rkc3QcZEajQIulgUGY51gucp4CGTQDWfWkKoZPavmI6JJFTbrCo2BH/55FXSvqj7Xt2/v6w1vCKOMjpGJ+gM+egaNdAdaqIWosigZ/SK3pwn58V5dz4WrSWnmDlCf+B8/gCz0ZMK</latexit>User

Figure 1: The initialization protocol that authorizes the smart speaker to access the root service on the user’s behalf. At the
end of the protocol, the root service will issue a shared secret to the smart speaker and the personal device for use in future
communications.

2.4 Lux overview
Our solution, called Lux, to the secure delegation of temporary

access rights to a user’s online service for a smart speaker consists

of two main components:

• Aprotocol defining how to securely grant and revoke access

rights to online services for a smart speaker (Section 3 and 4)

• An automatedmechanism to detect the co-presence of
a user and a smart speaker, which in turn determines when
access rights must be granted and revoked (Section 5).

Our protocol provides the user with a transparent way of select-

ing, authorizing, and de-authorizing a smart speaker for temporary

use. Each service the users wishes to access is individually autho-

rized, thus enforcing the principle of least privilege. The protocol is

designed to require no third party (i.e., the hotel or airbnb deploy-

ing the smart speakers) support in order to function. This helps to

simplify the protocol and prevent additional parties from having to

known the user’s credentials or actively support our protocol.

Our co-presence detection detects reliably and in a timely man-

ner when the user joins and leaves the shared space. This way,

access rights can be dynamically granted to the smart speaker when

the user is present and dynamically revoked when it is absent. This

approach provides better security guarantees than a pre-defined

validity period for access rights specified by, for example, the check-

out time for hotel room or the end of the booked time for a meeting

room.

3 PROTOCOL DESIGN
In order to address our goals laid out in the previous section, we

designed a three-phase protocol. The protocol allows root services

to provide smart speakers with access tokens, which exists within

one of three states. These three states are active, suspended, and

expired which reflect the token’s current validity. The states are

automatic set by the de-authorizationmethod discussed in Section 5.

The first phase of the protocol (Section 3.1) will be used to au-

thorize the root service as well as share a secret between the user’s

personal device and the smart speaker. This phase is only required

to be performed once during the initial setup protocol. The shared

secret created during this phase is used in later phases of the proto-

col to authenticate the smart speaker to the personal device. Au-

thorization to additional online services are granted to the smart

speaker as the user requests them via the second phase protocol

described in Section 3.2. This phase is only required when the user

interacts with an online service for the first time. Finally, our third

phase (Section 3.3) consists of the transitions that can occur be-

tween the various states a smart speaker’s token can be in. This

phase of the protocol is responsible for dynamically revoking and

granting authorization for previously used online services based

on the presences of the personal device.

3.1 First Authorization and Setup
The first phase is shown in Figure 1. At this stage, the user is at-

tempting to connect to the smart speaker in the space they are

temporarily visiting. The user likely does not know how to con-

nect to a given smart speaker or even which device to connect to.

If the user were to simply select a device from a list, they could

authorize the wrong device (e.g., the device in the next room over).

To mitigate both of these factors and satisfy G1 and R1, we make

use of a non-traditional communication channel, light. The light

based channel helps to satisfy G1 since a user can intuitively in-

dicate which smart speaker they wish to authorize by directing

their personal device’s camera at it. Additionally, the light channel

aids in meeting R1 since many already deployed smart speakers

are equipped with LED indicator lights (12 in the case of the Ama-

zon Echo and Google Home). To begin, the user provides a voice

command informing the smart speaker that they wish to begin the

protocol, (1) in Figure 1. The smart speaker will then communicate

to the root service that a new visit is about to begin and request an

Inter-Device Communication identifier (IDC) from the root service

over a TLS connection (2). The IDC is a unique identifier that the

root service uses to link the two devices and is returned to the smart

speaker via (3) over the same TLS connection.

Next, the smart speaker needs to communicate the IDC as well as

other necessary information to the user’s personal device. However,

at this point the devices still do not have a communication channel

between them and the user still has not indicated which device

they wish to authorize. Theoretically all smart speakers within

audible range have performed messages 1-3 with their respective

root services. Now the user will direct the personal device’s cam-

era at the indicator lights on the selected smart speaker efficiently

indicating which smart speaker they wish to authorize. This re-

moves the possibility of the user selecting the wrong smart speaker

at this point. The smart speaker will use its lights to transmit an

identifier of which online service’s interface is being authorized

(IDRootServ ), a list of all supported networking channels the smart

speaker supports (e.g., a WiFi SSID and the device MAC Address),

and the IDC value provided by the root service, (4) in Figure 1. This

ensures the user has selected the correct device they wish to autho-

rize (G1) and forces the personal device and smart speaker to be
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located within close proximity for several seconds. During this time,

the personal device will configure our automatic de-authorization

method outlined in Section 5.

The personal device does not need to send any additional infor-

mation to the smart speaker, given that the smart speaker does not

need to authenticate the personal device (G2). Once the personal
device has received (4), it will decode the message and attempt

to validate the IDC by presenting it to root service indicated in

message (5). The root service will accept the first device to arrive

and present the specific IDC identifier. Once the IDC has been pre-

sented to the root service, it is able to link the personal device with

the smart speaker and allow it limited access to the user’s account

satisfying G3.
Next, the root service responds to the personal device with

whether or not the IDC was accepted and if it was, a key KAB
will also be sent (6b). By informing the personal device of success

or failure, we prevents a possible adversary from forcing the user to

use their malicious account. This is possible if an adversary presents

the IDC value before the user’s personal device. If such an attack

were to occur, the user would be alerted that their accounts failed

to be connected to the smart speaker. The same KAB is sent to the

smart speaker in (6a) that was sent to the personal device in (6b).

This new shared key KAB will be used by the two devices for later

communications.

Upon a successful IDC validation, the personal device will select

a communication medium from the list provided in (4). It will then

open a connection to the smart speaker for use in future authoriza-

tion requests. This connection will be maintained whenever the

personal device detects that it is co-located with the smart speaker.

In addition, whenever the personal device is co-located with the

smart speaker, both devices will need to maintain a second TLS con-

nection to the root service as well. We will discuss these channels

in depth in the next two subsections. By the end of this protocol,

the root service will have created a meaningful connection between

the personal device and smart speaker while authorizing the smart

speaker as a device the user wishes to use. However, at this point

the smart speaker only has permission to access the user’s root

service account, but not any of the other online service linked to

that account. This prevents the temporary device from becoming

over privileged and ensures that the temporary smart speaker has

as few privileges as needed.

The personal device and smart speaker must maintain KAB and

their TLS sessions with the root service. The TLS sessions do not

only serve as secure communication channels, they also act as au-
thentication tokens for our protocol. One TLS connection must be

maintained by the personal device per temporary device it has au-

thorized because the user can maintain temporary ownership of

multiple smart speakers. This prevents the user from accidentally

granting additional authorization to the wrong smart speaker if two

smart speaker’s share the same root service. The smart speaker will

also have to maintain a unique TLS connection for every personal

device that connects to it. These sessions do not necessarily need

to be active, but a resumption token does need to be maintained.

The root service also needs to maintain knowledge of both TLS

connection (personal device and smart speaker) and a list of online

services the smart speaker has been authorized to access.

IDS , IDC, HMACKAB
(IDC, IDS)

<latexit sha1_base64="O2kQRdvsxjWaNFyaOMyI0M503Us=">AAACEnicbVBLSwMxGMz6rPW16tFLsAgtSNkVQY99HVpEqGgf0C5LNs22odkHSVYoy/4GL/4VLx4U8erJm//GbNuDtg4kDDPzkXzjhIwKaRjf2srq2vrGZmYru72zu7evHxy2RRBxTFo4YAHvOkgQRn3SklQy0g05QZ7DSMcZV1O/80C4oIF/LychsTw09KlLMZJKsvVCo2bHd8lZHzZqVXXXb8pVO76243IlSfKpBmeJgq3njKIxBVwm5pzkwBxNW//qDwIcecSXmCEheqYRSitGXFLMSJLtR4KECI/RkPQU9ZFHhBVPV0rgqVIG0A24Or6EU/X3RIw8ISaeo5IekiOx6KXif14vku6VFVM/jCTx8ewhN2JQBjDtBw4oJ1iyiSIIc6r+CvEIcYSlajGrSjAXV14m7fOiaRTN24tcqTKvIwOOwQnIAxNcghKogyZoAQwewTN4BW/ak/aivWsfs+iKNp85An+gff4Aex+a1Q==</latexit><latexit sha1_base64="O2kQRdvsxjWaNFyaOMyI0M503Us=">AAACEnicbVBLSwMxGMz6rPW16tFLsAgtSNkVQY99HVpEqGgf0C5LNs22odkHSVYoy/4GL/4VLx4U8erJm//GbNuDtg4kDDPzkXzjhIwKaRjf2srq2vrGZmYru72zu7evHxy2RRBxTFo4YAHvOkgQRn3SklQy0g05QZ7DSMcZV1O/80C4oIF/LychsTw09KlLMZJKsvVCo2bHd8lZHzZqVXXXb8pVO76243IlSfKpBmeJgq3njKIxBVwm5pzkwBxNW//qDwIcecSXmCEheqYRSitGXFLMSJLtR4KECI/RkPQU9ZFHhBVPV0rgqVIG0A24Or6EU/X3RIw8ISaeo5IekiOx6KXif14vku6VFVM/jCTx8ewhN2JQBjDtBw4oJ1iyiSIIc6r+CvEIcYSlajGrSjAXV14m7fOiaRTN24tcqTKvIwOOwQnIAxNcghKogyZoAQwewTN4BW/ak/aivWsfs+iKNp85An+gff4Aex+a1Q==</latexit><latexit sha1_base64="O2kQRdvsxjWaNFyaOMyI0M503Us=">AAACEnicbVBLSwMxGMz6rPW16tFLsAgtSNkVQY99HVpEqGgf0C5LNs22odkHSVYoy/4GL/4VLx4U8erJm//GbNuDtg4kDDPzkXzjhIwKaRjf2srq2vrGZmYru72zu7evHxy2RRBxTFo4YAHvOkgQRn3SklQy0g05QZ7DSMcZV1O/80C4oIF/LychsTw09KlLMZJKsvVCo2bHd8lZHzZqVXXXb8pVO76243IlSfKpBmeJgq3njKIxBVwm5pzkwBxNW//qDwIcecSXmCEheqYRSitGXFLMSJLtR4KECI/RkPQU9ZFHhBVPV0rgqVIG0A24Or6EU/X3RIw8ISaeo5IekiOx6KXif14vku6VFVM/jCTx8ewhN2JQBjDtBw4oJ1iyiSIIc6r+CvEIcYSlajGrSjAXV14m7fOiaRTN24tcqTKvIwOOwQnIAxNcghKogyZoAQwewTN4BW/ak/aivWsfs+iKNp85An+gff4Aex+a1Q==</latexit><latexit sha1_base64="O2kQRdvsxjWaNFyaOMyI0M503Us=">AAACEnicbVBLSwMxGMz6rPW16tFLsAgtSNkVQY99HVpEqGgf0C5LNs22odkHSVYoy/4GL/4VLx4U8erJm//GbNuDtg4kDDPzkXzjhIwKaRjf2srq2vrGZmYru72zu7evHxy2RRBxTFo4YAHvOkgQRn3SklQy0g05QZ7DSMcZV1O/80C4oIF/LychsTw09KlLMZJKsvVCo2bHd8lZHzZqVXXXb8pVO76243IlSfKpBmeJgq3njKIxBVwm5pzkwBxNW//qDwIcecSXmCEheqYRSitGXFLMSJLtR4KECI/RkPQU9ZFHhBVPV0rgqVIG0A24Or6EU/X3RIw8ISaeo5IekiOx6KXif14vku6VFVM/jCTx8ewhN2JQBjDtBw4oJ1iyiSIIc6r+CvEIcYSlajGrSjAXV14m7fOiaRTN24tcqTKvIwOOwQnIAxNcghKogyZoAQwewTN4BW/ak/aivWsfs+iKNp85An+gff4Aex+a1Q==</latexit>

1)
<latexit sha1_base64="NXUBZ3c9K9290slcWy9qjLqNarg=">AAACKXicbVDLSgMxFM3UV62vUZdugkVQkGGmVdruim5cVrAPaEvJpHfa0MyDJCOUob/jxl9xo6CoW3/ETNuFbb0QcjjnnnuT40acSWXbX0ZmbX1jcyu7ndvZ3ds/MA+PGjKMBYU6DXkoWi6RwFkAdcUUh1YkgPguh6Y7uk315iMIycLgQY0j6PpkEDCPUaI01TOrnT542judlPhjl8cwScTAnSS2VShWLrFtXZfL6VUpFSe5zkKjc5HrmXnbsqeFV4EzB3k0r1rPfOv0Qxr7ECjKiZRtx45UNyFCMcpBb4glRISOyADaGgbEB9lNpmsn+EwzfeyFQp9A4Sn715EQX8qx7+pOn6ihXNZS8j+tHSuv3E1YEMUKAjpb5MUcqxCnseE+E0AVH2tAqGD6rZgOiSBU6XDTEJzlL6+CRsFybMu5v8pXb+ZxZNEJOkXnyEElVEV3qIbqiKIn9ILe0YfxbLwan8b3rDVjzD3HaKGMn19qqaTJ</latexit><latexit sha1_base64="NXUBZ3c9K9290slcWy9qjLqNarg=">AAACKXicbVDLSgMxFM3UV62vUZdugkVQkGGmVdruim5cVrAPaEvJpHfa0MyDJCOUob/jxl9xo6CoW3/ETNuFbb0QcjjnnnuT40acSWXbX0ZmbX1jcyu7ndvZ3ds/MA+PGjKMBYU6DXkoWi6RwFkAdcUUh1YkgPguh6Y7uk315iMIycLgQY0j6PpkEDCPUaI01TOrnT542judlPhjl8cwScTAnSS2VShWLrFtXZfL6VUpFSe5zkKjc5HrmXnbsqeFV4EzB3k0r1rPfOv0Qxr7ECjKiZRtx45UNyFCMcpBb4glRISOyADaGgbEB9lNpmsn+EwzfeyFQp9A4Sn715EQX8qx7+pOn6ihXNZS8j+tHSuv3E1YEMUKAjpb5MUcqxCnseE+E0AVH2tAqGD6rZgOiSBU6XDTEJzlL6+CRsFybMu5v8pXb+ZxZNEJOkXnyEElVEV3qIbqiKIn9ILe0YfxbLwan8b3rDVjzD3HaKGMn19qqaTJ</latexit><latexit sha1_base64="NXUBZ3c9K9290slcWy9qjLqNarg=">AAACKXicbVDLSgMxFM3UV62vUZdugkVQkGGmVdruim5cVrAPaEvJpHfa0MyDJCOUob/jxl9xo6CoW3/ETNuFbb0QcjjnnnuT40acSWXbX0ZmbX1jcyu7ndvZ3ds/MA+PGjKMBYU6DXkoWi6RwFkAdcUUh1YkgPguh6Y7uk315iMIycLgQY0j6PpkEDCPUaI01TOrnT542judlPhjl8cwScTAnSS2VShWLrFtXZfL6VUpFSe5zkKjc5HrmXnbsqeFV4EzB3k0r1rPfOv0Qxr7ECjKiZRtx45UNyFCMcpBb4glRISOyADaGgbEB9lNpmsn+EwzfeyFQp9A4Sn715EQX8qx7+pOn6ihXNZS8j+tHSuv3E1YEMUKAjpb5MUcqxCnseE+E0AVH2tAqGD6rZgOiSBU6XDTEJzlL6+CRsFybMu5v8pXb+ZxZNEJOkXnyEElVEV3qIbqiKIn9ILe0YfxbLwan8b3rDVjzD3HaKGMn19qqaTJ</latexit><latexit sha1_base64="NXUBZ3c9K9290slcWy9qjLqNarg=">AAACKXicbVDLSgMxFM3UV62vUZdugkVQkGGmVdruim5cVrAPaEvJpHfa0MyDJCOUob/jxl9xo6CoW3/ETNuFbb0QcjjnnnuT40acSWXbX0ZmbX1jcyu7ndvZ3ds/MA+PGjKMBYU6DXkoWi6RwFkAdcUUh1YkgPguh6Y7uk315iMIycLgQY0j6PpkEDCPUaI01TOrnT542judlPhjl8cwScTAnSS2VShWLrFtXZfL6VUpFSe5zkKjc5HrmXnbsqeFV4EzB3k0r1rPfOv0Qxr7ECjKiZRtx45UNyFCMcpBb4glRISOyADaGgbEB9lNpmsn+EwzfeyFQp9A4Sn715EQX8qx7+pOn6ihXNZS8j+tHSuv3E1YEMUKAjpb5MUcqxCnseE+E0AVH2tAqGD6rZgOiSBU6XDTEJzlL6+CRsFybMu5v8pXb+ZxZNEJOkXnyEElVEV3qIbqiKIn9ILe0YfxbLwan8b3rDVjzD3HaKGMn19qqaTJ</latexit>

2)
<latexit sha1_base64="A/v1OHD6y/TIswpHl8CHoE+Y8q8=">AAACKXicbVDLSgMxFM3UV62vUZdugkVQkGGmVdruim5cVrAPaEvJpHfa0MyDJCOUob/jxl9xo6CoW3/ETNuFbb0QcjjnnnuT40acSWXbX0ZmbX1jcyu7ndvZ3ds/MA+PGjKMBYU6DXkoWi6RwFkAdcUUh1YkgPguh6Y7uk315iMIycLgQY0j6PpkEDCPUaI01TOrnT542judlPhjl8cwScTAnSS2VShWLrFtXZfL6VUpFSe5zkJj4SLXM/O2ZU8LrwJnDvJoXrWe+dbphzT2IVCUEynbjh2pbkKEYpSD3hBLiAgdkQG0NQyID7KbTNdO8Jlm+tgLhT6BwlP2ryMhvpRj39WdPlFDuayl5H9aO1ZeuZuwIIoVBHS2yIs5ViFOY8N9JoAqPtaAUMH0WzEdEkGo0uGmITjLX14FjYLl2JZzf5Wv3szjyKITdIrOkYNKqIruUA3VEUVP6AW9ow/j2Xg1Po3vWWvGmHuO0UIZP79sL6TK</latexit><latexit sha1_base64="A/v1OHD6y/TIswpHl8CHoE+Y8q8=">AAACKXicbVDLSgMxFM3UV62vUZdugkVQkGGmVdruim5cVrAPaEvJpHfa0MyDJCOUob/jxl9xo6CoW3/ETNuFbb0QcjjnnnuT40acSWXbX0ZmbX1jcyu7ndvZ3ds/MA+PGjKMBYU6DXkoWi6RwFkAdcUUh1YkgPguh6Y7uk315iMIycLgQY0j6PpkEDCPUaI01TOrnT542judlPhjl8cwScTAnSS2VShWLrFtXZfL6VUpFSe5zkJj4SLXM/O2ZU8LrwJnDvJoXrWe+dbphzT2IVCUEynbjh2pbkKEYpSD3hBLiAgdkQG0NQyID7KbTNdO8Jlm+tgLhT6BwlP2ryMhvpRj39WdPlFDuayl5H9aO1ZeuZuwIIoVBHS2yIs5ViFOY8N9JoAqPtaAUMH0WzEdEkGo0uGmITjLX14FjYLl2JZzf5Wv3szjyKITdIrOkYNKqIruUA3VEUVP6AW9ow/j2Xg1Po3vWWvGmHuO0UIZP79sL6TK</latexit><latexit sha1_base64="A/v1OHD6y/TIswpHl8CHoE+Y8q8=">AAACKXicbVDLSgMxFM3UV62vUZdugkVQkGGmVdruim5cVrAPaEvJpHfa0MyDJCOUob/jxl9xo6CoW3/ETNuFbb0QcjjnnnuT40acSWXbX0ZmbX1jcyu7ndvZ3ds/MA+PGjKMBYU6DXkoWi6RwFkAdcUUh1YkgPguh6Y7uk315iMIycLgQY0j6PpkEDCPUaI01TOrnT542judlPhjl8cwScTAnSS2VShWLrFtXZfL6VUpFSe5zkJj4SLXM/O2ZU8LrwJnDvJoXrWe+dbphzT2IVCUEynbjh2pbkKEYpSD3hBLiAgdkQG0NQyID7KbTNdO8Jlm+tgLhT6BwlP2ryMhvpRj39WdPlFDuayl5H9aO1ZeuZuwIIoVBHS2yIs5ViFOY8N9JoAqPtaAUMH0WzEdEkGo0uGmITjLX14FjYLl2JZzf5Wv3szjyKITdIrOkYNKqIruUA3VEUVP6AW9ow/j2Xg1Po3vWWvGmHuO0UIZP79sL6TK</latexit><latexit sha1_base64="A/v1OHD6y/TIswpHl8CHoE+Y8q8=">AAACKXicbVDLSgMxFM3UV62vUZdugkVQkGGmVdruim5cVrAPaEvJpHfa0MyDJCOUob/jxl9xo6CoW3/ETNuFbb0QcjjnnnuT40acSWXbX0ZmbX1jcyu7ndvZ3ds/MA+PGjKMBYU6DXkoWi6RwFkAdcUUh1YkgPguh6Y7uk315iMIycLgQY0j6PpkEDCPUaI01TOrnT542judlPhjl8cwScTAnSS2VShWLrFtXZfL6VUpFSe5zkJj4SLXM/O2ZU8LrwJnDvJoXrWe+dbphzT2IVCUEynbjh2pbkKEYpSD3hBLiAgdkQG0NQyID7KbTNdO8Jlm+tgLhT6BwlP2ryMhvpRj39WdPlFDuayl5H9aO1ZeuZuwIIoVBHS2yIs5ViFOY8N9JoAqPtaAUMH0WzEdEkGo0uGmITjLX14FjYLl2JZzf5Wv3szjyKITdIrOkYNKqIruUA3VEUVP6AW9ow/j2Xg1Po3vWWvGmHuO0UIZP79sL6TK</latexit>

3)
<latexit sha1_base64="gwX82rptqB16yBWDvt8VFzg/BLI=">AAACKXicbVDLSgMxFM3UV62vUZdugkVQkGGmVdruim5cVrAPaEvJpHfa0MyDJCOUob/jxl9xo6CoW3/ETNuFbb0QcjjnnnuT40acSWXbX0ZmbX1jcyu7ndvZ3ds/MA+PGjKMBYU6DXkoWi6RwFkAdcUUh1YkgPguh6Y7uk315iMIycLgQY0j6PpkEDCPUaI01TOrnT542judlPhjl8cwScTAnSS2VShWLrFtXZfL6VUpFSe5zkJj8SLXM/O2ZU8LrwJnDvJoXrWe+dbphzT2IVCUEynbjh2pbkKEYpSD3hBLiAgdkQG0NQyID7KbTNdO8Jlm+tgLhT6BwlP2ryMhvpRj39WdPlFDuayl5H9aO1ZeuZuwIIoVBHS2yIs5ViFOY8N9JoAqPtaAUMH0WzEdEkGo0uGmITjLX14FjYLl2JZzf5Wv3szjyKITdIrOkYNKqIruUA3VEUVP6AW9ow/j2Xg1Po3vWWvGmHuO0UIZP79ttaTL</latexit><latexit sha1_base64="gwX82rptqB16yBWDvt8VFzg/BLI=">AAACKXicbVDLSgMxFM3UV62vUZdugkVQkGGmVdruim5cVrAPaEvJpHfa0MyDJCOUob/jxl9xo6CoW3/ETNuFbb0QcjjnnnuT40acSWXbX0ZmbX1jcyu7ndvZ3ds/MA+PGjKMBYU6DXkoWi6RwFkAdcUUh1YkgPguh6Y7uk315iMIycLgQY0j6PpkEDCPUaI01TOrnT542judlPhjl8cwScTAnSS2VShWLrFtXZfL6VUpFSe5zkJj8SLXM/O2ZU8LrwJnDvJoXrWe+dbphzT2IVCUEynbjh2pbkKEYpSD3hBLiAgdkQG0NQyID7KbTNdO8Jlm+tgLhT6BwlP2ryMhvpRj39WdPlFDuayl5H9aO1ZeuZuwIIoVBHS2yIs5ViFOY8N9JoAqPtaAUMH0WzEdEkGo0uGmITjLX14FjYLl2JZzf5Wv3szjyKITdIrOkYNKqIruUA3VEUVP6AW9ow/j2Xg1Po3vWWvGmHuO0UIZP79ttaTL</latexit><latexit sha1_base64="gwX82rptqB16yBWDvt8VFzg/BLI=">AAACKXicbVDLSgMxFM3UV62vUZdugkVQkGGmVdruim5cVrAPaEvJpHfa0MyDJCOUob/jxl9xo6CoW3/ETNuFbb0QcjjnnnuT40acSWXbX0ZmbX1jcyu7ndvZ3ds/MA+PGjKMBYU6DXkoWi6RwFkAdcUUh1YkgPguh6Y7uk315iMIycLgQY0j6PpkEDCPUaI01TOrnT542judlPhjl8cwScTAnSS2VShWLrFtXZfL6VUpFSe5zkJj8SLXM/O2ZU8LrwJnDvJoXrWe+dbphzT2IVCUEynbjh2pbkKEYpSD3hBLiAgdkQG0NQyID7KbTNdO8Jlm+tgLhT6BwlP2ryMhvpRj39WdPlFDuayl5H9aO1ZeuZuwIIoVBHS2yIs5ViFOY8N9JoAqPtaAUMH0WzEdEkGo0uGmITjLX14FjYLl2JZzf5Wv3szjyKITdIrOkYNKqIruUA3VEUVP6AW9ow/j2Xg1Po3vWWvGmHuO0UIZP79ttaTL</latexit><latexit sha1_base64="gwX82rptqB16yBWDvt8VFzg/BLI=">AAACKXicbVDLSgMxFM3UV62vUZdugkVQkGGmVdruim5cVrAPaEvJpHfa0MyDJCOUob/jxl9xo6CoW3/ETNuFbb0QcjjnnnuT40acSWXbX0ZmbX1jcyu7ndvZ3ds/MA+PGjKMBYU6DXkoWi6RwFkAdcUUh1YkgPguh6Y7uk315iMIycLgQY0j6PpkEDCPUaI01TOrnT542judlPhjl8cwScTAnSS2VShWLrFtXZfL6VUpFSe5zkJj8SLXM/O2ZU8LrwJnDvJoXrWe+dbphzT2IVCUEynbjh2pbkKEYpSD3hBLiAgdkQG0NQyID7KbTNdO8Jlm+tgLhT6BwlP2ryMhvpRj39WdPlFDuayl5H9aO1ZeuZuwIIoVBHS2yIs5ViFOY8N9JoAqPtaAUMH0WzEdEkGo0uGmITjLX14FjYLl2JZzf5Wv3szjyKITdIrOkYNKqIruUA3VEUVP6AW9ow/j2Xg1Po3vWWvGmHuO0UIZP79ttaTL</latexit>

4)
<latexit sha1_base64="c6KCIN/+f3EctKj6QDeAAanYD9c=">AAACKXicbVDLSgMxFM34rPU16tJNsAgKMsy0lba7ohuXFewD2lIy6Z02NPMgyQhl6O+48VfcKCjq1h8x03ZhWy+EHM65597kuBFnUtn2l7G2vrG5tZ3Zye7u7R8cmkfHDRnGgkKdhjwULZdI4CyAumKKQysSQHyXQ9Md3aZ68xGEZGHwoMYRdH0yCJjHKFGa6pnVTh887Z1OSvyxy2OYJGLgThLbyhcqV9i2rsvl9KqUCpNsZ6GxeJntmTnbsqeFV4EzBzk0r1rPfOv0Qxr7ECjKiZRtx45UNyFCMcpBb4glRISOyADaGgbEB9lNpmsn+FwzfeyFQp9A4Sn715EQX8qx7+pOn6ihXNZS8j+tHSuv3E1YEMUKAjpb5MUcqxCnseE+E0AVH2tAqGD6rZgOiSBU6XDTEJzlL6+CRt5ybMu5L+aqN/M4MugUnaEL5KASqqI7VEN1RNETekHv6MN4Nl6NT+N71rpmzD0naKGMn19vO6TM</latexit><latexit sha1_base64="c6KCIN/+f3EctKj6QDeAAanYD9c=">AAACKXicbVDLSgMxFM34rPU16tJNsAgKMsy0lba7ohuXFewD2lIy6Z02NPMgyQhl6O+48VfcKCjq1h8x03ZhWy+EHM65597kuBFnUtn2l7G2vrG5tZ3Zye7u7R8cmkfHDRnGgkKdhjwULZdI4CyAumKKQysSQHyXQ9Md3aZ68xGEZGHwoMYRdH0yCJjHKFGa6pnVTh887Z1OSvyxy2OYJGLgThLbyhcqV9i2rsvl9KqUCpNsZ6GxeJntmTnbsqeFV4EzBzk0r1rPfOv0Qxr7ECjKiZRtx45UNyFCMcpBb4glRISOyADaGgbEB9lNpmsn+FwzfeyFQp9A4Sn715EQX8qx7+pOn6ihXNZS8j+tHSuv3E1YEMUKAjpb5MUcqxCnseE+E0AVH2tAqGD6rZgOiSBU6XDTEJzlL6+CRt5ybMu5L+aqN/M4MugUnaEL5KASqqI7VEN1RNETekHv6MN4Nl6NT+N71rpmzD0naKGMn19vO6TM</latexit><latexit sha1_base64="c6KCIN/+f3EctKj6QDeAAanYD9c=">AAACKXicbVDLSgMxFM34rPU16tJNsAgKMsy0lba7ohuXFewD2lIy6Z02NPMgyQhl6O+48VfcKCjq1h8x03ZhWy+EHM65597kuBFnUtn2l7G2vrG5tZ3Zye7u7R8cmkfHDRnGgkKdhjwULZdI4CyAumKKQysSQHyXQ9Md3aZ68xGEZGHwoMYRdH0yCJjHKFGa6pnVTh887Z1OSvyxy2OYJGLgThLbyhcqV9i2rsvl9KqUCpNsZ6GxeJntmTnbsqeFV4EzBzk0r1rPfOv0Qxr7ECjKiZRtx45UNyFCMcpBb4glRISOyADaGgbEB9lNpmsn+FwzfeyFQp9A4Sn715EQX8qx7+pOn6ihXNZS8j+tHSuv3E1YEMUKAjpb5MUcqxCnseE+E0AVH2tAqGD6rZgOiSBU6XDTEJzlL6+CRt5ybMu5L+aqN/M4MugUnaEL5KASqqI7VEN1RNETekHv6MN4Nl6NT+N71rpmzD0naKGMn19vO6TM</latexit><latexit sha1_base64="c6KCIN/+f3EctKj6QDeAAanYD9c=">AAACKXicbVDLSgMxFM34rPU16tJNsAgKMsy0lba7ohuXFewD2lIy6Z02NPMgyQhl6O+48VfcKCjq1h8x03ZhWy+EHM65597kuBFnUtn2l7G2vrG5tZ3Zye7u7R8cmkfHDRnGgkKdhjwULZdI4CyAumKKQysSQHyXQ9Md3aZ68xGEZGHwoMYRdH0yCJjHKFGa6pnVTh887Z1OSvyxy2OYJGLgThLbyhcqV9i2rsvl9KqUCpNsZ6GxeJntmTnbsqeFV4EzBzk0r1rPfOv0Qxr7ECjKiZRtx45UNyFCMcpBb4glRISOyADaGgbEB9lNpmsn+FwzfeyFQp9A4Sn715EQX8qx7+pOn6ihXNZS8j+tHSuv3E1YEMUKAjpb5MUcqxCnseE+E0AVH2tAqGD6rZgOiSBU6XDTEJzlL6+CRt5ybMu5L+aqN/M4MugUnaEL5KASqqI7VEN1RNETekHv6MN4Nl6NT+N71rpmzD0naKGMn19vO6TM</latexit>

5)
<latexit sha1_base64="w1zcOWmmJWxv7qudE2QbnhlOM/k=">AAACKXicbVDLSgMxFM34rPU16tJNsAgKMsy0lra7ohuXFewD2lIy6Z02NPMgyQhl6O+48VfcKCjq1h8x03ZhWy+EHM65597kuBFnUtn2l7G2vrG5tZ3Zye7u7R8cmkfHDRnGgkKdhjwULZdI4CyAumKKQysSQHyXQ9Md3aZ68xGEZGHwoMYRdH0yCJjHKFGa6pnVTh887Z1OSvyxy2OYJGLgThLbyhcqV9i2iuVyelVKhUm2s9BYvMz2zJxt2dPCq8CZgxyaV61nvnX6IY19CBTlRMq2Y0eqmxChGOWgN8QSIkJHZABtDQPig+wm07UTfK6ZPvZCoU+g8JT960iIL+XYd3WnT9RQLmsp+Z/WjpVX7iYsiGIFAZ0t8mKOVYjT2HCfCaCKjzUgVDD9VkyHRBCqdLhpCM7yl1dBI285tuXcX+eqN/M4MugUnaEL5KASqqI7VEN1RNETekHv6MN4Nl6NT+N71rpmzD0naKGMn19wwaTN</latexit><latexit sha1_base64="w1zcOWmmJWxv7qudE2QbnhlOM/k=">AAACKXicbVDLSgMxFM34rPU16tJNsAgKMsy0lra7ohuXFewD2lIy6Z02NPMgyQhl6O+48VfcKCjq1h8x03ZhWy+EHM65597kuBFnUtn2l7G2vrG5tZ3Zye7u7R8cmkfHDRnGgkKdhjwULZdI4CyAumKKQysSQHyXQ9Md3aZ68xGEZGHwoMYRdH0yCJjHKFGa6pnVTh887Z1OSvyxy2OYJGLgThLbyhcqV9i2iuVyelVKhUm2s9BYvMz2zJxt2dPCq8CZgxyaV61nvnX6IY19CBTlRMq2Y0eqmxChGOWgN8QSIkJHZABtDQPig+wm07UTfK6ZPvZCoU+g8JT960iIL+XYd3WnT9RQLmsp+Z/WjpVX7iYsiGIFAZ0t8mKOVYjT2HCfCaCKjzUgVDD9VkyHRBCqdLhpCM7yl1dBI285tuXcX+eqN/M4MugUnaEL5KASqqI7VEN1RNETekHv6MN4Nl6NT+N71rpmzD0naKGMn19wwaTN</latexit><latexit sha1_base64="w1zcOWmmJWxv7qudE2QbnhlOM/k=">AAACKXicbVDLSgMxFM34rPU16tJNsAgKMsy0lra7ohuXFewD2lIy6Z02NPMgyQhl6O+48VfcKCjq1h8x03ZhWy+EHM65597kuBFnUtn2l7G2vrG5tZ3Zye7u7R8cmkfHDRnGgkKdhjwULZdI4CyAumKKQysSQHyXQ9Md3aZ68xGEZGHwoMYRdH0yCJjHKFGa6pnVTh887Z1OSvyxy2OYJGLgThLbyhcqV9i2iuVyelVKhUm2s9BYvMz2zJxt2dPCq8CZgxyaV61nvnX6IY19CBTlRMq2Y0eqmxChGOWgN8QSIkJHZABtDQPig+wm07UTfK6ZPvZCoU+g8JT960iIL+XYd3WnT9RQLmsp+Z/WjpVX7iYsiGIFAZ0t8mKOVYjT2HCfCaCKjzUgVDD9VkyHRBCqdLhpCM7yl1dBI285tuXcX+eqN/M4MugUnaEL5KASqqI7VEN1RNETekHv6MN4Nl6NT+N71rpmzD0naKGMn19wwaTN</latexit><latexit sha1_base64="w1zcOWmmJWxv7qudE2QbnhlOM/k=">AAACKXicbVDLSgMxFM34rPU16tJNsAgKMsy0lra7ohuXFewD2lIy6Z02NPMgyQhl6O+48VfcKCjq1h8x03ZhWy+EHM65597kuBFnUtn2l7G2vrG5tZ3Zye7u7R8cmkfHDRnGgkKdhjwULZdI4CyAumKKQysSQHyXQ9Md3aZ68xGEZGHwoMYRdH0yCJjHKFGa6pnVTh887Z1OSvyxy2OYJGLgThLbyhcqV9i2iuVyelVKhUm2s9BYvMz2zJxt2dPCq8CZgxyaV61nvnX6IY19CBTlRMq2Y0eqmxChGOWgN8QSIkJHZABtDQPig+wm07UTfK6ZPvZCoU+g8JT960iIL+XYd3WnT9RQLmsp+Z/WjpVX7iYsiGIFAZ0t8mKOVYjT2HCfCaCKjzUgVDD9VkyHRBCqdLhpCM7yl1dBI285tuXcX+eqN/M4MugUnaEL5KASqqI7VEN1RNETekHv6MN4Nl6NT+N71rpmzD0naKGMn19wwaTN</latexit>

ID
C, ID

S

<latexit sha1_base64="J76tYb+AL4p0MZACAXYhBTCE1+s=">AAAB8XicbVBNSwMxEJ34WetX1aOXYBE8SNkVQY/F9mBvFe0HtkvJptk2NJtdkqxQlv4LLx4U8eq/8ea/MW33oK0PBh7vzTAzz48F18ZxvtHK6tr6xmZuK7+9s7u3Xzg4bOooUZQ1aCQi1faJZoJL1jDcCNaOFSOhL1jLH1WmfuuJKc0j+WDGMfNCMpA84JQYKz3WqpXzLq5Ve/e9QtEpOTPgZeJmpAgZ6r3CV7cf0SRk0lBBtO64Tmy8lCjDqWCTfDfRLCZ0RAasY6kkIdNeOrt4gk+t0sdBpGxJg2fq74mUhFqPQ992hsQM9aI3Ff/zOokJrr2UyzgxTNL5oiAR2ER4+j7uc8WoEWNLCFXc3orpkChCjQ0pb0NwF19eJs2LkuuU3LvLYvkmiyMHx3ACZ+DCFZThFurQAAoSnuEV3pBGL+gdfcxbV1A2cwR/gD5/AKXoj5U=</latexit><latexit sha1_base64="J76tYb+AL4p0MZACAXYhBTCE1+s=">AAAB8XicbVBNSwMxEJ34WetX1aOXYBE8SNkVQY/F9mBvFe0HtkvJptk2NJtdkqxQlv4LLx4U8eq/8ea/MW33oK0PBh7vzTAzz48F18ZxvtHK6tr6xmZuK7+9s7u3Xzg4bOooUZQ1aCQi1faJZoJL1jDcCNaOFSOhL1jLH1WmfuuJKc0j+WDGMfNCMpA84JQYKz3WqpXzLq5Ve/e9QtEpOTPgZeJmpAgZ6r3CV7cf0SRk0lBBtO64Tmy8lCjDqWCTfDfRLCZ0RAasY6kkIdNeOrt4gk+t0sdBpGxJg2fq74mUhFqPQ992hsQM9aI3Ff/zOokJrr2UyzgxTNL5oiAR2ER4+j7uc8WoEWNLCFXc3orpkChCjQ0pb0NwF19eJs2LkuuU3LvLYvkmiyMHx3ACZ+DCFZThFurQAAoSnuEV3pBGL+gdfcxbV1A2cwR/gD5/AKXoj5U=</latexit><latexit sha1_base64="J76tYb+AL4p0MZACAXYhBTCE1+s=">AAAB8XicbVBNSwMxEJ34WetX1aOXYBE8SNkVQY/F9mBvFe0HtkvJptk2NJtdkqxQlv4LLx4U8eq/8ea/MW33oK0PBh7vzTAzz48F18ZxvtHK6tr6xmZuK7+9s7u3Xzg4bOooUZQ1aCQi1faJZoJL1jDcCNaOFSOhL1jLH1WmfuuJKc0j+WDGMfNCMpA84JQYKz3WqpXzLq5Ve/e9QtEpOTPgZeJmpAgZ6r3CV7cf0SRk0lBBtO64Tmy8lCjDqWCTfDfRLCZ0RAasY6kkIdNeOrt4gk+t0sdBpGxJg2fq74mUhFqPQ992hsQM9aI3Ff/zOokJrr2UyzgxTNL5oiAR2ER4+j7uc8WoEWNLCFXc3orpkChCjQ0pb0NwF19eJs2LkuuU3LvLYvkmiyMHx3ACZ+DCFZThFurQAAoSnuEV3pBGL+gdfcxbV1A2cwR/gD5/AKXoj5U=</latexit><latexit sha1_base64="J76tYb+AL4p0MZACAXYhBTCE1+s=">AAAB8XicbVBNSwMxEJ34WetX1aOXYBE8SNkVQY/F9mBvFe0HtkvJptk2NJtdkqxQlv4LLx4U8eq/8ea/MW33oK0PBh7vzTAzz48F18ZxvtHK6tr6xmZuK7+9s7u3Xzg4bOooUZQ1aCQi1faJZoJL1jDcCNaOFSOhL1jLH1WmfuuJKc0j+WDGMfNCMpA84JQYKz3WqpXzLq5Ve/e9QtEpOTPgZeJmpAgZ6r3CV7cf0SRk0lBBtO64Tmy8lCjDqWCTfDfRLCZ0RAasY6kkIdNeOrt4gk+t0sdBpGxJg2fq74mUhFqPQ992hsQM9aI3Ff/zOokJrr2UyzgxTNL5oiAR2ER4+j7uc8WoEWNLCFXc3orpkChCjQ0pb0NwF19eJs2LkuuU3LvLYvkmiyMHx3ACZ+DCFZThFurQAAoSnuEV3pBGL+gdfcxbV1A2cwR/gD5/AKXoj5U=</latexit>

V oic
e Cmd

<latexit sha1_base64="SqEkaAJiv6LdR3GONIcwHHns678=">AAAB8XicbVDLSgNBEJz1GeMr6tHLYBA8hV0R9BjMxWME88BkCbOzvcmQeSwzs0JY8hdePCji1b/x5t84SfagiQUNRVU33V1Rypmxvv/tra1vbG5tl3bKu3v7B4eVo+O2UZmm0KKKK92NiAHOJLQssxy6qQYiIg6daNyY+Z0n0IYp+WAnKYSCDCVLGCXWSY9txSj0cUPEg0rVr/lz4FUSFKSKCjQHla9+rGgmQFrKiTG9wE9tmBNtGeUwLfczAymhYzKEnqOSCDBhPr94is+dEuNEaVfS4rn6eyInwpiJiFynIHZklr2Z+J/Xy2xyE+ZMppkFSReLkoxjq/DsfRwzDdTyiSOEauZuxXRENKHWhVR2IQTLL6+S9mUt8GvB/VW1flvEUUKn6AxdoABdozq6Q03UQhRJ9Ixe0ZtnvBfv3ftYtK55xcwJ+gPv8wfkgpBk</latexit><latexit sha1_base64="SqEkaAJiv6LdR3GONIcwHHns678=">AAAB8XicbVDLSgNBEJz1GeMr6tHLYBA8hV0R9BjMxWME88BkCbOzvcmQeSwzs0JY8hdePCji1b/x5t84SfagiQUNRVU33V1Rypmxvv/tra1vbG5tl3bKu3v7B4eVo+O2UZmm0KKKK92NiAHOJLQssxy6qQYiIg6daNyY+Z0n0IYp+WAnKYSCDCVLGCXWSY9txSj0cUPEg0rVr/lz4FUSFKSKCjQHla9+rGgmQFrKiTG9wE9tmBNtGeUwLfczAymhYzKEnqOSCDBhPr94is+dEuNEaVfS4rn6eyInwpiJiFynIHZklr2Z+J/Xy2xyE+ZMppkFSReLkoxjq/DsfRwzDdTyiSOEauZuxXRENKHWhVR2IQTLL6+S9mUt8GvB/VW1flvEUUKn6AxdoABdozq6Q03UQhRJ9Ixe0ZtnvBfv3ftYtK55xcwJ+gPv8wfkgpBk</latexit><latexit sha1_base64="SqEkaAJiv6LdR3GONIcwHHns678=">AAAB8XicbVDLSgNBEJz1GeMr6tHLYBA8hV0R9BjMxWME88BkCbOzvcmQeSwzs0JY8hdePCji1b/x5t84SfagiQUNRVU33V1Rypmxvv/tra1vbG5tl3bKu3v7B4eVo+O2UZmm0KKKK92NiAHOJLQssxy6qQYiIg6daNyY+Z0n0IYp+WAnKYSCDCVLGCXWSY9txSj0cUPEg0rVr/lz4FUSFKSKCjQHla9+rGgmQFrKiTG9wE9tmBNtGeUwLfczAymhYzKEnqOSCDBhPr94is+dEuNEaVfS4rn6eyInwpiJiFynIHZklr2Z+J/Xy2xyE+ZMppkFSReLkoxjq/DsfRwzDdTyiSOEauZuxXRENKHWhVR2IQTLL6+S9mUt8GvB/VW1flvEUUKn6AxdoABdozq6Q03UQhRJ9Ixe0ZtnvBfv3ftYtK55xcwJ+gPv8wfkgpBk</latexit><latexit sha1_base64="SqEkaAJiv6LdR3GONIcwHHns678=">AAAB8XicbVDLSgNBEJz1GeMr6tHLYBA8hV0R9BjMxWME88BkCbOzvcmQeSwzs0JY8hdePCji1b/x5t84SfagiQUNRVU33V1Rypmxvv/tra1vbG5tl3bKu3v7B4eVo+O2UZmm0KKKK92NiAHOJLQssxy6qQYiIg6daNyY+Z0n0IYp+WAnKYSCDCVLGCXWSY9txSj0cUPEg0rVr/lz4FUSFKSKCjQHla9+rGgmQFrKiTG9wE9tmBNtGeUwLfczAymhYzKEnqOSCDBhPr94is+dEuNEaVfS4rn6eyInwpiJiFynIHZklr2Z+J/Xy2xyE+ZMppkFSReLkoxjq/DsfRwzDdTyiSOEauZuxXRENKHWhVR2IQTLL6+S9mUt8GvB/VW1flvEUUKn6AxdoABdozq6Q03UQhRJ9Ixe0ZtnvBfv3ftYtK55xcwJ+gPv8wfkgpBk</latexit>

IDC
Accepted

<latexit sha1_base64="fAe6aUNppjRMqxuqSQu4ZL81ur0=">AAAB9HicbVDLSgNBEJyNrxhfUY9eBoPgKeyKoMdoPOgtgnlAsoTZ2d5kyOzDmd5AWPIdXjwo4tWP8ebfOEn2oNGChqKqm+4uL5FCo21/WYWV1bX1jeJmaWt7Z3evvH/Q0nGqODR5LGPV8ZgGKSJookAJnUQBCz0JbW9Un/ntMSgt4ugBJwm4IRtEIhCcoZHcu5t6j15xDgmC3y9X7Ko9B/1LnJxUSI5Gv/zZ82OehhAhl0zrrmMn6GZMoeASpqVeqiFhfMQG0DU0YiFoN5sfPaUnRvFpECtTEdK5+nMiY6HWk9AznSHDoV72ZuJ/XjfF4NLNRJSkCBFfLApSSTGmswSoLxRwlBNDGFfC3Er5kCnG0eRUMiE4yy//Ja2zqmNXnfvzSu06j6NIjsgxOSUOuSA1cksapEk4eSRP5IW8WmPr2Xqz3hetBSufOSS/YH18A6yEkWE=</latexit><latexit sha1_base64="fAe6aUNppjRMqxuqSQu4ZL81ur0=">AAAB9HicbVDLSgNBEJyNrxhfUY9eBoPgKeyKoMdoPOgtgnlAsoTZ2d5kyOzDmd5AWPIdXjwo4tWP8ebfOEn2oNGChqKqm+4uL5FCo21/WYWV1bX1jeJmaWt7Z3evvH/Q0nGqODR5LGPV8ZgGKSJookAJnUQBCz0JbW9Un/ntMSgt4ugBJwm4IRtEIhCcoZHcu5t6j15xDgmC3y9X7Ko9B/1LnJxUSI5Gv/zZ82OehhAhl0zrrmMn6GZMoeASpqVeqiFhfMQG0DU0YiFoN5sfPaUnRvFpECtTEdK5+nMiY6HWk9AznSHDoV72ZuJ/XjfF4NLNRJSkCBFfLApSSTGmswSoLxRwlBNDGFfC3Er5kCnG0eRUMiE4yy//Ja2zqmNXnfvzSu06j6NIjsgxOSUOuSA1cksapEk4eSRP5IW8WmPr2Xqz3hetBSufOSS/YH18A6yEkWE=</latexit><latexit sha1_base64="fAe6aUNppjRMqxuqSQu4ZL81ur0=">AAAB9HicbVDLSgNBEJyNrxhfUY9eBoPgKeyKoMdoPOgtgnlAsoTZ2d5kyOzDmd5AWPIdXjwo4tWP8ebfOEn2oNGChqKqm+4uL5FCo21/WYWV1bX1jeJmaWt7Z3evvH/Q0nGqODR5LGPV8ZgGKSJookAJnUQBCz0JbW9Un/ntMSgt4ugBJwm4IRtEIhCcoZHcu5t6j15xDgmC3y9X7Ko9B/1LnJxUSI5Gv/zZ82OehhAhl0zrrmMn6GZMoeASpqVeqiFhfMQG0DU0YiFoN5sfPaUnRvFpECtTEdK5+nMiY6HWk9AznSHDoV72ZuJ/XjfF4NLNRJSkCBFfLApSSTGmswSoLxRwlBNDGFfC3Er5kCnG0eRUMiE4yy//Ja2zqmNXnfvzSu06j6NIjsgxOSUOuSA1cksapEk4eSRP5IW8WmPr2Xqz3hetBSufOSS/YH18A6yEkWE=</latexit><latexit sha1_base64="fAe6aUNppjRMqxuqSQu4ZL81ur0=">AAAB9HicbVDLSgNBEJyNrxhfUY9eBoPgKeyKoMdoPOgtgnlAsoTZ2d5kyOzDmd5AWPIdXjwo4tWP8ebfOEn2oNGChqKqm+4uL5FCo21/WYWV1bX1jeJmaWt7Z3evvH/Q0nGqODR5LGPV8ZgGKSJookAJnUQBCz0JbW9Un/ntMSgt4ugBJwm4IRtEIhCcoZHcu5t6j15xDgmC3y9X7Ko9B/1LnJxUSI5Gv/zZ82OehhAhl0zrrmMn6GZMoeASpqVeqiFhfMQG0DU0YiFoN5sfPaUnRvFpECtTEdK5+nMiY6HWk9AznSHDoV72ZuJ/XjfF4NLNRJSkCBFfLApSSTGmswSoLxRwlBNDGFfC3Er5kCnG0eRUMiE4yy//Ja2zqmNXnfvzSu06j6NIjsgxOSUOuSA1cksapEk4eSRP5IW8WmPr2Xqz3hetBSufOSS/YH18A6yEkWE=</latexit>
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Figure 2: The Secondary Authorization protocol is used to
grant access to the smart speaker for additional online ser-
vices as the user makes requests.
3.2 Secondary Authorization
Once the first authorization phase as successfully completed, the

two devices now share a secret key and a network communication

channel. Through this channel, our two devices can securely autho-

rize additional online services the user requests, helping to satisfy

R1. Unlike before, the user does not have to specifically request

for authorization. Instead, the user simply makes a request which

requires the smart speaker to access a new online service. When

this request is made, the protocol shown in Figure 2 will begin. The

recorded command from the user is sent to the root service over the

pre-existing TLS connection the smart speaker has maintained (1).

The root service will then process and check if the smart speaker

has been granted authorization to access that online service. If it

has, it will fulfill the request as normal. Otherwise, it will respond

with an IDC and online service identifier (IDS ), shown in message

(2) of Figure 2.

The smart speaker will then forward the IDC and IDS to the per-

sonal device via their shared network connection (3). This message

also includes a keyed HMAC of the sent IDC and IDS . The personal

device will recalculate this HMAC in order to verify the message’s

integrity and the sender’s knowledge of the secret key KAB . How-
ever, the network connection between the two devices may not

currently exist. The connection between the smart speaker and

the personal device, opened at the end of the First Authorization

Protocol, is only maintained when the personal device detects that

it is co-located with the smart speaker. Without this connection, the

smart speaker cannot send (3) and thus no new access is granted. If,

however, it is co-located and the network connection is therefore

active, then (3) will be sent to the personal device. The co-location

detection method is discussed later in Section 5.

After verifying the HMAC of (3), the personal device will present

the IDC to the root service using the pre-existing TLS connection

it has maintained (4). The root service will check if the IDC value

is correct and then alert the personal device to whether the IDC
was accepted or rejected (5). If accepted, the root service will add

the requested online service to the list of online services the smart

speaker has access to. Following this, the smart speaker will receive

a response to its earlier query. If rejected, the smart speaker will

simply timeout on that request.

3.3 Permission States
As mentioned at the beginning of this section, the access tokens

can exist within one of three states: active, suspended, and expired.

The active state represents a token that currently has permission to

make requests on the user’s behalf. This is the state that the token
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Keep Alive (TS, N)
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MAC(S, TS, N)
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<latexit sha1_base64="UH9Cc2A3ml494AMFbiGF+HubKLg=">AAAB/nicbVDLSgMxFM3UV62vqrhyEyyCqzIjgi6LblxJFfuAzlAy6Z02NJMMSUYsQ8FfceNCEbd+hzv/xrSdhbYeCBzOuYd7c8KEM21c99spLC2vrK4V10sbm1vbO+XdvaaWqaLQoJJL1Q6JBs4ENAwzHNqJAhKHHFrh8Gritx5AaSbFvRklEMSkL1jEKDFW6pYPfAOPNpfdSB/fgU6k0DDulitu1Z0CLxIvJxWUo94tf/k9SdMYhKGcaN3x3MQEGVGGUQ7jkp9qSAgdkj50LBUkBh1k0/PH+NgqPRxJZZ8weKr+TmQk1noUh3YyJmag572J+J/XSU10EWRMJKkBQWeLopRjI/GkC9xjCqjhI0sIVczeiumAKEKNbaxkS/Dmv7xImqdVz/Lbs0rtMq+jiA7RETpBHjpHNXSN6qiBKMrQM3pFb86T8+K8Ox+z0YKTZ/bRHzifP8CFlfs=</latexit><latexit sha1_base64="UH9Cc2A3ml494AMFbiGF+HubKLg=">AAAB/nicbVDLSgMxFM3UV62vqrhyEyyCqzIjgi6LblxJFfuAzlAy6Z02NJMMSUYsQ8FfceNCEbd+hzv/xrSdhbYeCBzOuYd7c8KEM21c99spLC2vrK4V10sbm1vbO+XdvaaWqaLQoJJL1Q6JBs4ENAwzHNqJAhKHHFrh8Gritx5AaSbFvRklEMSkL1jEKDFW6pYPfAOPNpfdSB/fgU6k0DDulitu1Z0CLxIvJxWUo94tf/k9SdMYhKGcaN3x3MQEGVGGUQ7jkp9qSAgdkj50LBUkBh1k0/PH+NgqPRxJZZ8weKr+TmQk1noUh3YyJmag572J+J/XSU10EWRMJKkBQWeLopRjI/GkC9xjCqjhI0sIVczeiumAKEKNbaxkS/Dmv7xImqdVz/Lbs0rtMq+jiA7RETpBHjpHNXSN6qiBKMrQM3pFb86T8+K8Ox+z0YKTZ/bRHzifP8CFlfs=</latexit><latexit sha1_base64="UH9Cc2A3ml494AMFbiGF+HubKLg=">AAAB/nicbVDLSgMxFM3UV62vqrhyEyyCqzIjgi6LblxJFfuAzlAy6Z02NJMMSUYsQ8FfceNCEbd+hzv/xrSdhbYeCBzOuYd7c8KEM21c99spLC2vrK4V10sbm1vbO+XdvaaWqaLQoJJL1Q6JBs4ENAwzHNqJAhKHHFrh8Gritx5AaSbFvRklEMSkL1jEKDFW6pYPfAOPNpfdSB/fgU6k0DDulitu1Z0CLxIvJxWUo94tf/k9SdMYhKGcaN3x3MQEGVGGUQ7jkp9qSAgdkj50LBUkBh1k0/PH+NgqPRxJZZ8weKr+TmQk1noUh3YyJmag572J+J/XSU10EWRMJKkBQWeLopRjI/GkC9xjCqjhI0sIVczeiumAKEKNbaxkS/Dmv7xImqdVz/Lbs0rtMq+jiA7RETpBHjpHNXSN6qiBKMrQM3pFb86T8+K8Ox+z0YKTZ/bRHzifP8CFlfs=</latexit><latexit sha1_base64="UH9Cc2A3ml494AMFbiGF+HubKLg=">AAAB/nicbVDLSgMxFM3UV62vqrhyEyyCqzIjgi6LblxJFfuAzlAy6Z02NJMMSUYsQ8FfceNCEbd+hzv/xrSdhbYeCBzOuYd7c8KEM21c99spLC2vrK4V10sbm1vbO+XdvaaWqaLQoJJL1Q6JBs4ENAwzHNqJAhKHHFrh8Gritx5AaSbFvRklEMSkL1jEKDFW6pYPfAOPNpfdSB/fgU6k0DDulitu1Z0CLxIvJxWUo94tf/k9SdMYhKGcaN3x3MQEGVGGUQ7jkp9qSAgdkj50LBUkBh1k0/PH+NgqPRxJZZ8weKr+TmQk1noUh3YyJmag572J+J/XSU10EWRMJKkBQWeLopRjI/GkC9xjCqjhI0sIVczeiumAKEKNbaxkS/Dmv7xImqdVz/Lbs0rtMq+jiA7RETpBHjpHNXSN6qiBKMrQM3pFb86T8+K8Ox+z0YKTZ/bRHzifP8CFlfs=</latexit>

Update State (NewState, TS, N,

MAC(S, NewState, TS, N))
<latexit sha1_base64="5cJ69DvTssosAVhrpW5DTjvGn3E=">AAACI3icbZDLSgMxFIYz9V5vVZdugkVooZQZERRXVTdulEpvQqeUTHrahmYuJGeUUvoubnwVNy4UcePCdzGddqHVAyEf/38Oyfm9SAqNtv1ppRYWl5ZXVtfS6xubW9uZnd26DmPFocZDGao7j2mQIoAaCpRwFylgvieh4Q0uJ37jHpQWYVDFYQQtn/UC0RWcoZHambNa1GEILq1gcuVu4CHBAq1WCvSmQF33+vwyVynMGfl8O5O1i3ZS9C84M8iSWZXbmXe3E/LYhwC5ZFo3HTvC1ogpFFzCOO3GGiLGB6wHTYMB80G3RsmOY3polA7thsqcAGmi/pwYMV/roe+ZTp9hX897E/E/rxlj97Q1EkEUIwR8+lA3lhRDOgmMdoQCjnJogHElzF8p7zPFOJpY0yYEZ37lv1A/KjqGb4+zpYtZHKtknxyQHHHICSmRK1ImNcLJI3kmr+TNerJerHfrY9qasmYze+RXWV/f+e6gsQ==</latexit><latexit sha1_base64="5cJ69DvTssosAVhrpW5DTjvGn3E=">AAACI3icbZDLSgMxFIYz9V5vVZdugkVooZQZERRXVTdulEpvQqeUTHrahmYuJGeUUvoubnwVNy4UcePCdzGddqHVAyEf/38Oyfm9SAqNtv1ppRYWl5ZXVtfS6xubW9uZnd26DmPFocZDGao7j2mQIoAaCpRwFylgvieh4Q0uJ37jHpQWYVDFYQQtn/UC0RWcoZHambNa1GEILq1gcuVu4CHBAq1WCvSmQF33+vwyVynMGfl8O5O1i3ZS9C84M8iSWZXbmXe3E/LYhwC5ZFo3HTvC1ogpFFzCOO3GGiLGB6wHTYMB80G3RsmOY3polA7thsqcAGmi/pwYMV/roe+ZTp9hX897E/E/rxlj97Q1EkEUIwR8+lA3lhRDOgmMdoQCjnJogHElzF8p7zPFOJpY0yYEZ37lv1A/KjqGb4+zpYtZHKtknxyQHHHICSmRK1ImNcLJI3kmr+TNerJerHfrY9qasmYze+RXWV/f+e6gsQ==</latexit><latexit sha1_base64="5cJ69DvTssosAVhrpW5DTjvGn3E=">AAACI3icbZDLSgMxFIYz9V5vVZdugkVooZQZERRXVTdulEpvQqeUTHrahmYuJGeUUvoubnwVNy4UcePCdzGddqHVAyEf/38Oyfm9SAqNtv1ppRYWl5ZXVtfS6xubW9uZnd26DmPFocZDGao7j2mQIoAaCpRwFylgvieh4Q0uJ37jHpQWYVDFYQQtn/UC0RWcoZHambNa1GEILq1gcuVu4CHBAq1WCvSmQF33+vwyVynMGfl8O5O1i3ZS9C84M8iSWZXbmXe3E/LYhwC5ZFo3HTvC1ogpFFzCOO3GGiLGB6wHTYMB80G3RsmOY3polA7thsqcAGmi/pwYMV/roe+ZTp9hX897E/E/rxlj97Q1EkEUIwR8+lA3lhRDOgmMdoQCjnJogHElzF8p7zPFOJpY0yYEZ37lv1A/KjqGb4+zpYtZHKtknxyQHHHICSmRK1ImNcLJI3kmr+TNerJerHfrY9qasmYze+RXWV/f+e6gsQ==</latexit><latexit sha1_base64="5cJ69DvTssosAVhrpW5DTjvGn3E=">AAACI3icbZDLSgMxFIYz9V5vVZdugkVooZQZERRXVTdulEpvQqeUTHrahmYuJGeUUvoubnwVNy4UcePCdzGddqHVAyEf/38Oyfm9SAqNtv1ppRYWl5ZXVtfS6xubW9uZnd26DmPFocZDGao7j2mQIoAaCpRwFylgvieh4Q0uJ37jHpQWYVDFYQQtn/UC0RWcoZHambNa1GEILq1gcuVu4CHBAq1WCvSmQF33+vwyVynMGfl8O5O1i3ZS9C84M8iSWZXbmXe3E/LYhwC5ZFo3HTvC1ogpFFzCOO3GGiLGB6wHTYMB80G3RsmOY3polA7thsqcAGmi/pwYMV/roe+ZTp9hX897E/E/rxlj97Q1EkEUIwR8+lA3lhRDOgmMdoQCjnJogHElzF8p7zPFOJpY0yYEZ37lv1A/KjqGb4+zpYtZHKtknxyQHHHICSmRK1ImNcLJI3kmr+TNerJerHfrY9qasmYze+RXWV/f+e6gsQ==</latexit>

UpdateAck(Succ, Newstate, TS, N,

MAC(Succ, NewState, TS, N, S))
<latexit sha1_base64="8mswliEt7rK2jMasZSxm3Ezxc5U=">AAACLHicbZDLSgMxFIYz9VbrrerSTbAILRSZEUGXrd24USrTi9CWkklPbWjmQnJGKaUP5MZXEcSFRdz6HKYX0KoHAl/+/xyS83uRFBpte2wllpZXVteS66mNza3tnfTuXk2HseJQ5aEM1a3HNEgRQBUFSriNFDDfk1D3+qWJX78HpUUYVHAQQctnd4HoCs7QSO10qRp1GEKR92nWjTnP02t40GikPK245panzWbqqlj6dt0F183l2umMfWxPi/4FZw4ZMq9yO/3S7IQ89iFALpnWDceOsDVkCgWXMEo1Yw0R4312Bw2DAfNBt4bTZUf0yCgd2g2VOQHSqfpzYsh8rQe+Zzp9hj3925uI/3mNGLvnraEIohgh4LOHurGkGNJJcrQjFHCUAwOMK2H+SnmPKcbR5JsyITi/V/4LtZNjx/DNaaZwMY8jSQ7IIckSh5yRArkkZVIlnDySZ/JGxtaT9Wq9Wx+z1oQ1n9knC2V9fgFDM6M/</latexit><latexit sha1_base64="8mswliEt7rK2jMasZSxm3Ezxc5U=">AAACLHicbZDLSgMxFIYz9VbrrerSTbAILRSZEUGXrd24USrTi9CWkklPbWjmQnJGKaUP5MZXEcSFRdz6HKYX0KoHAl/+/xyS83uRFBpte2wllpZXVteS66mNza3tnfTuXk2HseJQ5aEM1a3HNEgRQBUFSriNFDDfk1D3+qWJX78HpUUYVHAQQctnd4HoCs7QSO10qRp1GEKR92nWjTnP02t40GikPK245panzWbqqlj6dt0F183l2umMfWxPi/4FZw4ZMq9yO/3S7IQ89iFALpnWDceOsDVkCgWXMEo1Yw0R4312Bw2DAfNBt4bTZUf0yCgd2g2VOQHSqfpzYsh8rQe+Zzp9hj3925uI/3mNGLvnraEIohgh4LOHurGkGNJJcrQjFHCUAwOMK2H+SnmPKcbR5JsyITi/V/4LtZNjx/DNaaZwMY8jSQ7IIckSh5yRArkkZVIlnDySZ/JGxtaT9Wq9Wx+z1oQ1n9knC2V9fgFDM6M/</latexit><latexit sha1_base64="8mswliEt7rK2jMasZSxm3Ezxc5U=">AAACLHicbZDLSgMxFIYz9VbrrerSTbAILRSZEUGXrd24USrTi9CWkklPbWjmQnJGKaUP5MZXEcSFRdz6HKYX0KoHAl/+/xyS83uRFBpte2wllpZXVteS66mNza3tnfTuXk2HseJQ5aEM1a3HNEgRQBUFSriNFDDfk1D3+qWJX78HpUUYVHAQQctnd4HoCs7QSO10qRp1GEKR92nWjTnP02t40GikPK245panzWbqqlj6dt0F183l2umMfWxPi/4FZw4ZMq9yO/3S7IQ89iFALpnWDceOsDVkCgWXMEo1Yw0R4312Bw2DAfNBt4bTZUf0yCgd2g2VOQHSqfpzYsh8rQe+Zzp9hj3925uI/3mNGLvnraEIohgh4LOHurGkGNJJcrQjFHCUAwOMK2H+SnmPKcbR5JsyITi/V/4LtZNjx/DNaaZwMY8jSQ7IIckSh5yRArkkZVIlnDySZ/JGxtaT9Wq9Wx+z1oQ1n9knC2V9fgFDM6M/</latexit><latexit sha1_base64="8mswliEt7rK2jMasZSxm3Ezxc5U=">AAACLHicbZDLSgMxFIYz9VbrrerSTbAILRSZEUGXrd24USrTi9CWkklPbWjmQnJGKaUP5MZXEcSFRdz6HKYX0KoHAl/+/xyS83uRFBpte2wllpZXVteS66mNza3tnfTuXk2HseJQ5aEM1a3HNEgRQBUFSriNFDDfk1D3+qWJX78HpUUYVHAQQctnd4HoCs7QSO10qRp1GEKR92nWjTnP02t40GikPK245panzWbqqlj6dt0F183l2umMfWxPi/4FZw4ZMq9yO/3S7IQ89iFALpnWDceOsDVkCgWXMEo1Yw0R4312Bw2DAfNBt4bTZUf0yCgd2g2VOQHSqfpzYsh8rQe+Zzp9hj3925uI/3mNGLvnraEIohgh4LOHurGkGNJJcrQjFHCUAwOMK2H+SnmPKcbR5JsyITi/V/4LtZNjx/DNaaZwMY8jSQ7IIckSh5yRArkkZVIlnDySZ/JGxtaT9Wq9Wx+z1oQ1n9knC2V9fgFDM6M/</latexit>

1)
<latexit sha1_base64="NXUBZ3c9K9290slcWy9qjLqNarg=">AAACKXicbVDLSgMxFM3UV62vUZdugkVQkGGmVdruim5cVrAPaEvJpHfa0MyDJCOUob/jxl9xo6CoW3/ETNuFbb0QcjjnnnuT40acSWXbX0ZmbX1jcyu7ndvZ3ds/MA+PGjKMBYU6DXkoWi6RwFkAdcUUh1YkgPguh6Y7uk315iMIycLgQY0j6PpkEDCPUaI01TOrnT542judlPhjl8cwScTAnSS2VShWLrFtXZfL6VUpFSe5zkKjc5HrmXnbsqeFV4EzB3k0r1rPfOv0Qxr7ECjKiZRtx45UNyFCMcpBb4glRISOyADaGgbEB9lNpmsn+EwzfeyFQp9A4Sn715EQX8qx7+pOn6ihXNZS8j+tHSuv3E1YEMUKAjpb5MUcqxCnseE+E0AVH2tAqGD6rZgOiSBU6XDTEJzlL6+CRsFybMu5v8pXb+ZxZNEJOkXnyEElVEV3qIbqiKIn9ILe0YfxbLwan8b3rDVjzD3HaKGMn19qqaTJ</latexit><latexit sha1_base64="NXUBZ3c9K9290slcWy9qjLqNarg=">AAACKXicbVDLSgMxFM3UV62vUZdugkVQkGGmVdruim5cVrAPaEvJpHfa0MyDJCOUob/jxl9xo6CoW3/ETNuFbb0QcjjnnnuT40acSWXbX0ZmbX1jcyu7ndvZ3ds/MA+PGjKMBYU6DXkoWi6RwFkAdcUUh1YkgPguh6Y7uk315iMIycLgQY0j6PpkEDCPUaI01TOrnT542judlPhjl8cwScTAnSS2VShWLrFtXZfL6VUpFSe5zkKjc5HrmXnbsqeFV4EzB3k0r1rPfOv0Qxr7ECjKiZRtx45UNyFCMcpBb4glRISOyADaGgbEB9lNpmsn+EwzfeyFQp9A4Sn715EQX8qx7+pOn6ihXNZS8j+tHSuv3E1YEMUKAjpb5MUcqxCnseE+E0AVH2tAqGD6rZgOiSBU6XDTEJzlL6+CRsFybMu5v8pXb+ZxZNEJOkXnyEElVEV3qIbqiKIn9ILe0YfxbLwan8b3rDVjzD3HaKGMn19qqaTJ</latexit><latexit sha1_base64="NXUBZ3c9K9290slcWy9qjLqNarg=">AAACKXicbVDLSgMxFM3UV62vUZdugkVQkGGmVdruim5cVrAPaEvJpHfa0MyDJCOUob/jxl9xo6CoW3/ETNuFbb0QcjjnnnuT40acSWXbX0ZmbX1jcyu7ndvZ3ds/MA+PGjKMBYU6DXkoWi6RwFkAdcUUh1YkgPguh6Y7uk315iMIycLgQY0j6PpkEDCPUaI01TOrnT542judlPhjl8cwScTAnSS2VShWLrFtXZfL6VUpFSe5zkKjc5HrmXnbsqeFV4EzB3k0r1rPfOv0Qxr7ECjKiZRtx45UNyFCMcpBb4glRISOyADaGgbEB9lNpmsn+EwzfeyFQp9A4Sn715EQX8qx7+pOn6ihXNZS8j+tHSuv3E1YEMUKAjpb5MUcqxCnseE+E0AVH2tAqGD6rZgOiSBU6XDTEJzlL6+CRsFybMu5v8pXb+ZxZNEJOkXnyEElVEV3qIbqiKIn9ILe0YfxbLwan8b3rDVjzD3HaKGMn19qqaTJ</latexit><latexit sha1_base64="NXUBZ3c9K9290slcWy9qjLqNarg=">AAACKXicbVDLSgMxFM3UV62vUZdugkVQkGGmVdruim5cVrAPaEvJpHfa0MyDJCOUob/jxl9xo6CoW3/ETNuFbb0QcjjnnnuT40acSWXbX0ZmbX1jcyu7ndvZ3ds/MA+PGjKMBYU6DXkoWi6RwFkAdcUUh1YkgPguh6Y7uk315iMIycLgQY0j6PpkEDCPUaI01TOrnT542judlPhjl8cwScTAnSS2VShWLrFtXZfL6VUpFSe5zkKjc5HrmXnbsqeFV4EzB3k0r1rPfOv0Qxr7ECjKiZRtx45UNyFCMcpBb4glRISOyADaGgbEB9lNpmsn+EwzfeyFQp9A4Sn715EQX8qx7+pOn6ihXNZS8j+tHSuv3E1YEMUKAjpb5MUcqxCnseE+E0AVH2tAqGD6rZgOiSBU6XDTEJzlL6+CRsFybMu5v8pXb+ZxZNEJOkXnyEElVEV3qIbqiKIn9ILe0YfxbLwan8b3rDVjzD3HaKGMn19qqaTJ</latexit>

2)
<latexit sha1_base64="vjq8Wz6Ta5ccQ+xPORcmMvfedN0=">AAACKHicbVDLSgMxFM34rPVVdekmWAQFGWZape3KohuXFewD2lIy6Z02NPMgyQhl6Oe48VfciCjSrV9iOp2Fbb0QcjjnnnuT44ScSWVZU2NtfWNzazuzk93d2z84zB0dN2QQCQp1GvBAtBwigTMf6oopDq1QAPEcDk1ndD/Tm88gJAv8JzUOoeuRgc9cRonSVC932+mDq73JpNgbOzyCSSwGziS2zEKxcoUt86Zcnl2VUnGS7Sw0Fi57ubxlWknhVWCnII/SqvVyH51+QCMPfEU5kbJtW6HqxkQoRjnoBZGEkNARGUBbQ594ILtxsnWCzzXTx24g9PEVTti/jph4Uo49R3d6RA3lsjYj/9PakXLL3Zj5YaTAp/NFbsSxCvAsNdxnAqjiYw0IFUy/FdMhEYQqnW1Wh2Avf3kVNAqmbZn243W+epfGkUGn6AxdIBuVUBU9oBqqI4pe0Bv6RF/Gq/FufBvTeeuakXpO0EIZP78h86S2</latexit><latexit sha1_base64="vjq8Wz6Ta5ccQ+xPORcmMvfedN0=">AAACKHicbVDLSgMxFM34rPVVdekmWAQFGWZape3KohuXFewD2lIy6Z02NPMgyQhl6Oe48VfciCjSrV9iOp2Fbb0QcjjnnnuT44ScSWVZU2NtfWNzazuzk93d2z84zB0dN2QQCQp1GvBAtBwigTMf6oopDq1QAPEcDk1ndD/Tm88gJAv8JzUOoeuRgc9cRonSVC932+mDq73JpNgbOzyCSSwGziS2zEKxcoUt86Zcnl2VUnGS7Sw0Fi57ubxlWknhVWCnII/SqvVyH51+QCMPfEU5kbJtW6HqxkQoRjnoBZGEkNARGUBbQ594ILtxsnWCzzXTx24g9PEVTti/jph4Uo49R3d6RA3lsjYj/9PakXLL3Zj5YaTAp/NFbsSxCvAsNdxnAqjiYw0IFUy/FdMhEYQqnW1Wh2Avf3kVNAqmbZn243W+epfGkUGn6AxdIBuVUBU9oBqqI4pe0Bv6RF/Gq/FufBvTeeuakXpO0EIZP78h86S2</latexit><latexit sha1_base64="vjq8Wz6Ta5ccQ+xPORcmMvfedN0=">AAACKHicbVDLSgMxFM34rPVVdekmWAQFGWZape3KohuXFewD2lIy6Z02NPMgyQhl6Oe48VfciCjSrV9iOp2Fbb0QcjjnnnuT44ScSWVZU2NtfWNzazuzk93d2z84zB0dN2QQCQp1GvBAtBwigTMf6oopDq1QAPEcDk1ndD/Tm88gJAv8JzUOoeuRgc9cRonSVC932+mDq73JpNgbOzyCSSwGziS2zEKxcoUt86Zcnl2VUnGS7Sw0Fi57ubxlWknhVWCnII/SqvVyH51+QCMPfEU5kbJtW6HqxkQoRjnoBZGEkNARGUBbQ594ILtxsnWCzzXTx24g9PEVTti/jph4Uo49R3d6RA3lsjYj/9PakXLL3Zj5YaTAp/NFbsSxCvAsNdxnAqjiYw0IFUy/FdMhEYQqnW1Wh2Avf3kVNAqmbZn243W+epfGkUGn6AxdIBuVUBU9oBqqI4pe0Bv6RF/Gq/FufBvTeeuakXpO0EIZP78h86S2</latexit><latexit sha1_base64="vjq8Wz6Ta5ccQ+xPORcmMvfedN0=">AAACKHicbVDLSgMxFM34rPVVdekmWAQFGWZape3KohuXFewD2lIy6Z02NPMgyQhl6Oe48VfciCjSrV9iOp2Fbb0QcjjnnnuT44ScSWVZU2NtfWNzazuzk93d2z84zB0dN2QQCQp1GvBAtBwigTMf6oopDq1QAPEcDk1ndD/Tm88gJAv8JzUOoeuRgc9cRonSVC932+mDq73JpNgbOzyCSSwGziS2zEKxcoUt86Zcnl2VUnGS7Sw0Fi57ubxlWknhVWCnII/SqvVyH51+QCMPfEU5kbJtW6HqxkQoRjnoBZGEkNARGUBbQ594ILtxsnWCzzXTx24g9PEVTti/jph4Uo49R3d6RA3lsjYj/9PakXLL3Zj5YaTAp/NFbsSxCvAsNdxnAqjiYw0IFUy/FdMhEYQqnW1Wh2Avf3kVNAqmbZn243W+epfGkUGn6AxdIBuVUBU9oBqqI4pe0Bv6RF/Gq/FufBvTeeuakXpO0EIZP78h86S2</latexit>

3)
<latexit sha1_base64="FmrmrQmWwfspgKGTMjNHBhIs3nQ=">AAACKHicbVDLSgMxFM34rPVVdekmWAQFGWZape3KohuXFewD2lIy6Z02NPMgyQhl6Oe48VfciCjSrV9iOp2Fbb0QcjjnnnuT44ScSWVZU2NtfWNzazuzk93d2z84zB0dN2QQCQp1GvBAtBwigTMf6oopDq1QAPEcDk1ndD/Tm88gJAv8JzUOoeuRgc9cRonSVC932+mDq73JpNgbOzyCSSwGziS2zEKxcoUt86Zcnl2VUnGS7Sw0Fi97ubxlWknhVWCnII/SqvVyH51+QCMPfEU5kbJtW6HqxkQoRjnoBZGEkNARGUBbQ594ILtxsnWCzzXTx24g9PEVTti/jph4Uo49R3d6RA3lsjYj/9PakXLL3Zj5YaTAp/NFbsSxCvAsNdxnAqjiYw0IFUy/FdMhEYQqnW1Wh2Avf3kVNAqmbZn243W+epfGkUGn6AxdIBuVUBU9oBqqI4pe0Bv6RF/Gq/FufBvTeeuakXpO0EIZP78jeKS3</latexit><latexit sha1_base64="FmrmrQmWwfspgKGTMjNHBhIs3nQ=">AAACKHicbVDLSgMxFM34rPVVdekmWAQFGWZape3KohuXFewD2lIy6Z02NPMgyQhl6Oe48VfciCjSrV9iOp2Fbb0QcjjnnnuT44ScSWVZU2NtfWNzazuzk93d2z84zB0dN2QQCQp1GvBAtBwigTMf6oopDq1QAPEcDk1ndD/Tm88gJAv8JzUOoeuRgc9cRonSVC932+mDq73JpNgbOzyCSSwGziS2zEKxcoUt86Zcnl2VUnGS7Sw0Fi97ubxlWknhVWCnII/SqvVyH51+QCMPfEU5kbJtW6HqxkQoRjnoBZGEkNARGUBbQ594ILtxsnWCzzXTx24g9PEVTti/jph4Uo49R3d6RA3lsjYj/9PakXLL3Zj5YaTAp/NFbsSxCvAsNdxnAqjiYw0IFUy/FdMhEYQqnW1Wh2Avf3kVNAqmbZn243W+epfGkUGn6AxdIBuVUBU9oBqqI4pe0Bv6RF/Gq/FufBvTeeuakXpO0EIZP78jeKS3</latexit><latexit sha1_base64="FmrmrQmWwfspgKGTMjNHBhIs3nQ=">AAACKHicbVDLSgMxFM34rPVVdekmWAQFGWZape3KohuXFewD2lIy6Z02NPMgyQhl6Oe48VfciCjSrV9iOp2Fbb0QcjjnnnuT44ScSWVZU2NtfWNzazuzk93d2z84zB0dN2QQCQp1GvBAtBwigTMf6oopDq1QAPEcDk1ndD/Tm88gJAv8JzUOoeuRgc9cRonSVC932+mDq73JpNgbOzyCSSwGziS2zEKxcoUt86Zcnl2VUnGS7Sw0Fi97ubxlWknhVWCnII/SqvVyH51+QCMPfEU5kbJtW6HqxkQoRjnoBZGEkNARGUBbQ594ILtxsnWCzzXTx24g9PEVTti/jph4Uo49R3d6RA3lsjYj/9PakXLL3Zj5YaTAp/NFbsSxCvAsNdxnAqjiYw0IFUy/FdMhEYQqnW1Wh2Avf3kVNAqmbZn243W+epfGkUGn6AxdIBuVUBU9oBqqI4pe0Bv6RF/Gq/FufBvTeeuakXpO0EIZP78jeKS3</latexit><latexit sha1_base64="FmrmrQmWwfspgKGTMjNHBhIs3nQ=">AAACKHicbVDLSgMxFM34rPVVdekmWAQFGWZape3KohuXFewD2lIy6Z02NPMgyQhl6Oe48VfciCjSrV9iOp2Fbb0QcjjnnnuT44ScSWVZU2NtfWNzazuzk93d2z84zB0dN2QQCQp1GvBAtBwigTMf6oopDq1QAPEcDk1ndD/Tm88gJAv8JzUOoeuRgc9cRonSVC932+mDq73JpNgbOzyCSSwGziS2zEKxcoUt86Zcnl2VUnGS7Sw0Fi97ubxlWknhVWCnII/SqvVyH51+QCMPfEU5kbJtW6HqxkQoRjnoBZGEkNARGUBbQ594ILtxsnWCzzXTx24g9PEVTti/jph4Uo49R3d6RA3lsjYj/9PakXLL3Zj5YaTAp/NFbsSxCvAsNdxnAqjiYw0IFUy/FdMhEYQqnW1Wh2Avf3kVNAqmbZn243W+epfGkUGn6AxdIBuVUBU9oBqqI4pe0Bv6RF/Gq/FufBvTeeuakXpO0EIZP78jeKS3</latexit>

4)
<latexit sha1_base64="KAxO1x8ghzGJ7g4JplateXWDGjo=">AAACKHicbVDLSgMxFM3UV62vUZdugkVQkGGmrbRdWXTjsoJ9QFtKJr3ThmYeJBmhDP0cN/6KGxFFuvVLTB8L23oh5HDOPfcmx404k8q2J0ZqY3Nreye9m9nbPzg8Mo9P6jKMBYUaDXkomi6RwFkANcUUh2YkgPguh4Y7vJ/qjWcQkoXBkxpF0PFJP2Aeo0Rpqmvetnvgae9sUuKPXB7DOBF9d5zYVi5fvsa2dVMqTa9yMT/OtJcaC1ddM2tb9qzwOnAWIIsWVe2aH+1eSGMfAkU5kbLl2JHqJEQoRjnoBbGEiNAh6UNLw4D4IDvJbOsYX2imh71Q6BMoPGP/OhLiSznyXd3pEzWQq9qU/E9rxcordRIWRLGCgM4XeTHHKsTT1HCPCaCKjzQgVDD9VkwHRBCqdLYZHYKz+uV1UM9Zjm05j4Vs5W4RRxqdoXN0iRxURBX0gKqohih6QW/oE30Zr8a78W1M5q0pY+E5RUtl/PwCJP2kuA==</latexit><latexit sha1_base64="KAxO1x8ghzGJ7g4JplateXWDGjo=">AAACKHicbVDLSgMxFM3UV62vUZdugkVQkGGmrbRdWXTjsoJ9QFtKJr3ThmYeJBmhDP0cN/6KGxFFuvVLTB8L23oh5HDOPfcmx404k8q2J0ZqY3Nreye9m9nbPzg8Mo9P6jKMBYUaDXkomi6RwFkANcUUh2YkgPguh4Y7vJ/qjWcQkoXBkxpF0PFJP2Aeo0Rpqmvetnvgae9sUuKPXB7DOBF9d5zYVi5fvsa2dVMqTa9yMT/OtJcaC1ddM2tb9qzwOnAWIIsWVe2aH+1eSGMfAkU5kbLl2JHqJEQoRjnoBbGEiNAh6UNLw4D4IDvJbOsYX2imh71Q6BMoPGP/OhLiSznyXd3pEzWQq9qU/E9rxcordRIWRLGCgM4XeTHHKsTT1HCPCaCKjzQgVDD9VkwHRBCqdLYZHYKz+uV1UM9Zjm05j4Vs5W4RRxqdoXN0iRxURBX0gKqohih6QW/oE30Zr8a78W1M5q0pY+E5RUtl/PwCJP2kuA==</latexit><latexit sha1_base64="KAxO1x8ghzGJ7g4JplateXWDGjo=">AAACKHicbVDLSgMxFM3UV62vUZdugkVQkGGmrbRdWXTjsoJ9QFtKJr3ThmYeJBmhDP0cN/6KGxFFuvVLTB8L23oh5HDOPfcmx404k8q2J0ZqY3Nreye9m9nbPzg8Mo9P6jKMBYUaDXkomi6RwFkANcUUh2YkgPguh4Y7vJ/qjWcQkoXBkxpF0PFJP2Aeo0Rpqmvetnvgae9sUuKPXB7DOBF9d5zYVi5fvsa2dVMqTa9yMT/OtJcaC1ddM2tb9qzwOnAWIIsWVe2aH+1eSGMfAkU5kbLl2JHqJEQoRjnoBbGEiNAh6UNLw4D4IDvJbOsYX2imh71Q6BMoPGP/OhLiSznyXd3pEzWQq9qU/E9rxcordRIWRLGCgM4XeTHHKsTT1HCPCaCKjzQgVDD9VkwHRBCqdLYZHYKz+uV1UM9Zjm05j4Vs5W4RRxqdoXN0iRxURBX0gKqohih6QW/oE30Zr8a78W1M5q0pY+E5RUtl/PwCJP2kuA==</latexit><latexit sha1_base64="KAxO1x8ghzGJ7g4JplateXWDGjo=">AAACKHicbVDLSgMxFM3UV62vUZdugkVQkGGmrbRdWXTjsoJ9QFtKJr3ThmYeJBmhDP0cN/6KGxFFuvVLTB8L23oh5HDOPfcmx404k8q2J0ZqY3Nreye9m9nbPzg8Mo9P6jKMBYUaDXkomi6RwFkANcUUh2YkgPguh4Y7vJ/qjWcQkoXBkxpF0PFJP2Aeo0Rpqmvetnvgae9sUuKPXB7DOBF9d5zYVi5fvsa2dVMqTa9yMT/OtJcaC1ddM2tb9qzwOnAWIIsWVe2aH+1eSGMfAkU5kbLl2JHqJEQoRjnoBbGEiNAh6UNLw4D4IDvJbOsYX2imh71Q6BMoPGP/OhLiSznyXd3pEzWQq9qU/E9rxcordRIWRLGCgM4XeTHHKsTT1HCPCaCKjzQgVDD9VkwHRBCqdLYZHYKz+uV1UM9Zjm05j4Vs5W4RRxqdoXN0iRxURBX0gKqohih6QW/oE30Zr8a78W1M5q0pY+E5RUtl/PwCJP2kuA==</latexit>

Active

Suspended

Expired

Root

Service
<latexit sha1_base64="4gPG7xVldiK3uTC+MF97NkG7f/0=">AAAB9HicbZDLSsNAFIYnXmu9VV26GSyCq5KIoMuiG5f10gs0oUymJ+3QSSbOnBRK6XO4caGIWx/GnW/jtM1CW38Y+PjPOZwzf5hKYdB1v52V1bX1jc3CVnF7Z3dvv3Rw2DAq0xzqXEmlWyEzIEUCdRQooZVqYHEooRkObqb15hC0ESp5xFEKQcx6iYgEZ2it4F4p9P0H0EPBoVMquxV3JroMXg5lkqvWKX35XcWzGBLkkhnT9twUgzHTKLiESdHPDKSMD1gP2hYTFoMJxrOjJ/TUOl0aKW1fgnTm/p4Ys9iYURzazphh3yzWpuZ/tXaG0VUwFkmaISR8vijKJEVFpwnQrtDAUY4sMK6FvZXyPtOMo82paEPwFr+8DI3zimf57qJcvc7jKJBjckLOiEcuSZXckhqpE06eyDN5JW/O0Hlx3p2PeeuKk88ckT9yPn8A4v+SKQ==</latexit><latexit sha1_base64="4gPG7xVldiK3uTC+MF97NkG7f/0=">AAAB9HicbZDLSsNAFIYnXmu9VV26GSyCq5KIoMuiG5f10gs0oUymJ+3QSSbOnBRK6XO4caGIWx/GnW/jtM1CW38Y+PjPOZwzf5hKYdB1v52V1bX1jc3CVnF7Z3dvv3Rw2DAq0xzqXEmlWyEzIEUCdRQooZVqYHEooRkObqb15hC0ESp5xFEKQcx6iYgEZ2it4F4p9P0H0EPBoVMquxV3JroMXg5lkqvWKX35XcWzGBLkkhnT9twUgzHTKLiESdHPDKSMD1gP2hYTFoMJxrOjJ/TUOl0aKW1fgnTm/p4Ys9iYURzazphh3yzWpuZ/tXaG0VUwFkmaISR8vijKJEVFpwnQrtDAUY4sMK6FvZXyPtOMo82paEPwFr+8DI3zimf57qJcvc7jKJBjckLOiEcuSZXckhqpE06eyDN5JW/O0Hlx3p2PeeuKk88ckT9yPn8A4v+SKQ==</latexit><latexit sha1_base64="4gPG7xVldiK3uTC+MF97NkG7f/0=">AAAB9HicbZDLSsNAFIYnXmu9VV26GSyCq5KIoMuiG5f10gs0oUymJ+3QSSbOnBRK6XO4caGIWx/GnW/jtM1CW38Y+PjPOZwzf5hKYdB1v52V1bX1jc3CVnF7Z3dvv3Rw2DAq0xzqXEmlWyEzIEUCdRQooZVqYHEooRkObqb15hC0ESp5xFEKQcx6iYgEZ2it4F4p9P0H0EPBoVMquxV3JroMXg5lkqvWKX35XcWzGBLkkhnT9twUgzHTKLiESdHPDKSMD1gP2hYTFoMJxrOjJ/TUOl0aKW1fgnTm/p4Ys9iYURzazphh3yzWpuZ/tXaG0VUwFkmaISR8vijKJEVFpwnQrtDAUY4sMK6FvZXyPtOMo82paEPwFr+8DI3zimf57qJcvc7jKJBjckLOiEcuSZXckhqpE06eyDN5JW/O0Hlx3p2PeeuKk88ckT9yPn8A4v+SKQ==</latexit><latexit sha1_base64="4gPG7xVldiK3uTC+MF97NkG7f/0=">AAAB9HicbZDLSsNAFIYnXmu9VV26GSyCq5KIoMuiG5f10gs0oUymJ+3QSSbOnBRK6XO4caGIWx/GnW/jtM1CW38Y+PjPOZwzf5hKYdB1v52V1bX1jc3CVnF7Z3dvv3Rw2DAq0xzqXEmlWyEzIEUCdRQooZVqYHEooRkObqb15hC0ESp5xFEKQcx6iYgEZ2it4F4p9P0H0EPBoVMquxV3JroMXg5lkqvWKX35XcWzGBLkkhnT9twUgzHTKLiESdHPDKSMD1gP2hYTFoMJxrOjJ/TUOl0aKW1fgnTm/p4Ys9iYURzazphh3yzWpuZ/tXaG0VUwFkmaISR8vijKJEVFpwnQrtDAUY4sMK6FvZXyPtOMo82paEPwFr+8DI3zimf57qJcvc7jKJBjckLOiEcuSZXckhqpE06eyDN5JW/O0Hlx3p2PeeuKk88ckT9yPn8A4v+SKQ==</latexit>

Root

Service
<latexit sha1_base64="4gPG7xVldiK3uTC+MF97NkG7f/0=">AAAB9HicbZDLSsNAFIYnXmu9VV26GSyCq5KIoMuiG5f10gs0oUymJ+3QSSbOnBRK6XO4caGIWx/GnW/jtM1CW38Y+PjPOZwzf5hKYdB1v52V1bX1jc3CVnF7Z3dvv3Rw2DAq0xzqXEmlWyEzIEUCdRQooZVqYHEooRkObqb15hC0ESp5xFEKQcx6iYgEZ2it4F4p9P0H0EPBoVMquxV3JroMXg5lkqvWKX35XcWzGBLkkhnT9twUgzHTKLiESdHPDKSMD1gP2hYTFoMJxrOjJ/TUOl0aKW1fgnTm/p4Ys9iYURzazphh3yzWpuZ/tXaG0VUwFkmaISR8vijKJEVFpwnQrtDAUY4sMK6FvZXyPtOMo82paEPwFr+8DI3zimf57qJcvc7jKJBjckLOiEcuSZXckhqpE06eyDN5JW/O0Hlx3p2PeeuKk88ckT9yPn8A4v+SKQ==</latexit><latexit sha1_base64="4gPG7xVldiK3uTC+MF97NkG7f/0=">AAAB9HicbZDLSsNAFIYnXmu9VV26GSyCq5KIoMuiG5f10gs0oUymJ+3QSSbOnBRK6XO4caGIWx/GnW/jtM1CW38Y+PjPOZwzf5hKYdB1v52V1bX1jc3CVnF7Z3dvv3Rw2DAq0xzqXEmlWyEzIEUCdRQooZVqYHEooRkObqb15hC0ESp5xFEKQcx6iYgEZ2it4F4p9P0H0EPBoVMquxV3JroMXg5lkqvWKX35XcWzGBLkkhnT9twUgzHTKLiESdHPDKSMD1gP2hYTFoMJxrOjJ/TUOl0aKW1fgnTm/p4Ys9iYURzazphh3yzWpuZ/tXaG0VUwFkmaISR8vijKJEVFpwnQrtDAUY4sMK6FvZXyPtOMo82paEPwFr+8DI3zimf57qJcvc7jKJBjckLOiEcuSZXckhqpE06eyDN5JW/O0Hlx3p2PeeuKk88ckT9yPn8A4v+SKQ==</latexit><latexit sha1_base64="4gPG7xVldiK3uTC+MF97NkG7f/0=">AAAB9HicbZDLSsNAFIYnXmu9VV26GSyCq5KIoMuiG5f10gs0oUymJ+3QSSbOnBRK6XO4caGIWx/GnW/jtM1CW38Y+PjPOZwzf5hKYdB1v52V1bX1jc3CVnF7Z3dvv3Rw2DAq0xzqXEmlWyEzIEUCdRQooZVqYHEooRkObqb15hC0ESp5xFEKQcx6iYgEZ2it4F4p9P0H0EPBoVMquxV3JroMXg5lkqvWKX35XcWzGBLkkhnT9twUgzHTKLiESdHPDKSMD1gP2hYTFoMJxrOjJ/TUOl0aKW1fgnTm/p4Ys9iYURzazphh3yzWpuZ/tXaG0VUwFkmaISR8vijKJEVFpwnQrtDAUY4sMK6FvZXyPtOMo82paEPwFr+8DI3zimf57qJcvc7jKJBjckLOiEcuSZXckhqpE06eyDN5JW/O0Hlx3p2PeeuKk88ckT9yPn8A4v+SKQ==</latexit><latexit sha1_base64="4gPG7xVldiK3uTC+MF97NkG7f/0=">AAAB9HicbZDLSsNAFIYnXmu9VV26GSyCq5KIoMuiG5f10gs0oUymJ+3QSSbOnBRK6XO4caGIWx/GnW/jtM1CW38Y+PjPOZwzf5hKYdB1v52V1bX1jc3CVnF7Z3dvv3Rw2DAq0xzqXEmlWyEzIEUCdRQooZVqYHEooRkObqb15hC0ESp5xFEKQcx6iYgEZ2it4F4p9P0H0EPBoVMquxV3JroMXg5lkqvWKX35XcWzGBLkkhnT9twUgzHTKLiESdHPDKSMD1gP2hYTFoMJxrOjJ/TUOl0aKW1fgnTm/p4Ys9iYURzazphh3yzWpuZ/tXaG0VUwFkmaISR8vijKJEVFpwnQrtDAUY4sMK6FvZXyPtOMo82paEPwFr+8DI3zimf57qJcvc7jKJBjckLOiEcuSZXckhqpE06eyDN5JW/O0Hlx3p2PeeuKk88ckT9yPn8A4v+SKQ==</latexit>

Root

Service
<latexit sha1_base64="4gPG7xVldiK3uTC+MF97NkG7f/0=">AAAB9HicbZDLSsNAFIYnXmu9VV26GSyCq5KIoMuiG5f10gs0oUymJ+3QSSbOnBRK6XO4caGIWx/GnW/jtM1CW38Y+PjPOZwzf5hKYdB1v52V1bX1jc3CVnF7Z3dvv3Rw2DAq0xzqXEmlWyEzIEUCdRQooZVqYHEooRkObqb15hC0ESp5xFEKQcx6iYgEZ2it4F4p9P0H0EPBoVMquxV3JroMXg5lkqvWKX35XcWzGBLkkhnT9twUgzHTKLiESdHPDKSMD1gP2hYTFoMJxrOjJ/TUOl0aKW1fgnTm/p4Ys9iYURzazphh3yzWpuZ/tXaG0VUwFkmaISR8vijKJEVFpwnQrtDAUY4sMK6FvZXyPtOMo82paEPwFr+8DI3zimf57qJcvc7jKJBjckLOiEcuSZXckhqpE06eyDN5JW/O0Hlx3p2PeeuKk88ckT9yPn8A4v+SKQ==</latexit><latexit sha1_base64="4gPG7xVldiK3uTC+MF97NkG7f/0=">AAAB9HicbZDLSsNAFIYnXmu9VV26GSyCq5KIoMuiG5f10gs0oUymJ+3QSSbOnBRK6XO4caGIWx/GnW/jtM1CW38Y+PjPOZwzf5hKYdB1v52V1bX1jc3CVnF7Z3dvv3Rw2DAq0xzqXEmlWyEzIEUCdRQooZVqYHEooRkObqb15hC0ESp5xFEKQcx6iYgEZ2it4F4p9P0H0EPBoVMquxV3JroMXg5lkqvWKX35XcWzGBLkkhnT9twUgzHTKLiESdHPDKSMD1gP2hYTFoMJxrOjJ/TUOl0aKW1fgnTm/p4Ys9iYURzazphh3yzWpuZ/tXaG0VUwFkmaISR8vijKJEVFpwnQrtDAUY4sMK6FvZXyPtOMo82paEPwFr+8DI3zimf57qJcvc7jKJBjckLOiEcuSZXckhqpE06eyDN5JW/O0Hlx3p2PeeuKk88ckT9yPn8A4v+SKQ==</latexit><latexit sha1_base64="4gPG7xVldiK3uTC+MF97NkG7f/0=">AAAB9HicbZDLSsNAFIYnXmu9VV26GSyCq5KIoMuiG5f10gs0oUymJ+3QSSbOnBRK6XO4caGIWx/GnW/jtM1CW38Y+PjPOZwzf5hKYdB1v52V1bX1jc3CVnF7Z3dvv3Rw2DAq0xzqXEmlWyEzIEUCdRQooZVqYHEooRkObqb15hC0ESp5xFEKQcx6iYgEZ2it4F4p9P0H0EPBoVMquxV3JroMXg5lkqvWKX35XcWzGBLkkhnT9twUgzHTKLiESdHPDKSMD1gP2hYTFoMJxrOjJ/TUOl0aKW1fgnTm/p4Ys9iYURzazphh3yzWpuZ/tXaG0VUwFkmaISR8vijKJEVFpwnQrtDAUY4sMK6FvZXyPtOMo82paEPwFr+8DI3zimf57qJcvc7jKJBjckLOiEcuSZXckhqpE06eyDN5JW/O0Hlx3p2PeeuKk88ckT9yPn8A4v+SKQ==</latexit><latexit sha1_base64="4gPG7xVldiK3uTC+MF97NkG7f/0=">AAAB9HicbZDLSsNAFIYnXmu9VV26GSyCq5KIoMuiG5f10gs0oUymJ+3QSSbOnBRK6XO4caGIWx/GnW/jtM1CW38Y+PjPOZwzf5hKYdB1v52V1bX1jc3CVnF7Z3dvv3Rw2DAq0xzqXEmlWyEzIEUCdRQooZVqYHEooRkObqb15hC0ESp5xFEKQcx6iYgEZ2it4F4p9P0H0EPBoVMquxV3JroMXg5lkqvWKX35XcWzGBLkkhnT9twUgzHTKLiESdHPDKSMD1gP2hYTFoMJxrOjJ/TUOl0aKW1fgnTm/p4Ys9iYURzazphh3yzWpuZ/tXaG0VUwFkmaISR8vijKJEVFpwnQrtDAUY4sMK6FvZXyPtOMo82paEPwFr+8DI3zimf57qJcvc7jKJBjckLOiEcuSZXckhqpE06eyDN5JW/O0Hlx3p2PeeuKk88ckT9yPn8A4v+SKQ==</latexit>

Root

Service
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Figure 3: A state machine that represent the various phases
a token can be in.

will remain in during use and when the user is co-located with

the smart speaker. The suspended state represents when a token is

temporarily inactivated because the user is not co-located with the

smart speaker. This state is for when the user has temporarily left

the shared space (e.g., when the user has left the hotel or airbnb

room for the day). Finally, the expired state is for when token has

been determined to be no longer relevant to the user. This accounts

for when the user relinquishes their temporary control over the

smart speaker and the shared space (e.g., checking out of the hotel

or airbnb).

The protocol will automatically move the access token into the

different states depending on several factors. Figure 3 shows the

various transitions that can be made between the different states. In

transition 1, we see the root service maintaining a keep-alive with

the personal device. This keep-alive maintains that the device is

both active and still co-located with the smart speaker. The personal

device will also need to maintain a local connection to the smart

speaker in case additional authorization is needed.

As long as the personal device continues to respond to the keep-

alive messages, the access token will remain in the active state.

This will allow the user to continue to access to their accounts via

the smart speaker. If the personal device does not respond to a

keep-alive message or if the TLS connection is closed, then the root

service will transition the access token into the suspended state.

This is transition 2 in Figure 3 and it ensures that the default state

for an access token is suspended. The frequency of the keep-alive

can be altered in order to optimize the tradeoff between battery

consumption and security. Less frequent keep-alive messages (e.g.,

the default in the Android Socket library is two hours [29]) can

minimize the impact of these messages on the personal device’s

battery but allows a potentially larger window for an adversary to

gain unwarranted access to the user’s accounts.

The personal device can also automatically update the access

token to any state. This is done through transition 3 and provides an

interface for the personal device’s Co-Presence Inference to update

the token based on the user’s location. This message contains the

new state for the access token, a timestamp for freshness, and a

nonce. The online service will in turn respond to the device with an

additional message indicating the success of the transition. This is

the only way to move the access token back to the active state once

it has left. If moved to the active state, the personal device and root

service will begin an active TLS connection with periodic keep-alive

messages (transition 1). Transition 3 may also be used by the user

in order to preemptively expire a token if need be (e.g., changing

rooms at a hotel). The last possible transition, transition 4, comes

from the lack of communication from the personal device after

a long period of time. This transition will cause the root service

to move the access token into the expired state. In reality, the

expired state is the deletion of the access token. The root service

performs this transition by deleting the TLS resumption ID for

the smart speaker and the personal device. This forces the smart

speaker to reinitialize the TLS connection and account authorization

(which it cannot do without the personal device) in order to access

the user’s accounts. By having the token expire after a certain

amount of time of inactivity, we prevent the smart speaker and root

service from having to maintain overly large histories of access

tokens. Additionally, it allows users to leave a temporary space

without having to force the token into the expired state via a type 3

transition. The user can simply leave the location and know that in

a predetermined amount of time (e.g., 1-3 days for a hotel or airbnb)

the token will be useless.
1

4 PROTOCOL IMPLEMENTATION
Our protocol involves three parties: the personal device, the smart

speaker, and the root service. We present one of many possible

implementation for each party here.

4.1 Personal Device
4.1.1 Main Device. The personal device in this paper was repre-

sented by a Nexus 6p running Android 8.1. It connected to both

our root service and smart speaker implementations using the local

WiFi and constructed messages over Protobuf [5]. We used the built-

in camera application on the Nexus to adjust the white balance

and record a short video at 29.97 frames per second of the lights

on the smart speaker as they transmitted the light message in our

protocol. We chose to outsource the decoding of the light message

to a different machine to ease the construction of our prototype.

However, popular apps like Snapchat and QR Code scanners show

that doing on device video processing is possible and effective.

We took several other steps to simplify our prototype, such as

3D printing a jig to hold our phone during testing. The jig allowed

us to take consistent measurements and to run multiple tests auto-

matically. Additionally, the protocol was initiated by an on screen

button rather than by the speaker’s voice command.

4.1.2 Light Decoder. The recorded video file was sent over WiFi

from the Nexus to a nearby iMac running an Intel i7-6700k with 32

GB of ram. Our choice to process the video on a secondary machine

was simply to facilitate easier and faster code development. The

Light Decoder program was written in Python 3.7.0 using the scikit-

video library. In a production system, this video processing step

would be completed locally on the personal device.

The light message consisted of a series of flashing RGB LEDs

from our smart speaker. A single LED was determined to be the

clock, which would flash on or off in order to indicate that new data

1
The predetermined amount of time before expiration is variable, so the time could be

increased to several months (or never) for more long term devices.
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was available. The rest of the LEDs were used to transfer data. Each

pixel consisted of three channels: red, green, and blue. A single

bit of data was transmitted using a single channel of each pixel.

In order to reliably decode our data, the decoder needed to adjust

for the white balance in the video. To do this, the smart speaker

would display every possible combination of an LED (eight in total)

before the message began. The decoder would use these values to

find the average intensity for each LED in an on or off state and

define a threshold for each color channel. During transmission, the

decoder would monitor the clock LED and collect the other LED’s

values every time it changed. Once the transmission ended, each

LED value was decoded into three bits using the thresholds found

earlier. To improve reliability, we added a (7, 4) Hamming Error

Correcting Code (HECC) scheme [21] which needed to be decoded.

Additionally, it needed to truncate the message to the appropriate

length which was specified at the beginning of the message. Finally,

the decoder would parse out the separate fields in the message

before sending the extracted data back to the Nexus for use in the

protocol.

4.2 Smart speaker
While several commercial smart speakers are available on the mar-

ket, its is not easy to implement customized functionality on them.

Consequently, we decided to build a custom smart speaker to sim-

plify the implementation of our protocol. We believe the hardware

configuration we selected for our smart speaker is an effective proxy

for actual commercially available products. Many of these smart

speakers are equipped with LED indicator lights which we lever-

age to enable our light communication. For example, the Google

Home and Amazon Echo both come equipped with 12 built-in LED

indicator lights.

4.2.1 Main Device. We used a Raspberry Pi 2 B+ with a Matrix

Voice [42] development board as our smart speaker. The Matrix

Voice is equipped with 18 RBG LEDs and connects to the Pi via its

40 GPIO pins. The Pi connected to both the personal device and the

root service via its Ethernet port. The code for our smart speaker

was written in Python 3.5.3 running on Rasbian 9.

4.2.2 Light Encoder. The Pi created the light message by first en-

coding the necessary data into binary. Next, the data was encoded

using the (7, 4) HECC scheme mentioned earlier. The length of the

coded message was then prepended to the message (also encoded

using the (7, 4) HECC scheme) before the message was sent to the

Matrix Voice development board via its build in APIs. The data was

divided into section of 51 bits that made up a single frame. A frame

consisted of 1 LED either being on or off to service as the clock and

the other 17 LEDs serving for data transfer. The data transferring

LEDs each represented three bits of data, one bit for each of three

channels red, green, and blue. The LEDs were changed 15 time per

second to ensure that the camera on the personal device was able

to capture every frame of data. This gives our light communica-

tion channel an effective throughput of approximately 95 bytes per

second of HECC encoded data.

4.2.3 Light Diffusion Filter. The LEDs on the Matrix Voice develop-

ment board are not covered by anything, and thus the light emitted

by them blew out the light balance on the Nexus’s camera. This

resulted in the LEDs appearing white regardless of RGB value (pro-

vided at least one channel was on) when recorded by the camera.

To eliminate this issue, we construct a light diffusion filter which

consisted of piece of card stock and sanded piece of AF4300 Over-

head Projector Film. These two materials placed over the LEDs

diffused enough light to allow our camera to detect the actual color

displayed. This is consistent with smart speakers available on the

market today such as the Google Home or Amazon Echo, both of

which have built-in diffusion filters over their lights.

5 AUTOMATIC AUTHORIZATION VIA
CO-PRESENCE DETECTION

In order to evaluate and test out ephemeral authorization protocol,

we need to leverage a form of co-presence detection. The underlying

technique used in this paper is one of many possible localization

techniques (e.g., UWB) that could have been selected as they become
more widely available. It is important to note that our protocol could

be use with other or future localization techniques that perform

better overall or in a specific scenario.

However, in this work we chose to use the technique discussed

in this section to predominately satisfy R3. To do this, Lux needs to
promptly detect when the user leaves the shared space, and suspend

the authorizations granted to the smart speaker until the user re-

enters the shared space. We take a simple approach for realizing

such de- and re-authorization based on detecting co-presence of

the personal device and smart speaker. We will refer to this process

as “automatic de-authorization.”

5.1 Our approach: comparing WiFi scans
A number of co-presence detection techniques are known from the

literature. In principle, Lux could use any of them for automatic de-

authorization. However, co-presence detection techniques relying

solely on the availability of short range wireless communications

are vulnerable to relay attacks which have been demonstrated for

Bluetooth [37], RFID [14], and NFC [15]. A potentially secure al-

ternative is to use a distance bounding protocol [7, 50]. However,

distance bounding requires extra hardware [3] that is not typically

available on personal devices and smart speakers, thereby limit-

ing deployability (R2). Although distance bounding techniques are

commercially available, they are not yet sufficiently inexpensive

for cost-sensitive commodity devices. A third class of co-presence

techniques is based on having the two devices sense their ambi-

ent environment via their available sensors [31, 43, 54]. Some of

these techniques were designed for zero-interaction authentication

which is only a one-time operation [31, 43]. In contrast, Lux re-

quires continuous co-presence detection. Consequently, Lux needs
a co-presence detection mechanisms that has minimal resource

requirements.

Truong et al. [54] showed that comparing available WiFi access

points in the vicinity is an effective means to detect the co-presence

of two devices. From the perspective of deployability (R2), this
approach is particularly suitable for Lux because WiFi monitoring

has low resource requirements and is straightforward to imple-

ment on any personal device such as smartphones, tablets, etc. (all

equipped with WiFi chips and providing convenient APIs). We now

describe a co-presence detection methodology that is as effective
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as the one proposed by Truong et al., but is simpler and more ef-

ficient. We assume the smart speaker is stationary, it remains in

the same shared space overtime, to devise our technique where

the personal device determines if it is co-present with the smart

speaker. When the personal device initially associates with the

smart speaker (during First Authorization), it records a reference

signature Siдloc for the shared space. This signature is based on the

surrounding WiFi access points (APs) at the time of this association.

Later, the personal device periodically computes a similar signature

Siдt for its location at time t . Siдt is compared to Siдloc to infer if

the personal device is in the same location as the smart speaker.

5.2 Methodology
The personal device monitors beacon frames from WiFi access

points and select the MAC addresses of access points which corre-

spond to Received Signal Strength (RSS) higher than a pre-defined

threshold dBl im . The signature Siд of a location consists of the set

of tuples < maci , pi > where pi is a metric for the received signal

strength RSSi from an access point with the MAC addressmaci . To
enable relevant comparison of signatures, we compute pi as shown
in Equation 1. We normalize the signal strengths such that the sum

of all pi from a signature Siд is equal to 1.

RSSi (in decibels) is a negative value typically between −100

and −20. We subtract the threshold value dBl im and add a constant

number (10) to ensure that pi is positive.

pi =
RSSi − dBl im + 10∑n
j=1 RSSj − dBl im + 10

(1)

Consequently, Siд can be seen as a probability distribution:

Siд = {(mac1,p1), · · · , (macn ,pn )}, where
n∑
i=1

pi = 1 (2)

The personal device computes the initial signature for the lo-

cation of the hub (Siдloc ) and subsequent periodic signatures of

its own location at time t (Siдt ) in the same manner. The only

differences are that Siдloc is computed from n consecutive WiFi

scans and that only MAC addresses which we received more than

n × scanrate beacons were included in Siдloc . Additionally, the
parameters scanrate ∈ [0, 1] and dBl im ∈ [−100,−20] are fixed.

The personal device computes the distance between the proba-

bilistic distributions Siдloc and Siдt using the Hellinger distance

H [8], a metric used to quantify the dissimilarity between two prob-

abilistic distributions. H is bounded in [0, 1] where 1 represents

complete dissimilarity and 0 means equality.

Definition 1 (Co-presence detection). Given a signature Siдloc
associated with a smart speaker and a signature Siдt for the loca-
tion of the personal device at time t . The personal device determines
if it is co-present with the smart speaker (i.e., located in the same
shared space) at time t if the distance between the two probabilistic
distributions Siдloc and Siдt (as defined by the Hellinger distance
H (Siдloc , Siдt )) is lower than the detection threshold δ

H (Siдloc , Siдt ) < δ (3)

5.3 Implementation
Our co-presence inference is implemented as an Android applica-

tion running on the personal device. It uses theAndroid WifiManager
API to scan for beacon frames.

The computation of Siдloc for a specific smart speaker is trig-

gered when the user launches Lux’s First Authorization Protocol

(Section 3). The personal device remains in close proximity to the

smart speaker (required by the light channel communications) dur-

ing this process. Our application records several scans while the

personal device remains stationary. Whenever movement detected

by the personal device’s accelerometer (SensorManager API), the
recording process is stopped. All scans recorded until then are used

to compute Siдloc .
Siдt distributions are computed at regular time intervals (e.g.,

30 seconds) in a background process and compared to Siдloc for co-
presence detection. The application uses the result of this process

to keep track of the state of the personal device (co-present or

not). Whenever the state changes, an Android intent containing

the new state is sent to the Lux protocol application which uses

this information to manage its permission state as described in

Section 3.

6 EVALUATION
6.1 Protocol Evaluation
The evaluation of our protocol consists of three parts. Parts one

and two are a simple timing analysis of the First Authorization

and Secondary Authorization protocol respectfully. The last part

is a more formal analysis of the both the previously mentioned

protocols using ProVerif [5].

6.1.1 Timing Analysis of the First Authorization. The First Autho-
rization protocol takes on average 4, 036 ± 320 ms to perform over

10 recorded runs. While this may seem slow, it is much faster than

the standard procedure for setting up, for example, a Google Home.

According to Google’s own documentation [18], initial setup is a

19 step process that takes several minutes to complete.

The First Authorization protocol has four phases: the initial

IDC Request made by the smart speaker (messages (2) and (3) in Fig-

ure 1), the encoding and transmission of the light message (message

(4)), the decoding of the light message via the secondary device (be-

tween messages (4) and (5)), and lastly the IDC presentation made

to the root service by the mobile device (messages (5), (6a), and (6b)).

Only the initial IDC Request and the encoding and transmitting of

the light message will be witnessed by our user.

The initial IDC Request only takes 36 ms or 0.90% of the total

time to perform, which is acceptable.

The encoding and transmission of the light message is a segment

of the protocol observed by the user and takes 1,853 ms or 46.1% of

the total protocol time to perform. The time needed to transmit this

message is related to two factors. The first factor is the length of

the supported channel list. Shorter channel names, using a fix port,

or only supporting a limited set of communication channels could

shrink themessage length significantly, but it would hurt the overall

connectivity of the device. The second factor is the throughput of

the light channel and is a more promising prospect to decrease

the time of this segment. Currently, we use a (7, 4) HECC scheme
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that results in only 57.1% of the transmitted bits being actual data.

We can nearly double our throughput by using a more efficient

scheme like (127, 120) HECC or (255, 247) HECC. Additionally, we

only encode 3 bits of data per LED, 15 times a second. RGB LEDS

can support 2
24

different values, so finding an encoding scheme

that achieves more than 2
3
bits per LED is very possible with more

advanced video processing. Additionally, many cameras found on

personal device are capable of recording video at higher rate than

29.97 FPS. By leveraging that, the throughput of the light channel

could increase by up to an order of magnitude. Consequently the

1,853 ms our system takes to transmit the light message should be

viewed as an upper bound of such communications.

The third phase, decoding of the video message, took on average

2,016 ms or 49.7% of the total protocol time. This section of the

protocol is after the user interaction has ended and will only affect

how long until the user is informed on the status of their authoriza-

tion. This greatly reduces the impact of this phase, making 2,016

ms an acceptable amount of delay.

The final phase took 129 ms which is the time the user has to wait

before using the smart speaker after recording the video message.

6.1.2 Time Analysis for the Secondary Authorization. On average,

the Secondary Authorization protocol takes 155 ms to perform with

a standard deviation of 6.2 ms over 10 recorded runs. The main

side effect of this protocol’s run time is the small delay the user

will experience while attempting to use an online service for the

first time on a new smart speaker. We believe that the 155 ms is

a reasonable amount of time for the user to wait for a one time

operation. In this phase, we believed this protocol is bounded by the

network latency caused by the five network messages. We found

that 135ms or 79.66% of the total protocol timewas used by network

communications.

6.1.3 ProVerif Analysis. We used ProVerif [5] to analyze our First

Authorization and Secondary Authorization protocols. Our anal-

ysis reveals that of both protocols never compromised the TLS

connections between any involved parties. Also, it determined the

Secondary Authorization protocol does not leak the key KAB . By
ensuring that our protocol does not leak KAB , we can assert that

an adversary cannot forge HMACKAB (IDC).

6.2 Automatic De-authorization
We evaluate our automatic de-authorization method along two

criteria: 1) accuracy of co-presence detection when the personal

device and the smart speaker are co-present in the shared space, and

2) delay in de-authorization after the user has left the shared space.

High accuracy in co-presence detection implies better usability as it

ensures that the smart speaker will promptly carry out commands

by an authorized user (owner of the personal device). Low delays in

de-authorization implies better security as they guarantee that an

adversary cannot make use of a user’s online service authorizations

after that user left the shared space.

6.2.1 Data collection. We collected IEEE 802.11 beacon frames

using an Android application on a Google Nexus 6 smartphone

running Android 7.1.1. The application recorded beacon frames

received by the smartphone at pre-defined time intervals. These

Figure 4: Example room used for collecting WiFi scans to
evaluate our co-presence detection method. Red dots repre-
sent data collection points for the presence dataset. Red ar-
rows represent paths used for leaving the room during col-
lection of the exit dataset.
frames are stored in a scan along with the timestamp and the lo-

cation where the scan was performed (e.g., room1-corner2). Data
was collected from three different locations, room1 and room2 are
located in a university building while room3 is a studio apartment.

We gathered two datasets, the presence dataset and exit dataset:

The presence dataset consists of scans performed in five different

locations of each room: the center and the four corners as depicted

in Figure 4. We scanned for beacon frames every 30 seconds for one

hour at each monitoring location gathering 600 scans per room.

The exit dataset consists of scans performed by a person leaving

a room while carrying the smartphone, starting from the center of

the room and walking out. Each room had multiple different exit

paths (example depicted in Figure 4). The action of leaving was

repeated 10 times for each of the three rooms, choosing a random

exit path each time. Scans were recorded every five seconds during

an 80-second period, resulting in 510 scans (17 × 30).

6.2.2 Evaluation setup. Before evaluating our co-presence detec-
tionmethod, wemust define its hyper-parametersdBl im and scanrate
(cf. Section 5). We use the presence dataset to build a random sig-

nature Siдloc by selecting n consecutive scans for a given scan

location, for example room1-corner2. The remaining scans from

the same room (not used to compute Siдloc ) are used to compute

different Siдt . We then compute the mean distance H (Siдloc , Siдt )
for different hyper-parameters values. Our goal is to find optimal

values for dBl im and scanrate that minimizemean(H (Siдloc , Siдt ))
for all signatures from the same room. This ensures that a signa-

ture Siдloc has a maximum similarity with any other scan Siдt
performed in the same room.

We performed a “grid search” over all pairs of hyper-parameter

values < dBl im , scanrate > drawn from the space

dBl im = {−90,−85,−80,−75,−70,−65,−60} and

scanrate = {0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 1.0} to minimize

mean(H (Siдloc , Siдt )). We selected dBl im = −85 and scanrate =
0.5 as hyper-parameters values. These values did not provide the

minimalmean(H (Siдloc , Siдt )) but they were a good tradeoff be-

tween low average distance H and a long signature length. The

length of the signature is linked to its security and the effort re-

quired by an adversary to spoof it. dBl im = −85 and scanrate = 0.5

are used for the remaining of the experiments.

We computed the average length (number of APs) for 50 ran-

domly generated signatures Siдloc using these hyper-parameters.
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Figure 5: Increase in co-presence detection (TPR) in three
different scenarios (room) as we increase the detection
threshold δ . A threshold δ = 0.7 ensures 100% co-presence
detection in all tested scenarios.

We obtained room1: 13.17, room2: 12.72 and room3: 7.45. Such a sig-

nature length provides a satisfactory security level (cf. Sect. 6.2.5).

6.2.3 Accuracy of co-presence detection. We select hyper-parameter

values similarly to before. Then, we randomly select n = 6 con-

secutive scans from the same location in the presence dataset, e.g.,

room1-corner2, to compute Siдloc . Them remaining scans from the

same room (e.g., room1) that were not used to compute Siдloc , are
used to computem different Siдt values. We apply our co-presence

detection criteria (Definition 1) for each Siдt : H (Siдloc , Siдt ) < δ
and compute the ratio of Siдt meeting the criteria. This ratio is the

rate of co-presence detection or the true positive rate (TPR). The

TPR is maximized for signatures computed from scans performed

in the same room. We compute this ratio for different values of the

detection threshold δ .
Figure 5 depicts the increase in co-presence detection rate for our

rooms as a function of the detection threshold δ . Each data point

represents an average detection rate computed over 50 runs of the

experiment using randomly selected Siдloc signatures. We see that

a δ value greater than 0.6 provides reliable co-presence detection

with a TPR reaching 0.998 in both room1 and room2. However, room3
requires a higher δ to reach the same detection rate. Selecting a

value for δ is a tradeoff. A high δ value increases the co-presence

detection rate while a lower value reduces the delay in inferring that

the user has left the shared space. Figure 5 and Figure 6 graphically

display both of these findings. Consequently, we selected δ = 0.7 as

the optimal value, producing TPRs of: TPRroom1 = TPRroom2 = 1

and TPRroom3 = 0.997.

6.2.4 De-authorization delay. We evaluate the delay for detecting

non-co-presence after the personal device leaves the shared space

with the user. First, we generate a random signature Siдloc from

the presence dataset using the same process as during our accuracy

evaluation. Second, we compute the signatures Siдt for each scan

of the exit dataset. All Siдt are tested for co-presence detection

against the Siдloc of their respective room. We compute the ratio

of non-co-presence detection (H (Siдloc , Siдt ) ≥ δ ) according to the
delay (in seconds) after leaving each room. This provides the ratio

for de-authorization or true negative rate (TNR) as a function of

the delay after leaving a room. Each computation is repeated 50

times using randomly selected Siдloc signatures. Figure 6 presents

the results of this experiment.
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Figure 6: Increase in de-authorization rate as the delay after
leaving a location increases (δ = 0.7). The rate can have a
non-monotonic evolution (e.g. room3) as the path for leav-
ing a room may require to first go further from and then
come closer to the room (by following corridors).

We observe that leaving a shared space is detected within a max-

imum of 50 seconds, while the average delay for detection is around

20–25 seconds. This corresponds to reaching a distance of 25 me-

ters away from the center of the room assuming a walking speed

of 4km/h. It is worth noting that the delay for detecting non-co-

presence is much shorter for room3 (apartment building) than for

room1 and room2 (university building). Our interpretation of this

phenomenon is two-fold. First, the apartment building has a con-

figuration with smaller rooms and more walls than the university

building, which results inWiFi signal strength fading faster. Second,

the university building is likely equipped with high-end wireless

access points, while the apartment building contains mostly low-

end personal access points owned by tenants. Both factors make

the WiFi signals strength in the university building stronger and

more stable than in the apartment building.

6.2.5 Adversarial resilience. An adversary can try to fool the per-

sonal device into inferring that it is co-present with the smart

speaker while it is actually not. To do so, the adversary must mod-

ify the signature Siдt computed by the personal device such that

H (Siдloc , Siдt ) < δ . We assume the adversary cannot remove WiFi

APs from the neighborhood of the personal device but can only

add tuples to Siдt by sending WiFi beacon advertisements. To effec-

tively modify Siдt , the adversary must 1) know the exact signature

Siдloc of the smart speaker location as computed by the personal

device, 2) predict the location of the personal device at the time of

the attack and 3) deploy several adversarial APs at chosen distances

from this predicted location.

To estimate the likelihood of attacker success, we assume a strong

adversary endowed with these three capabilities and we want to

estimate the number of adversarial APs it must deploy to fool our co-

presence detection mechanism. We take a location signature Siдloc
computed from roomi and a Siдt computed from roomj,i . Then, we

sequentially select (maci , pi ) from Siдloc with maximum pi and add
(maci , p

′
i ) to Siдt . We compute an optimal RSSi to achieve p′i = pi .

The RSS depends on the distance from the adversarial AP to the

predicted personal device location. However, the RSS value is not a

deterministic function of the distance to the AP. RSS values actually

follow a left skewed Gaussian distribution for a given distance to

an AP [30]. Consequently, we add Gaussian noise (left skewed) to
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the computed optimal RSS value before computing p′i . We repeat

the addition process to Siдt until we achieve H (Siдloc , Siдt ) < δ .
We repeated this simulation for every scan in roomj (600 repeti-

tions) and for every room. It requires 6 APs on average to fool the

co-location detection mechanism into inferring it is in a room of the

university building while it is in the studio apartment (room3 →

room1 : 5.95 ± 0.95 / room3 → room2 : 6.02 ± 1.21). The re-

verse process is even more costly as signatures from the university

building are longer (cf. Sect. 6.2.2) and it requires 8 APs on av-

erage for the attack to succeed (room1 → room3 : 7.93 ± 1.42 /

room2 → room3 : 7.73 ± 1.43). Deploying so many APs is costly

and the prediction of the personal device location is a tedious task.

Thus, we consider our mechanism resilient to practical adversaries.

We can consider an even stronger, if less realistic, adversary

who can plant “bugs" ahead of time in the shared space in the

form of adversarial APs close to the smart speaker. During first

authorization, the computation of the reference signature Siдloc
by the user’s personal device will be influenced by these attacker

controlled APs since they will have higher RSS than legitimate APs.

Later, when the user has left the shared space, the attacker can place

the adversarial APs close to the personal device thereby fooling it

into concluding that it is still co-present with the smart speaker.

We assuming that a legitimate AP results in RSS of ∼-70 dB (∼25 m

distance [9]) while an adversarial AP can result in a strong RSS of

∼-35 dB (∼1-3 m distance [9]), and that an average Siдloc contains

11 APs (cf. Section 6.2.3). A single adversarial AP would result in

pi = 0.18 while 4 APs could result in a

∑
i=adv pi of 0.47. In other

words, although such a strong adversary can fool Lux’s co-presence

at half the cost of a realistic adversary, the logistics of handling four

adversarial APs is still likely to be too high to justify the rewards

of stealing access to online services for a limited period.

6.2.6 Comparison to prior work. We compare the accuracy of our

co-presence detection method to existing techniques that also uses

contextual information. Truong et al. [54] studied the efficiency

of four sensor modalities (WiFi, Bluetooth, GPS and Audio) for

inferring the co-presence of two devices. Their approach relies on

extracting features from several sensor measurements collected

by two devices. They feed these features to a supervised machine

learning technique that decides if two devices are co-located. We

use the dataset they collected to compare their technique with ours.

The dataset contains 2,303 samples consisting of several records for

four sensor modalities (WiFi, Bluetooth, GPS and Audio) recorded

by two devices. 49.5% of samples represent co-located devices and

50.5% represent non co-located devices.

The approach from Truong et al. for inferring co-presence using

WiFi is slightly different from ours. They use 10 consecutive WiFi

scans recorded during 30 seconds by each of the two devices. In

contrast, we compare a signature (extracted from a few consecutive

WiFi scans at a point in time) to a single current scan recorded by

the same device. To perform a fair comparison, we adapt our tech-

nique to extract a signature from the 10 WiFi scans of each device:

Siдdev1 and Siдdev2. Then, we apply our co-presence detection

(Definition 1) on these two signatures. We adjusted the detection

threshold δ = 0.9 to optimize the performance in this scenario.

Our results are comparable to those of Truong et al. [54], achiev-

ing identical co-presence detection rate (TPR) and a slightly lower

(95.7% vs. 98.2%) non-co-presence detection rate (TNR). Truong

et al. did not report on the delays incurred while switching de-

tection from co-presence to non-co-presence. As we showed in

Section 6.2.4 that our technique eventually reaches 100% TNR in

this de-authorization scenario.

On the other hand, our approach is much lighter than Truong et

al.’s approach and most prior proposals for co-presence detection

using WiFi [35, 41, 57]. It only relies on one WiFi scan collected by

a single device to infer co-presence of personal device and smart

speaker. The scan and computation takes only 23 ± 5 milliseconds

on average in contrast to the 30 seconds of monitoring required

each time for the computation of the Truong et al. technique. Con-

sequently, our technique is more suited to the continuous process

of detecting co-presence for de-authorization.

7 DISCUSSION
7.1 Potential Alternatives
Lux relies on a custom protocol in order to provide ephemeral au-

thorization. We selected this approach because we wanted to be

able to deal with all of the peculiarities of this context (specifically,

the lack of a traditional interface) in the protocol itself. A commer-

cial implementation may decide to potentially substitute portions

of our approach with other underlying mechanisms. For instance,

a smart speaker manufacturer may attempt to extend OAuth 2.0 to

achieve the same ends. OAuth 2.0 is a framework, and as such no

current implementation does exactly what Lux achieves. However,

because OAuth 2.0 is flexible and extensible, it may be possible to

provide the same mechanisms through this framework.

Such a decision, like the programming language or message

contents ultimately selected to implement a commercial version of

Lux, would necessarily be in the hands of the developer.

7.2 Additional Deployment Scenarios
In addition to the scenario presented here, Lux can easily be ap-

plied to other contexts. For instance, smart speakers are being built

directly into vehicles [19]. This means that travelers could connect

their online services for things like navigation and media playback

to their rental cars. To apply Lux to this scenario, we only need to

relax the requirement for the smart speaker to remain stationary.

The vehicle’s ability to move would require a different co-location

technique than our co-presence detector presented in Section 5.

However, unlike hotel rooms that have cleaning and hotel staff

entering the shared space routinely, a rental car is more private.

This would allow us to use a coarser co-location scheme, such as

cell phone towers since a user is unlikely to remain in the same city

after returning their rental car.

Lux could also be useful for individuals who live in multiple

dwellings over the course of the year (e.g., students, seasonal work-

ers, or snow birds). These users could potentially have a smart

speaker at multiple locations, but not interact with one or more

of them for extended periods of time (e.g., all of summer). In this

case, Lux could provide additional security for devices while their

owners are away. Lux could automatically de-authorize all online

services connected to a device except for the root service. This

effectively prevents the device from having authorization for any of

the user’s online services while they are away. However, when the
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owner returns the device can easily re-authorize all of their online

services. This prevents the user from having to re-setup their smart

speakers every time they return to one of their dwellings.

We expect that there exist many other scenarios beyond those

mentioned in the paper in which Lux would be appropriate to

protect users and their credentials.

8 RELATEDWORK
Authentication and authorization has been a cornerstone of com-

puter security research since its inception. This has led to numerous

different authentication techniques for a wide variety of environ-

ments. Techniques such as password [36, 39, 46, 47] and password

managers [17, 38, 40] allow users to authenticate to services on

the web as well as local devices. Public Key Infrastructure (PKI)

allows entities to authenticate to one another via shared trust in

a centralized third party [4, 12, 16, 24, 55]. Unfortunately, neither

passwords or PKI’s are suitable for devices in contested spaces.

Both passwords and public keys are intended to be valid for long

periods of time and are over privileged for the needs of the device.

PKI deployments also requires additional complexity that is not

suitable for many IoT devices [12, 24, 25, 48]. Furthermore, all the

authentication technique mentioned thus far do not compensate

for most IoT device’s lack of traditional user interfaces.

To compensate for this, alternative forms of authentication, such

as voice biometrics, could be used. Unfortunately, research has

shown that it is trivial to compromise voice biometrics via machine

learning [1, 2, 13, 49, 56] or replay attacks [27, 45]. Another alterna-

tive is zero effort authentication techniques. These techniques often

make use of secondary device carried on the user in order to per-

form authentication. Zero Interaction Authentication (ZIA) [10] or

wireless entry present on vehicles are good examples of zero effort

systems. Generally, these kinds of systems rely on the secondary

device to present an authentication token to the terminal device

(i.e., the smart speaker) [6, 31]. These techniques rely on the limited

range of their communication medium in order to limit locality

of the user. However, zero efforts systems have been shown to be

vulnerable to both replay [27] and relay [14, 20, 32] attacks. These

kinds of attacks are trivial in nature since an adversary needs to

only relay or replay a single signal. In contrast, our technique incor-

porates all access points around the device, increase the complexity

and amount of hardware necessary for an adversary to attack our

system.

OAuth 2.0 is an authorization framework that is capable of ful-

filling several of the goals and requirements laid out in Section

2.3 [23]. However, it fails to achieve G1 and R3 which are both fun-

damental to Lux. Without these two properties any authorization

system for temporary IoT devices will be over-privileged while the

user is away and will be vulnerable during the initial setup of the

user’s visit. Without extensive modification, OAuth 2.0 would not

be able to provide either of these two properties. We believe that

the problem of temporary device authorization for smart speaker’s

is different enough from temporary authorization on traditional

devices to warrant its own protocol.

For an authentication technique to be effective in a shared loca-

tion, it must be aware of the user’s comings and goings. In order

to satisfy this, we need to have some form of location or distance

bounding on the user. As discussed previously with zero effort

system, simply using radio signal strength as a metric of distance

is easily compromised by relay [15, 32], degrading [26], or spoof-

ing [52, 53] the sent signal. Other distance bounding protocols use

specialized radio (e.g., Ultra-Wide Band, GPS) or high frequency

messaging in order to build an estimate of the distance between

two devices [22, 28, 44]. However, both these techniques require

either additional hardware
2
or high signaling rates that require

high power usage. Both of these requirements make more tradi-

tional distance bounding technique ill-suited for deployment and

use in smart speaker devices. In this paper we have presented our

alternative technique to both authentication and location bounding

with the limitations of modern smart speaker devices in mind.

9 CONCLUSION
Smart speaks serve as a natural hub for IoT-enabled homes – they

provide a simple and intuitive interface and a wealth of communi-

cation interfaces to ensure that nearly any device can connect to

them. Such utility has not gone unnoticed, and smart devices are

increasingly being deployed in settings where users may no longer

reasonably be expected to own them but secure interaction is still

necessary. We address this emerging challenge with our system Lux.

Our system provides ephemeral authorization protocols that allow

users to grant fine-grained access to services such as Netflix and

Spotify without requiring them to use their long-term secrets. Key

in addressing this challenge is recognizing the limitation inherent

to such devices - their lack of displays. Accordingly, Lux develops

a novel LED/light-based protocol to both allow users to correctly

identify the device to which they are connecting and prevent the

user’s accounts from being exposed once they leave that location.

We demonstrate the advantages of Lux from both a formal and

experimental perspective, showing that our proposed techniques

represent a practical method for allowing users to connect to such

devices.
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