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Abstract: The fifth-generation mobile network (5G), as the fundamental enabler of Industry 4.0, has
facilitated digital transformation and smart manufacturing through AI and cloud computing (CC).
However, B5G is viewed as a turning point that will fundamentally transform existing global trends
in wireless communication practices as well as in the lives of masses. B5G foresees a world where
physical–digital confluence takes place. This study intends to see the world beyond 5G with the
transition to 6G assuming the lead as future wireless communication technology. However, despite
several developments, the dream of an era without latency, unprecedented speed internet, and
extraterrestrial communication has yet to become a reality. This article explores main impediments
and challenges that the 5G–6G transition may face in achieving these greater ideals. This article
furnishes the vision for 6G, facilitating technology infrastructures, challenges, and research leads
towards the ultimate achievement of “technology for humanity” objective and better service to
underprivileged people.

Keywords: 6G; 5G advanced; wireless communication

1. Introduction

The evolutionary background can be traced back to the 1980s, with the advent of the first
generation (1G) analogue cellular system. This was replaced in 1990 by the second generation
(2G) digital network, better known as the “global system for mobile communications (GSM)”,
which incorporated services such as voice communication and text messages. However, the low
data rates necessitated the inception of third generation (3G) in 2001, offering comparatively
high speed data rates. By 2009, long term evolution (LTE) networks marked the commence-
ment of the fourth generation (4G) broadband service. The inclusion of new technologies in 4G,
such as “multi- input multi-output (MIMO)” and “orthogonal frequency-division multiplexes
(OFDM)”, altered the status quo, greatly multiplying the subscribers for various services, includ-
ing the internet. This was followed by fifth generation (5G) in 2019, which marked the extension
of mobile services from humans to things in industries, making the world become a global
village. However, while it is being deployed, researchers have also focused on exploring sixth
generation (6G) to meet future requirements of more data and bandwidth greedy applications
[1,2]. In view of the foregoing evolutionary process spanning over a few decades—this signifies
not only a mere development of communication technologies, it is a process of connecting
people and nations, making the world a global village. This period of development also marks
the rapid internet penetration. This decades-long ‘revolution of wireless networks’ i.e., from
year 1980 to 2001, first–second generations, and year 2015 onward, third–fourth generation
networks have unprecedentedly altered the global digital outlook making the world, being
globally accessible from anywhere at anytime. The first and second generation revolutions led
to a phenomenal growth, i.e., of millions of new voice subscribers by 2000. As it continued
to evolve in succeeding third and fourth generations, the mobile broadband attracted billions

Sustainability 2022, 14, 6356. https://doi.org/10.3390/su14106356 https://www.mdpi.com/journal/sustainability

https://doi.org/10.3390/su14106356
https://doi.org/10.3390/su14106356
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/sustainability
https://www.mdpi.com
https://doi.org/10.3390/su14106356
https://www.mdpi.com/journal/sustainability
https://www.mdpi.com/article/10.3390/su14106356?type=check_update&version=2


Sustainability 2022, 14, 6356 2 of 26

of subscribers, continuing until the 2019 roll-out of 5th generation wireless mobile communi-
cations. High speed internet at the rate of multiple Gbps led to the growth of the internet of
things (IoT) and, more specifically, industrial internet of things (IIoT), as the main pillars of
Industry 4.0 [3].

The fifth-generation mobile network (5G) kick-started a new beginning, laying its foun-
dation upon softwarization, with components such as (i) “the software defined networks
(SDN)”, (ii) “network functioning virtualization (NFV)”, (iii) “network slicing (NS)”, (iv) “mo-
bile edge computing (MEC)”, (v) “massive multiple-input/multiple-output (MIMO)”, and
(vi) “millimeter-wave (mmW)”. More so, enhanced frequency capacities facilitated more cover-
age and improved speed. Despite catering to an intensive environment of densely-connected
IoT-M2M wireless communications, 5G has enabled 100 times more connected interfaces.
Moreover, 5G provides more “indoor coverage”, with enhanced signal propagation capabili-
ties and energy efficiency. Yet, a densely connected world (through high speed wireless and
fully automated) appears to be a dream that must still come true. The objectives of econom-
ical, pervasive, every time, everywhere, fast, latency-less internet, with human-to-human
cross environment (water, air, space, etc.) communication, is yet to become a reality with a
5G beyond scenario. While the 6G experience is expected in a few years, new impending
challenges of meeting the key performance indicators of 6G necessitate extensive research
initiatives [4]. Further addition of 5G “new radio (NR)” reinforcing factors, such as (i) “en-
hanced mobile broadband (eMBB)”, (ii) “massive machine type communication (mMTC)”, and
(iii) “ultra-reliable low latency communication (URLLC)” aiming to yield higher data rates in
“gigabits per second (Gb/s)”, coupled with low millisecond latency. Moreover the “traffic den-
sity” will enhance spectral capacity and energy efficiency [5]. Moreover, this has spurred new
technology paradigms, including “virtual reality (VR)“, “augmented reality (AR)”, “mixed
reality (MR)”, “autonomous vehicles”, “internet of things (IoT)”, and Industry 4.0, along
with the introduction of “edge intelligence (EI)”, “sub 6 GHz to THz communication”, “non-
orthogonal multiple access (NOMA)”, “large intelligent surfaces (LIS)” etc. On the contrary,
new emerging applications, such as “holographic telepresence (HT)”, “unmanned aerial vehi-
cle(s) (UAV)”, and “extended reality (XR)”, etc., are likely to reshape future trends. Yet being
bandwidth greedy, these applications require maximum speed, real-time access, with minimal
latency, etc., which are beyond the capabilities of 5G [6]. The entire 5th generation ecosystem is
based on densely connected wireless devices from diverse application areas in health, industry,
transport, etc. However, such devices, including the internet of everything (IoE), “wearable”,
and “smart cities”, have challenging requirements. Simultaneously, connectivity of distant
devices will ’ease’ lives; this requires diverse backhauling strategies. We view the challenges
as the core of 6G research, as 6G technological infrastructures have yet to be explicitly defined.
Figure 1 depicts comparison of 5G and 6G. This leads towards future 6G research directions [7].
Table 1 provides a summary of some studies on B5G wireless mobile communication.

Table 1. Summary of studies on 6G wireless communication

Author (s) Contribution

[5] mmW millimeter-wave enabling technologies.
[6] Developments toward 6G
[8] Sixth generation (6G) wireless system and role of ML techniques.

[9] Sixth generation (6G) drivers, use cases, usage scenarios, requirements, KPIs,
architecture, and enabling technologies.

[10] Energy, IoT, and ML in 6G.
[11] Digital twins for wireless systems
[12] Quantum search algorithms for wireless communications
[13] Advancements in a DL-based physical layer (PHY) of 6G.
[14] Wireless evolution toward 6G networks and related potential technologies.

[15] Optimization frameworks and performance analysis methods for large intelligent
surfaces (LIS).

[16] Scalable and trustworthy edge AI systems.
[17] Technology transformations to define 6G.
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Figure 1. Comparison of Key Performance requirements between 5G and 6G [7].

For instance, Table 2 reflect a comparative scenario of the features of 5G advanced and
6G cellular networks.

Table 2. Evolution of wireless communication characteristics from 5G and envisioned for 6G [6].

Characteristics 5G Advanced 6G

Peak data rates 100 Gbps 1 Tbps
Latency 1 ms <1 ms

Frequency bands Sub 6 GHz, mmWave for fixed access Sub 6GHz mmWave for mobile access, terahertz band,
Non-RF e.g., VLC)

Device Services Secure connectivity Physical interaction in real-time scenarios

Network Type SDN, NFV, Slicing SDN, NFV, Intelligent Cloud, AI-based Slicing,
Deep learning

Computing Techniques Fog computing, Cloud computing Quantum computing, Edge computing
Mobility 500 Km/h >700 Km/h

Technology D2D communication, Ultra-dense Network,
Relaying, Small cell access, NOMA

Visible Llight Communication, Quantum
Communication, Hybrid access, Haptic technology

Application types Reliable eMMB, URLLC, mMTC, Hybrid MBRLLC, mURLLC, HCS, MPS

Architecture Dense sub-6 GHz small cells with Cell-free smart surfaces, Temporary hotspots using
drones base stations

1.1. Paper Motivation

The vision of 6G wireless systems revolves mainly around the idea of overcoming the
limitations of 5G. For instance, providing a Gbps data rate through 5G mmWave will not
meet the needs of data intensive applications such as IoE, UAVs, “3D video”, “VR”, “AR”,
“XR”, etc. Moreover, intensive service needs of a new communication landscape with varied
and dense networks are expected ahead, requiring the extension of global and cross envi-
ronment coverage and enhancing spectral efficiency, ultra high data rates with AI-enabled
management being a leap from “connecting things” to “connecting intelligence”, energy,
and QoE and QoS issues. Furthermore, challenging the demands of data communication in
the future, where confluence of the physical and digital world takes place. Amidst such
a scenario, many candidate technologies, including the terahertz (THz) regime and other
technologies powered by AI, have been discussed in [3,16,18–21]. There are a wide range of
research studies and initiatives on the recent advances in wireless communication systems,
future 6G vision with its candidate-enabling technologies, and use cases, including AI/ML,
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THz communication, edge intelligence, blockchain, molecular communication, V2X, IoE,
UAVs, HT, XR [1,10,13,16,17,22–35]. However, while the 6G experience is expected in a
few years, the new impending challenges of meeting the key performance indicators of
6G necessitate extensive research initiatives. This study has adopted a holistic approach
of highlighting a major bottleneck, challenges, and research directions. Figure 2 shows
comparison of 6G features with respect to 5G.

Figure 2. Comparison of 6G features with respect to 5G [36].

1.2. Paper Contribution

The main contributions of this survey study are as follows: (i) the evolution of mobile
network architecture: this study presents the significance of architectural evolution while
presenting suitable architectural adjustments for future technologies in order to achieve the
objective of enhanced spectral efficiency, higher data rates, minimum latency, and CAPAX
and OPEX. (ii) Post-2030 6G application landscapes: presents landscape of personal edge
intelligence, 6G in the automotive sector, IoT supporting smart cities, autonomous ports
and manufacturing, and biocybernetics-based identity. (iii) Country/region wise statistics
of patents dedicated to 6G. (iv) Future 6G enabling technologies: presents key technologies,
such as VLC, terahertz regime, molecular communication, biosignal processing, blockchain,
and energy harvesting technologies enabling and facilitating beyond the 5G era. (v) Major
challenges and research areas: highlights key 6G research and possible solution areas, such
as data security and privacy, hybrid RN and VLC, cyber physical systems, quantum-based
wireless designs, satellite communication, ethical responsibilities, RF interference, its effects
on the human body, and multiple access and modulation techniques. (vi) Highlights
AI/ML/Dl as key potential enablers of 6G. The structure of this study is shown in Figure 3.
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Figure 3. Structure of study.

2. Evolution of Mobile Network Architecture
2.1. Core Network (CN) in 5G

The 5G architecture comprises components such as (i) the Core Network (CN) and
(ii) the Radio Access Network (RAN). The Core Network in 5G is based on service based
architecture (SBA). It incorporates fundamental functions, such as (i) session manage-
ment (SMF), which is responsible for managing the protocol data units (PDU) sessions;
(ii) Access and mobility management (AMF), which manages the device access and mo-
bility; (iii) Application management (AF), which is responsible for managing applica-
tion in 5G Network resources; (iv) User plane (UPF) manages user traffic flows and
connectivity [37]. The evolution of mobile technology has led to the 5G underlying objec-
tive of connecting things, thereby facilitating the internet of things (IoT). This objective
is achieved by 5G radio access network(s) (RAN); by connecting diverse and heteroge-
neous devices through wireless connectivity 5G beyond, using case applications, are highly
strenuous. However, this requires appropriate locations of the base stations (BSs) in order
to achieve the end user service requirements and maximize “spectrum efficiency”. This
would eventually impact QoE and QoS requirements and minimizations of CAPEX and
OPEX [37,38]. The evolution and restructuring of RAN architecture in this regard is viewed
as an important factor, as the optimization of RAN architecture is expected to achieve low
latency maximum throughput. One idea is to deploy essential communication processes
at the edge of the network. As a consequence, the end user will experience the minimum
lowest latency and maximized throughput [38].

2.2. Ran Evolution of Mobile Networks

Regarding the stringent requirements of 5G and 5GB use cases and applications, the
architectural evolution is an important issue. RAN architecture in the 5G network, in com-
bination with “macrocell”, “microcell”, “femtocell”, “picocell”, and “unified multi-access
technologies” utilizing fronthaul (FH) and backhaul (BH) resources, boost up cell edge
effectiveness [38]. In 2G RAN, the “radio” and “baseband processing functions” were joined
in the base station (BS). However, in 3G and 4G mobile networks, D-RAN deployment, the
above scenario was changed to a more distributed one. Thus, two separate nodes were cre-
ated, thereby splitting baseband and radio functions, i.e., (i) remote radio head (RRH) and
(ii) baseband unit (BBU). This created a centralized C-RAN mechanism, thereby central-
izing resources in BBU. The main objective of C-RAN architecture was to disintegrate
the baseband units from the remote radio head. However, 5G incorporated the cloud
computing (CC) feature to the C-RAN which has resulted in a centralization, virtual-
ization/cloudification of RAN architecture [38]. As compared to previous generations,
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varied services and use cases are anticipated in 6G networks [39]. As a result, the user
demands in such a scenario will increase. Thus, it necessitates “flexible”, “dynamic”,
and “state-of-the-art” architecture [6]—a direction toward an architecture that is solely
distributed and service-based in 6G and, therefore, a “service-based architecture (SBA)” that
meets low latency user needs as an option for 6G. Architectural evolution of radio access
network(s) (RAN) in 6G seems to offer opportunities whereby distributed, virtualization–
cloudification functionalities will benefit heterogeneous service environments. Towards
6G, the processing capabilities at higher and reliable data rates will facilitate multiple and
heterogeneous technologies. Moreover, evolution of architecture towards 6G has been
foreseen as distributed and service-oriented RAN. This scenario will also be powered by
AI/ML to further enhance the RAN performance in 6G [40]. Further, O-RAN foresees a
more open, flexible, and multi-vendor-based selection of RAN interfaces, equipment, and
software, and will further offer benefits in 6G, The O-RAN envisages interoperability of
flexible, multivendor, and open interface equipment and software. Hence, 6G evolution
would incorporate the overall end-to-end service-based architecture, enabling the CN and
RAN with interoperability, flexibility,and networks scalability [40]. The 6G use case sce-
nario depicts extensive use of IoT and other applications require data rates and reliability
for the smooth provisioning of IoT services. The traditional IIoT architecture based on
cloud computing is not suitable for the 6G era. Distributed mobile edge computing (MEC)
is considered one of the promising solutions to support billions of IoT/IIoT devices in 6G.
The scenario calls for architecture supporting possible future 6G use cases and evolution
RAN and CN. Service-based architecture (SBA) is expected to continue through 6G [41].

2.3. Multi-Access Edge Computing (MEC)

Technologies that 6G mobile networks will benefit from include MEC for optimal
performances for the provisioning of required resources. Thus, MEC can be a suitable
paradigm in 6G as the distributed MEC architecture is foreseen as architecture for 6G. One
of the architectural changes required to deal with future challenges of the data-intensive
and traffic-intensive applications is a paradigm—multi-access edge computing (MEC).
MEC relies on key enabling technologies, such as network function virtualization, software
defined networks, network slicing, etc. The prominent 6G use cases benefiting from
the above advantages of MEC include, (i) “AR/VR”, (ii) “computational offloading”,
(iii) “internet of things (IoT)”, (iv) video streaming etc., to name a few [38]. Moreover,
6G will leverage MEC to achieve the following advantages: (i) It brings services in the
proximity of RAN, thereby bringing the end user close to the processing. (ii) “Ultra low
latency”; (iii) “Higher bandwidth”; (iv) “Real-time access”; and (v) “Energy efficiency”.
Despite the great advantages of MEC in the 6G era, some challenges need to be considered,
e.g., the location change of the mobile end user creates mobility and QoS issues, as it will
ameliorate the burden of the edge server, which calls for mechanisms to deal with these
issues effectively in order to ensure uninterrupted services to the end user [38].

2.4. Open-Radio Access Network (O-RAN)

Open-radio access network (O-RAN) is yet another architectural feature propounded
by the open-RAN Alliance. It aims to add open source management and control [42].
The intensively demanding 5G network technologies, such as “eMBB”, ”uRLLC”, and
“mMTC” require more architectural reshaping. Given this scenario, the open radio ac-
cess network (RAN) is considered a more viable opportunity. The O-RAN incorporates
an opportunity of openness, competitiveness, multivendor deployment of “remote radio
heads (RRHs)” and “baseband units (BBUs)”, virtualization coupled with intelligence
and a faster delivery of services to the end users, and support in 5G and beyond. The
open RF interfaces, combining the intelligence making the radio access network (RAN)
architecture more open, evolutionary, flexible, and scalable would enhance the perfor-
mance of radio access networks in 5G and beyond. As stated above, the C-RAN offers
cost-effectiveness whereby BBU remains centrally pooled with the baseband pool. How-
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ever, the absence of openness and the proprietary software and hardware requirements
have been a great challenge. The above stated features of O-RAN have been viewed
as the solutions of the issues of earlier RAN architectures. Few key advantages of O-
RAN include (i) mobility management; (ii) “traffic steering”; (iii) “QoE optimization”;
(iv) “resource allocation”; (v) “energy saving”; (vi) “MIMO beam-forming optimization”;
and (vii) “automated RAN operations”, etc. [42].

2.5. Network Slicing

The concept of network slicing (NS) revolves around the idea of constructing different
“logically-isolated” virtual networks, which are also called “the slices”. Each service shall
have a different slice over a physical network. However, despite its features, network
slicing will face challenges in 6G, keeping in view the diversity of services that 6G is
supposed to cater for in the future. One of the challenges in ‘network slicing’ is in dealing
with the diversity of segments, in terms of the management of slices. In this regard,
artificial intelligence can play a decisive role in intelligent management of slices, meeting
all requirements of a diverse quality of service (QoS) [43]. Network slicing is the virtual
distribution of network connections, a paradigm of a single connection into multiple
different virtual connections. This results in allocating different resources to different
connections. It is viewed as one of the most important and unique architectural features
of the 5G and 6G future communication architectures. Mobile network operators (MNPs)
will have great advantages (and ease) when dividing the networks into different slices, and
they can dedicate each slice or portion for specific purposes, thereby allocating different
resources to different wireless services. Slicing takes place over both RAN and CN; however,
the challenges can range from the availability of radio resources to meeting the intensive
requirements of diverse traffic [44].

2.6. xHaul Architecture

Fifth-generation (5G) has laid a necessary foundation for next generation 6G, as the ar-
chitecture and infrastructure will be developed upon 5G with enhancements and additions
to cope with the intensive requirements of 6G. As such, among various architectural and
infrastructural components of preceding generations, 5G xHaul architecture will also be
retained in 6G, as the flexibility required for B5G will be accommodated with the inclusion.
xHaul is regarded as the amalgamation of front haul (FH) and backhaul (BH) in next genera-
tion mobile networks, to common and shared or common transport networks. It will enable
and equip 6G with a flexible and software-defined reconfiguration of integrated network
elements. xHaul architecture will also furnish service-oriented and unified management
environments. The combination of “backhaul (BH)” and “front haul (FH)” will result in
the evolution of RAN being more flexible. This will facilitate the network functions to be
ubiquitously available and accessible and, thereby, they can effectively furnish access to
edge and cloud computing resources [45]. This architecture would benefit 6G in terms of
achieving high data rates and cost effectiveness. Table 3 provides summary of some studies
related to xHaul.

Table 3. Summary of some studies on xHaul architecture.

Author (s) Contribution

[33] Reviewed xHaul architecture related standards and activities.

[37] Reviewed “TSN-aware xHaul network”

[46] Presented 5G-xHaul architecture features.

[47] Presented implementation of a “multiband and photonically amplified
fiber-wireless (FiWi)” xHaul.
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3. Post 2030 Prospective 6G Application Areas

We should note that 5G wireless communications are going to provide the substance
and groundwork of 6G, setting up the groundwork for future wired ecosystems for 6G.
6G vision are shown in Figure 4. However, it is not yet clear how the technology is going
to digitally unroll towards the development of 6G targets toward robust physical–digital
integration. It is also not clear how the lives are going to be fundamentally influenced by
this physical digital confluence. Yet, we can envision the B5G era as a challenging discourse
whereby providing the foundation for physical–digital confluence, making available 3D
terrestrial communication, i.e., air, space, and under water. The era will mature to be
trustworthy, resilient, smart, accurate developing extended reality, intelligent and smart
IoTs/IIoTs.

Figure 4. 6G Visions [48].

In this section, future technological landscape is depicted. Some of the key post-
2030 era prospective technologies that have the potential to dominate the scenario are
given below.

3.1. Experiencing the Personal Edge Intelligence

One of the important components absent in 5G is “edge intelligence”, which is sup-
ported by artificial intelligence and will be an important component in 6G. The “edge
intelligence” paradigm, has emanated from the idea of deploying the artificial intelligent
added services in the proximity i.e., the “edge” of the network. This has many advan-
tages as the solutions developed in the “edge” will provide swift processing of business
services. This can offer economical, safe, secure, and rapid services thereby leading to
more efficiency in businesses [49]. Thus, the fusion of advanced AI systems would be
powering hundreds and millions of diverse “cross-platform” IoT devices. This will not only
enhance the computational power and efficiency, it will achieve the objective of confluence
of digital–physical worlds.

3.2. Wireless Communication for Automotive Sector

With the growth of the world population, more automobiles are coming about, which
complicates the problems of “road accidents”, “transport and mobility”, and environmental
hazards. Thus, there is a search for “environment friendly”, intelligent “transport and
mobility” solutions. Therefore, B5G envisions AI supported intelligently connected “au-
tonomous vehicles (cars, trucks, ambulances, and drones)”. The envisioned “autonomous
vehicles” will have “sensors” and “cameras” installed coupled with “THz” data rates and
AI algorithms will result in precision and accuracy, thereby greatly lowering the accidents
and environment related risks [50].
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3.3. Internet of Things (IoT) Supported Smart City Services

The smart city is a new paradigm that has emerged with the massive growths in
internet of things (IoT) and intelligent and smart connected devices. The idea of the smart
city revolves around densely connected and automated–artificial intelligence-powered
digital services in urban life. The smart city massively utilizes digitization and IoT for
providing diverse services to ease urban living. These services include, among others,
“smart health”, “smart transport, logistics and mobility”, “smart education”, “smart manu-
facturing”, “smart availability of social services management”, “smart firefighting”, and
“smart security systems”, including smart policing, etc. The “International Data Corpora-
tion (IDC)” reported increased spending in smart city technologies. The idea has received
reinforcement with the technologies envisaged in 6G. Entire 6G wireless communication
ecosystems are expected to support and flip the idea of the growth in smart cities and
smart living.

3.4. Autonomous Ports and Autonomous Manufacturing

Maritime navigation is an important area that can benefit from 6G automation and
digitization developments. Innovative intelligent solutions for the Ports and Shipping
Industry will streamline maritime navigation and transport in future. An important step in
this direction has been taken by a “collaborative agreement” between “Rolls-Royce” and
“the European Space Agency (ESA)”. This agreement aims to employ an autonomous and
“remote control”-based mechanism that will utilize the space based system. This will greatly
enhance the capabilities of existing maritime navigational systems. This autonomous
remote control-based maritime navigation system will rely on satellite communication,
which makes one of the potential 6G application areas. The 6G future vision is likely to
be instrumental in the materialization of this idea. The core enabling 6G technologies
and computational power , such as “IoT”, artificial intelligence, blockchain-based cyber-
security, and intelligent robotics will greatly facilitate the autonomous ports and shipping
and maritime navigation as a whole.

3.5. Bio-Cybernetic Based Identity

Human–computer interaction (HCI) is a computational paradigm that seeks to achieve
human computer confluence. The “Biocybernetics” is a novel adaptation approach that
seeks to optimize the HCI. The vital information of human beings, “bio-signals” gathered
and processed and interpreted in real time scenarios using computational power, more
broadly, vital data of a person is collected and interpreted in real time by a computer to
generate the “adaptive processes”. The future industry will use the intelligent robotics
and humans. Both will have their own unique features for identification for security and
privacy objectives.

4. Statistics of the Patents Dedicated to 6G

The number of standard related (essential) patents in certain technology fields reflect
the importance of the fields in each new generation. Yet, 6G technology is in an early
pre-standardization phase. Therefore understanding on this topic is not based on facts but
includes speculations and reflects aims of different 6G players, than reality. According
to a survey involving around 20,000 patent applications for nine core 6G technologies
conducted by Nikkei and the Cyber Creative Institute, China is leading the world in 6G
patents. As shown in Figure 5, China is responsible for 40.3% of 6G patent filings mostly
related to China’s patent applications that are mostly related to mobile infrastructure,
followed by the U.S. with 35.2%. Japan with 9.9%, Europe with 8.9% and South Korea
with 4.2%.
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Figure 5. The 6G patent applications by country/region (As of August 2021, in percent ) [51].

5. Future 6G Enabling Technologies

The technological advancements and unprecedented data requirements have led to
the revolutionary foundations of 6G, taking the existing technology trends and further
requirements that 6G will further use to enhance and develop, to enable ecosystems for
wireless communication, the new service classes of “ubiquitous mobile ultrabroadband
(uMUB)”, “ultrahigh-speed-with-low-latency communications (uHSLLC)”, and “ultra-
high data density (uHDD)” [52]. While 6G is still in its conceptional stage, we envisage
fundamental enabling technologies.

5.1. Big data and Deep Learning

The advancements in cellular technology have brought about everything at a distance
within one touch. The social value added by digital services has enabled humans to use
them for diverse services. The other side of this phenomenal growth is an increased
number of connected digital devices, which in turn produce huge data. This poses a big
challenge to handle these data efficiently. Big data powered by AI and ML techniques
have been envisaged as key concepts to handle huge amounts of diverse data, thereby
producing insights for further decision making processes. Big data are essentially large,
huge, and entirely voluminous complex unstructured data forms gathered through diverse
and heterogeneous sources, including video, images, social networks, sensors, etc. They
are characterized by five Vs i.e., the volume, value, variety, velocity and veracity, which
essentially define the whole of philosophy behind big data. Due to the complexity, huge
volumes and unstructured nature of big data, traditional database management systems
have limitations to process such data. Big data have become key components of 6G
communication networks; the internet of everything (IoE) and other envisaged technologies
produce and share huge and complex data. Big data analytics is yet another term derived
from the complexity of data, whereby complex data are processed and analyzed, making the
data meaningful and insightful for decision making. Big data, combining and leveraging
the strength of deep learning mythologies, have great potential in handling the ever more
complex data in 6G communication networks, e.g., finding the best optimum path and
minimizing the E2E delay [34].

5.2. Quantum Communications

Quantum computing is a powerful way of processing information that surpasses
the “classical communication and computation”. There are several concepts and appli-
cation areas that have attracted the attention of researchers. Quantum communication
is one of several areas that is based on the quantum key distribution (QKD). To further
explore applications of quantum communication in millimeter wave signals for 6G and
beyond, there is ongoing research. The power of QC has inspired many researchers
as one of the key enablers in the B5G era of wireless communication as it offers ‘paral-
lel processing’ of multidimensional massive data along with security and higher data
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rates [53]. The road map to 6G envisions availability of quantum computing, the universal
quantum computing approach based on Shore’s algorithms. QC is powerful enough to
crack the traditional cryptographic algorithms. Therefore keeping in view the require-
ments of 6G to ensure high data rates and security, QC-powered security mechanism
will become essential [54]. The latest developments in quantum mechanics and quan-
tum computing have reflected more improved and enhanced performances against tra-
ditional computing. However this signifies the need to develop quantum-based relevant
communication hardware in view of the B5G requirements, since massive wireless data
communication requirements of 6G necessitate superior capabilities for higher through-
put. Moreover, a confluence of both ‘quantum cryptography and advanced quantum
communications’ will be able achieve the underlying goals of 6G robust security and
communication. However, transmission varies in traditional communication, whereby
in quantum, communication-based mechanism qubits are transmitted through a mecha-
nism of the quantum teleportation protocol instead of ‘classical’ bit transmission, which
calls for developing relevant hardware and routing protocols [9]. Although quantum
Key distribution offers photon-based qubit transmission with security, implementation
of QKD in ‘long-distance transmission’ will be a demanding task and it requires further
research [55,56].

6. Key Driving Technologies for 6G
6.1. VLC and terahertz Regime

We should note that 6G is progressing, to make a giant leap toward future wireless
communication technologies, surpassing all previous limits and capabilities, such as the
availability of huge amounts of superior bandwidth to meet the high requirements of
Tbps data rates. Therefore, terahertz and massive MIMO have become potential candidate
technologies toward 6G. For instance Table 4 gives some insights regarding some key
characteristics of the THZ channel with effects on 6G wireless communication.

Table 4. Characteristics of the THZ channel with effects on 6G wireless communication. (Derived
from [57]).

Parameters Frequency Dependence effects on 6G THz THz vs microwave and FSO

Spreading Loss Quadratic fluctuation with area
and “frequency-dependent gains” Distance Limitation > microwave, < FSO

Atmospheric Loss Frequency-dependent path
loss peaks

frequency-dependent spectral
windows with varying
bandwidth

No perceptible impact on
microwave frequencies, oxygen
molecules at millimeter wave,
water, and oxygen molecules at
THz, water, and carbon dioxide
molecules at FSO

Diffuse Scattering and
Specular reflection

“Scattering increases” with
frequency. Frequency-dependent
reflection loss

Limited multi-path sparsity Stronger than microwave,
weaker than FSO

LoS prob, Diffraction,
and Shadowing

Negligible diffraction, shadowing
and penetration more losses with
frequency increase.
Frequency-independent loS
probability

Low multi-path high sparsity
and dense spatial reuse

more than microwave less than
FSO

Weather Influences Frequency-dependent airborne
particulates scattering

Potential constraints in THz
outdoor communications with
heavy rain attenuation

> than microwave, < FSO

Scintillation Effect Increase with frequency Constraint in THz space
communications

No clear effects at microwave,
THz is less susceptible than FSO

It is highly anticipated that 6G will achieve the objective of more bits along with
wider spectra and maximised network densification. This would furnish Tbps aggregated
speed, but in small regions. The bit rates would be higher from 5G. This also signifies
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the achievement of the underlying objective of 6G, with terahertz technology being a key
enabler towards it in future generation communication. terahertz frequency falls within
the ranges of “electronics and optics”, i.e., frequencies ranging from 300 to 3000 GHz,
respectively. The secure terahertz radiation has great penetrability. The terahertz radiations
also have high bandwidth characteristics. The unique characteristics of terahertz technology
are also viewed as the potential facilitating factors of a wide array of application areas,
such as healthcare, defence, security, and the telecommunication sector. Thus, it provides
greater motivation to influence the upcoming 6G research trends to give special emphasis
on diverse spectrum bands. The sub-THz and visible light bands are also included. This
solution would provide an optical fiber-like performance, ranging from Gbps to Tbps. VLC
is also anticipated to potentially furnish indoor connectivity for short ranges, to further
increase up to Tbps. This is expected to be available for operations, achieving maturity by
2027. As such 6G is expected to exploit the terahertz (THz) bands (i.e., 0.1–10 THz). Besides
meeting the requirements of 6G, terahertz bands would enhance precision in ‘positioning’,
thereby enabling the accurate range between transmitter and receiver. The terahertz is a
frequency band of 0.1–10 THz and can furnish huge “spectrum resources” thereby it is
capable of enhancing the “peak rate”, improving “user experience rate”, higher “spectrum
efficiency”, greater “energy efficiency” and minimum latency etc. However, fundamentally
it is expected to enable applications such as “wireless cognition”, “sensing”, “positioning”,
etc. [34,58,59].

6.2. THz Challenges

Further, terahertz frequency falls within the ranges of “electronics and optics”, i.e.,
frequency ranges between 300 and 3000 GHz. The radiation from terahertz has greater
safety (because of “non-ionizing nature”) along with more potential penetrability, and
high bandwidth characteristics. However, terahertz can also be viewed realistically with
respect to challenges, such as ‘path-loss and atmospheric absorption’. For instance, in
comparison with 28 GHz, a link at 280 GHz has 20 dB of additional ‘path-loss’. However
such path problem can be solved by using ultra-massive multiple-input multiple-output
(MIMO), having ‘massive antenna arrays at base stations (BSs)’; in order to compensate the
‘path-loss’. However these challenges are still open to be explored and researched [59]. Due
to its characteristic and the key performance metrics (KPM), terahertz has been projected
as an important technology for next generation wireless communications. As such, higher
bands—95 GHz to 3 THz—are being considered for, in case of 6G. The vision is to make
a leap to the higher frequency spectrum, i.e., from the “millimeter waves” to “terahertz
waves”. Due to its propensity to move in a linear path, the “terahertz waves” are not
capable of propagating for longer distances. This necessitates further research to address
this [57–60].

6.3. Molecular Communication

One of the novel interdisciplinary paradigms in communication is molecular com-
munication (MC). Its research scopes are spread across biotechnology, nanotechnology
and communication technology, biology, and computer science. It has a vast applications
scope, ranging in several areas, such as healthcare. Molecular communication can lever-
age nanotechnology to urban health monitoring and as such, extensive research work
is underway on communication through the use of chemical signals. The possibility of
communications through chemical signal is being explored. An attempt has also been
made in molecular communications to send text messages using chemical signals. The
idea has received immense inspiration from the “biological system” of the human body,
whereby communication takes place between transmitters and receivers through molecular
chemical signals. This biological phenomenon is the foundation of inspiration for telecom-
munication engineers who compare this “information flow based on chemical reaction”
inside the body with the telecommunication “radio or optical signals”. As such, in recent
times, research exploration has exceeded in finding solutions of molecular communication



Sustainability 2022, 14, 6356 13 of 26

based “nano-(bio)-devices and nano-(bio)-networks”. As a matter of fact, the traditional
communication uses electromagnetic (EM) waves for communication. However, electro-
magnetic (EM) waves are not viable in an environment, such as a human body. Thus
possible solution is being explored to use these “biochemical signals” for communication,
i.e., transfer the information to the receivers [14,61]. Thus, molecular communication is an
option of communication in nano devices and nano sensors. The encoded information onto
molecules at the sender side is propagated by molecules, to receivers, to be decoded and
respond biochemically. As a result of molecular communication (MC), medicine and the
healthcare application areas are going to witness huge transformation. MC will reshape
and revolutionize 6G, thereby enabling mobile systems, which will further integrate the
“bionano machines” for future communication.

6.4. Bio-Signal Processing

Advancements in wireless communication technologies have opened several vistas in
different vital areas. The application of bio-signal processing will transform the outlook
of healthcare; 6G wireless communication technology will enable real time health moni-
toring. With the featured robustness, 6G “real time healthcare monitoring system” can be
implemented in distant areas, which are going to benefit rural life, elderly care, and clinical
decision making in real time monitoring, and even early diagnosis. The computationally
pre-programmed small embedded chips containing the bio-signaling processing can be
integrated with mobile phones, “medical wearables” used by patients to communicate
vital data of the human body, such as the pulse rate, blood pressures, etc., which can be
monitored in real time for swift medical responses in emergencies.

6.5. Blockchain

Thriving wireless networks are causing “digital transformation”; consequently, mas-
sive data flows with unprecedented requirements, which current infrastructures are unable
to sustain and fulfill. Thus, new technology solutions are being explored to meet the
requirements of ‘beyond 5G era’. Among other technologies as discussed in this study,
blockchain is one of the technologies of beyond 5G wireless “ecosystem”. Beyond 5G era is
expected to have billions of connected internet of things (IoT) devices of heterogeneous
nature. This intensive and massive scenario of wireless communication warrants privacy
and security of massive data flow, among others. Thus, blockchain is considered to be
one of such candidate technologies of future wireless communication, having potential of
offering new security protocols of security, thereby enabling 6G IoT device data security
in layered and decentralized manners. Blockchain unique characteristics make it a future
“enabling technology” for 6G. The envisaged scenario depicts numerous IoT devices in the
future, thereby requiring secure access and authentication mechanisms. Table 5 provides
summary of some studies in blockchain.

Traditional centralized radio access networks (C-RAN) do not offer sustainable mecha-
nisms for authentication. However, a blockchain based architecture is deemed to be secure
architecture. Blockchain is regarded as one of the enabling technologies in a beyond 5G era
wireless communication ecosystem. Blockchain is based on a peer-to-peer decentralized
network mechanism. As a matter of fact, its a decentralized and distributed ledger technol-
ogy that is primarily a dataset that is decentralized and distributed throughout numerous
nodes. Having no central regulatory mechanism, every node or block owns and maintains
a copy of a ledger. Blockchain is based on strong cryptographic mechanisms to ensure secu-
rity [34]. Key characteristics of blockchain includes: decentralization, transparency, non-
repudiation, immutability, resilience to cyber-attacks, etc. Thus, blockchain can provide
multiple solutions to 6G networks, such as “intelligent resource management”, enhanced
security in diverse application areas, such as industrial applications, seamless environment
monitoring and protection, and healthcare [62]. Figure 6 gives an overview of the role of
blockchain in 6G.
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Table 5. Summary of some studies in blockchain.

No Author (s) Contributions

1 [34] Presented comparison of “blockchain-based spectrum management”
and legacy “centralized approach”.

2 [57] Proposed a novel consensus E-PoW, where MMC in AI
training is integrated into the block mining process.

3 [58] Presented a distributed watchdogs based on blockchain
for securing IIoT

4 [59]
Propose a ‘BlockEdge’ (blockchain edge) framework that
combines these two enabling technologies to address some
of the critical issues faced by the current IIoT networks.

5 [60] Reviewed blockchain and ML for
IoT in 5G and beyond networks.

6 [62] Proposed an “IoT and blockchain-enabled” optimized provenance
system for Industry 4.0.

7 [63] Presented an overview of blockchain as potential security solutions
“edge computing”.

8 [64]
Overviewed the blockchain technologies and protocols that
can be used to implement blockchain-backed network asset
trading over 5G and Beyond networks.

9 [65] Examined the security problems with blockchain-enabled IoT
with a 6G communication network.

10 [66] Designed a new digital twin wireless network model—DTWN.

Figure 6. Role of blockchain for 6G networks [62].

Moreover, blockchain contains inherent characteristics of “decentralized” and “tamper-
resistant” new technology paradigms for spectrum management. The traditional spectrum
management faces challenges, such as security and “low allocation efficiency”. It suits the
6G wireless communication by offering solutions to the existing challenges to traditional
centralized spectrum management [60]. Table 6 provides comparison between centralized
spectrum management and blockchain-based spectrum management.
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Table 6. Comparison between centralized spectrum management and blockchain-based spectrum
management [60].

S. No Centralized Spectrum
Management Issues

Benefits of Blockchain-Based Spectrum
Management

01 Security risks
Distributed storage and encryption
methods/algorithms are used for the security of
the users’ data

02 No incentive approach for
spectrum sharing

The incentive mechanism (e.g., virtual currency)
can attract nodes for spectrum sharing

03 Exposed to the threat of
malicious attacks

Validation mechanisms offer security for the
transactions

04 Low spectrum allocation
efficiency

Distributed spectrum management offers
effective and improved spectrum allocation

05 Expensive maintenance Cost effective for maintenance as there is no
centralized database to be maintained

Blockchain is a decentralized approach that offers “data integrity”, “trust”, and “se-
curity”. The use of blockchain is not limited to a few application areas, but its use is
spread across multiple fields including data communications, “healthcare”, “supply chain
management (SCM)”, education, “internet of things (IoT)”, industrial internet of things
(IIoT) etc. Blockchain contains strong mechanism to ensure security triad i.e., the “confiden-
tiality”, “integrity”, and “availability (CIA)”, which make blockchain a critical candidate
regarding 6G technology components [63,67,68]. Key characteristics of blockchain include:
decentralization, transparency, non- repudiation, immutability, resilience to cyber-attacks,
etc. Thus blockchain can provide multiple solutions to 6G networks such as “intelligent
resource management”, enhanced security in diverse application areas, such as industrial
application, seamless environment monitoring, protection, and healthcare. Table 7 reflects
Blockchain-based solution to address the challenges in AR/VR [67].

Table 7. Blockchain-based solution to address the challenges in AR/VR. [67].

No Parameter Description Potential Benefits in AR/VR Applications

1 Decentralization Decentralization of record maintenance
eliminating the single-point risk of failure.

Blockchain offers the decentralization of
different communication devices.

2 Tokenization Facilitation users to exchange values on
different networks.

Blockchain improves financial transactions
using digital tokens.

3 Immutability

Consensus mechanism enables data storage in
distributed ledger form, which provides
unalterable and tamper-proof record
maintenance. Consensus mechanism also
provides the integrity of the end-to-end (E2E)
system

Blockchain provides an improved way of
sharing/exchanges of audio/video data
between server and device in a secure way.

4 Scalability Scalability provides increased transaction load
and number of nodes in the network.

Blockchain provides an increase in the
transaction size for all blocks for storing and
peering data using an interplanetary file
system.

5 Anonymity provides trust mechanism among unknown
nodes in network

Blockchain enables nodes create unique digital
assets that cannot be copied.

6 Security

Offers security for possible attack against data
by encrypting the data through cryptographic
algorithms having no relationship for private
and public keys.

Blockchain can offer improved scalability for
AR/VR in tactical applications.
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6.6. Energy Harvesting for Mobile Charging

In communication networks, “energy consumption” is of paramount importance [69].
Mobile phone charging and power are critical issues as the battery exhausts with excessive
and continuous usage. Loosing power means dis-connectivity of a device. To resolve these
issues of power issues of mobile devices, for continuous connectivity, researchers have
focused their attention on "energy harvesting" techniques for continuous energy supply
to the connected devices. Therefore, currently researchers explore how energy harvesting
techniques can be applied for uninterrupted energy supply [70]. These options include,

(i) The energy obtained from an “ambient environment” can be utilized as a potential
substitute of energy supply. This can also meet the energy requirements of radio
access network(s) (RAN).

(ii) Moreover, radio frequency (RF) interference, “RF interference energy harvesting” has
also been considered an option where the “ultra-dense” networks having numerous
nodes can potentially produce interference energy.

(iii) The energy produced by “the artificial Jamming and noise” is also considered a
resource for energy supply [70].

Among the above, the RF interference is an important energy source due to an over-
whelmingly increasing number of RF devices and the resulting use of frequency bands
(WiFi using 2.4 GHz, 5.8 GHz, cellular communication utilizing 700 MHz–2.7 GHz and
Bluetooth 2.40–2.48 GHz) making RF energy use overwhelming. However energy harvest-
ing requires the capable “rectenna”. Moreover, the “simultaneous wireless information
and power transfer” (SWIPT) method proposed by [71], which is capable of obtaining
information and energy simultaneously from RF signals [70].

7. Major Challenges and Research Areas for 6G

The 5G has setup the stage for next generation digital revolution. However, the road
to the milestone still seems bumpy, with several challenges, as the emergence of disruptive
technologies brings challenges. The challenges provide future research directions. Some of
these challenges have been highlighted as the key research areas leading to 6G.

7.1. Data Security and User Privacy Challenges

Security and privacy flaws have remained issues in earlier mobile communication
generations, amidst the envisaged hyper-connected dense ecosystem of future 6G wireless
communication. However the 6G ecosystem is not for data communications only. It can
be visualised as a framework of connected user specific services. Thus, “seamless secu-
rity and user privacy” is a critical enabler for the 6G era [50]. Consider the security and
privacy related experience and challenges of previous generations, i.e., 1G–3G, marked
by authentication, availability and ‘physical attacks’, ‘eavesdropping’, ‘encryption issues’,
‘authentication’, and ‘authorization’, etc. Previous threat landscape also include ‘media
access control (MAC)’ layer related threats such as ‘denial of service (DoS) attacks’, ‘eaves-
dropping’, ‘replay attacks’, and ‘malware’ attacks, etc. Moreover, 6G envisages confluence
of AI/ML-based ‘connected intelligence’ and ‘telecommunication networks’, which may
also inherit risks [1]. Moreover, 6G is expected to include ten times higher connectivity
among the myriad number of connected heterogeneous devices enabling cyber–physical
fusion, thereby necessitating trustworthy and reliable security mechanism against the afore-
mentioned (and all other) threats. This requires a ‘holistic’ approach toward the issues at the
very outset. [54]. In view of the above, exploration of the ‘privacy-enhancing computation’
(PEC) is actively on the cards, such as: (i) differential privacy, (ii) holomorphic encryption,
and (iii) federated learning [72].

Privacy-Enhancing Computation (PEC)

Security and privacy of data hold fundamental positions in any data communication
ecosystem. Hence, privacy enhancing commutation (PEC) technology is a mechanism used
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for secure communication of data. The areas for PEC being explored includes differential
privacy whereby data can be shared while injecting random noise to scramble actual data into a
database. Whereas, federated learning (FL) is a form of decentralized ML, where devices have
local models to be trained and send updates to, to be synchronized with the global model [72].

7.2. Hybrid Radio Networks (RN) and Visible Light Communication (VLC)

Visible light communication is the latest technology paradigm, which was not available
in existing mobile communication generation. Visible light communication (VLC) is still
being explored with respect to strength and capacity. VLC being the future 6G technology,
is researched from the perspective of limitations of millimeter wave and a wider range and
coverage. There are limitations of millimeter wave. It has required bandwidth strength and
capacity but it offers communication to comparatively limited areas. Thus, visible light
communication (VLC) is a matter of extensive research from the perspective of suitability,
capacity, and strength, to be deployed as a future technology. One of the cutting edge
technologies envisaged for 6th generation wireless networks is light fidelity (LiFi), based
on optical wireless technology, visible light communications (VLC), which offers cost and
energy effective wireless solutions for 6G for ‘extreme cell densification’. As compared to
radio frequency (RF), VLC offers ‘higher data rates’, security, making availability of large
spectrum and robustness. Moreover, it offers high speed secure ubiquitous connectivity in
‘indoor’, ‘vehicular’, and ‘underwater communications’. This has some limitations, such
as ‘modulation bandwidth of the transmitting light-emitting diodes (LEDs)’ and ‘high
dependency on the line-of-sight (LoS)’, resulting in affecting the signal quality, which can
be overcome with ‘multiple-input multiple-output (MIMO) configurations’ to enhance
LiFi capability and signal quality. VLC is also vulnerable to confidentiality issues, such as
eavesdropping attacks [1,72].

7.3. Wireless Networking for Cyber-Physical Systems (CPS)

We should note that 6G envisages a shift from physical and digital, from a confluence
of a cyber–physical world. The concept does not only involve connecting the physical
and digital ends, instead, a cyber–physical confluence connects the realities with “unified
collaboration” and “immersive involvement” [73]. The cyber–physical systems (CPS) seeks
to connect using computer algorithms to control them for automated operations.

7.4. Quantum-Based Wireless Systems Design

The challenges and inadequacies of existing wireless communication systems can
be addressed by quantum-based computing, the term being inspired from photon-based
quantum physics. The power of quantum communication algorithms can be applied to
exponentially hard problems of optimization of the network and reduce the complexity
of backhaul traffic problems. Table 8 provides summary of some studies on quantum
communication. Figure 7 depicts user environment in QC.

Table 8. Summary of some studies on quantum communication.

Author (s) Contribution

[9] Presents attacks in optical networks and a solution through “quantum- secured
blockchain”.

[46] Presented a scheduling algorithm for mmWave observation.

[74] Studied the problem of optimal distribution of entanglement generation for
multiple heterogeneous users in a quantum communication network.

[75] Design and security analysis of the QKD protocol over FSO
[76] Presents “Quantum Search Algorithms for Wireless Communications

[12] Proposed “Quantum Learning Based Nonrandom Superimposed Coding for
Secure Wireless Access in 5G URLLC”

[77] Studied Quantum security authentication and key management in LTE.

[78] Developed an integrated polarization beam splitter (PBS) module with silica
planar lightwave circuit technology for use in QKD.
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Figure 7. Quantum Communication (QC) derived from [9].

7.5. Multiple Access and Modulation Techniques

Efficient multiple access and modulation techniques could play essential roles in im-
proving the data rate and reducing energy consumption of future 6G networks. Modulation
techniques are viewed as key players in mobile communication with regard to enhancing
the efficiency and performance. There are several modulation and multiple access schemes,
such as:

(i) Frequency Division Multiple Access (FDMA);
(ii) Time Division Multiple Access (TDMA);
(iii) Code Division Multiple Access (CDMA); and
(iv) Orthogonal Frequency Division Multiple Access (OFDM).

The FDMA scheme was utilized in first generation Networks, TDMA was utilized
in second generation networks, and CDMA scheme was witnessed in third generation
networks, and the OFDM scheme being in 5th generation and later new radio (NR) wireless
mobile communication networks. The 5GNR utilized the OFDM multiple access orthogonal
scheme, which is viewed by researchers as the most prominent modulation scheme among
all above. The reason for this being OFDM’s efficiency against:

(i) “frequency selective fading”;
(ii) “co-channel interference”; and
(iii) “impulse noise”.

Further, the OFDM scheme offers several benefits, which includes enhanced “data
rates”, enhanced “spectrum efficiency”, protective to the ISI (inter symbol interference),
and offering “multipath delay spread”. However, given its superior advantages among
above, OFDM also suffers from certain bottlenecks as well, which include, greater “Peak to
Power Ratio (PAPR)”, etc. With this in mind, the researchers have proposed new schemes
for the upcoming mobile network generations, such as “filter bank multi- carrier (FBMC)”,
“universal filtered multi-carrier (UFMC)”, “filtered-OFDM (f-OFDM)”, and “generalized
frequency division multiplexing (GFDM)”. However schemes suitable for future 6th gen-
eration networks need to be evaluated [35]. The 6G stringent requirements call for more
research initiatives in the areas of “advanced modulation techniques” and “coding” to
achieve maximum “throughput”, “reliability”, and modulation with no “shaping loss” [39].

7.6. Processing of Sensor Data at High Speed

Artificial Intelligence-based mechanisms can be developed for the processing of sensor
data for various benefits, including “data analytics”, “optimization”, and “traffic mobility”,
etc. This will provide an added benefit of achieving a high performance.
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7.7. Satellite Communication

Another important area that the existing mobile communication networks are not ca-
pable of providing is satellite communication. It is critically required to have an integration
of satellite communication; 6G envisions achieving transformation of the “terrestrial 2D” to
“global 3D connectivity”. This will achieve the objective of limitless ubiquitous connectivity,
thereby connecting land, sea, and air [73]. In order to achieve a wider global level of
coverage, a post 6G scenario depicts wider usage of diverse “satellite communication”
technologies. Thus 6G’s vision for “ubiquitous connectivity”, “wider global coverage” and
“higher throughput” can be realized by integrating cellular networks with satellite commu-
nications. Further, in the 6G era, satellite-enabled communication can facilitate “UAV and
satellite-assisted communication technologies” to provide global connectivity to facilitate
the “smart-physical devices” and IoT for “reliable”, “secure wider coverage”, and “rapid
rural deployment”, etc. Moreover, 6G satellite-based communication can also facilitate
“healthcare systems” and “navigation” applications, etc. Companies such as “Globalstar”
and “Iridium Communications” have undertaken “satellite-based IoT” projects for the
above-mentioned use case scenarios, which were challenging tasks for traditional “cellular
communication systems” and “terrestrial technologies”. Moreover, in the post 6G era, inte-
gration of “non-terrestrial technologies” the UAV, and satellite-assisted “communication
technologies” will bring benefits of not only higher data rates, but facilitate the lives of
people living in far flung regions, effective natural calamities, and disaster management
opportunities [6,79,80].

7.8. RF Exposure and Related Human Health Concerns

The benefits offered by advanced wireless mobile technologies are innumerable; how-
ever, the challenges with regard to impacts on human lives, are issues. The negative impacts
of the radio frequency radiations (RFR) cannot be overlooked. Thus, at the dawn of 6G era
researchers should also focus and address human healthcare related concerns, with respect
to human contact with RF radiations. Electromagnetic radiation-related issues have been
under research for several years; however, 5G and beyond envisions mmWave environ-
ments, especially indoors, which is regarded as offering large data rates and bandwidth, yet
the exposure to radiation has created major health concerns. The reason is that mmWave
radiations are regarded as high frequency signals. This makes mmWave signals possible
risks (i.e., of penetrating into the human body). The studies have shown exposure to the
RF radiation leading to affect different body parts, including the skin and eyes [15,81].

7.9. Electromagnetic Compatibility

We should note that 6G is anticipated to use frequencies higher than 100 GHz [82]; 6G
foresees a large number of varied devices connected through the wireless medium. This
huge number of diverse nature-interconnected devices will require higher data rates as
stated above. This however would result in an “overburdened and overloaded electro-
magnetic (EM) spectrum”. In 6G, the problem of capability of wireless communication
network requires a solution and mechanism, which, at the same time, sense and com-
municate through EM spectrum. Heterogeneity of devices calls for EMI compatibility.
The requirements of EMI compatibility in B5G are also being explored by the researchers.
B5G radio requirements call for a dynamic solution for spectrum sensing for sending
and receiving RF signals to THZ bands. A transformation mechanism is needed [16,83],
whereby the diverse devices can interact and share spectrum EM “dynamic sensing” and
“multiband communication” for collocated devices [83]. The higher “bandwidth”, “fre-
quencies” and “co-location densities” have been considered challenging, which require
devising mechanisms. The possible concerns as a result of EMC, with respect to the 6G
KPI for collocated devices, may include (i) collocated devices having greater densities,
demanding EM environments, (ii) the addition of more autonomous and flying objects
may create unpredictability for collocated devices, (iii) radiated properties of new frequen-
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cies, (iv) VR glassed and body implants having sensors, and (v) integration of “3CLS”
etc. [84].

7.10. Reshaping the Developing Economies, Last Mile

The advancements in digital wireless communication have also been viewed as factors
of social change and in the growth of economic benefits leading towards poverty alleviation.
In this regard, the 6G vision could help achieve poverty alleviation and social change (UN
SDGs 2030 objectives). The cost effective means of wireless communication will obviously
help individuals as well as collective economic development and growth. The wireless
communication can boost the performance and achieve goals of economic growth in
terms of easy and ubiquitous connections with individuals, financial institutions, banks
for transactions, business owners, markets, agriculture, industry, transport, logistics and
mobility of services, and goods, etc. 6G is expected to provide ample opportunities for the
developing economies to benefit from the vision and, thereby, utilize the characteristics
offered by 6G in ameliorating the living standards of people and growth of economies.
From a small agricultural producer to small and medium industries, from small retail
businesses to larger exports and imports of goods and services—all can benefit from the 6G
vision for growth and prosperity. In short, 6G includes an opportunity for the development
of new business models.

7.11. Ethical Responsibilities and User Awareness Programs

The disruptive technologies always bring some positive changes in society with an
objective of benefiting people, social groups, industries, and economies. This change
also puts social responsibilities of sensitizing that very change. The end user and other
stakeholder sensitizations about the technological and economic benefits are therefore
‘socially responsibly’. Thus, it is imperative to mobilize user awareness programs for the
above objectives.

8. Machine Learning Technologies as Potential Enablers of 6G Era

5G was envisioned to support eMBB and operate at high frequency millimeter wave
(mmWave) frequencies as a key enabler of heterogeneous internet of everything (IoE),
which resulted in 5G new radio (5G NR) coupled with 3GPP release. However, this has
been impeded due to the limitations of the internet. The proposed 6G has been envisioned
as the true successor of 5G to carry forward the underlying goals towards the achievements.
Yet, much more regarding 6G is still being explored [21]. Figure 4 provides a vision of
6G. One of the key ideas that governs the wireless communication beyond 5G principles
and alters the legacy fabric is the massiveness of data from heterogeneous sources. Given
the limitations of the 5G setup, such massive operations require pervasive intelligence.
The current mathematical models, though have clarity, have limitations to handle the
complexity of massiveness of data communications. The new frequency bands, such as
millimeter-wave (mmWave) and optical spectra coupled with the integration of licensed
and unlicensed frequency bands, require intelligent setups to ‘cop-up’ with, as a significant
increase in wireless data traffic that cannot be fully supported sufficiently by the current
network, even with fifth generation (5G) systems [85]. In view of the above 6G envisions
‘transformations’, let us have a look at the following requirements [48,85]:

(i) “Very high data rates, up to 1 Tbps”;
(ii) “Very high energy efficiency capable of supporting ‘battery-free IoT devices”;
(iii) “Reliable ‘global/terrestrial connectivity”;
(iv) “Massive low-latency control (less than 1 msec E2E latency)”;
(v) “Very broad frequency bands’ (e.g., 73 GHz–140 GHz and 1 THz–3 THz)”;
(vi) “Ubiquitous always-on broadband global network coverage”;
(vii) “Connected intelligence’ powered by machine learning”.

Given the challenging requirements of 6G technology implementation, machine learn-
ing (ML)/deep learning (DL) can play vital roles to ensure the efficient and successful
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implementations of 6G wireless communication technologies. It is therefore expected that
ML-driven state-of-the-art solutions are expected in physical as well as the upper layers.
This also includes, among others, (i) ‘Radio Interface Optimization’ (RIO), (ii) ‘Beam-
forming’ (iii) ‘network management’, and (iv) ‘orchestration’, etc. Simultaneous key
6G research directions for ML-driven intelligent solutions for the PHY layer, include:
‘Channel coding’, ‘Synchronization’, ‘End-to-end (E2E) communication’, ‘UE Positioning’,
‘Channel estimation’, ‘Beam forming’, ‘Physical layer optimization (PLO)’, and ‘Physi-
cal later security (PLS)’. In addition to this, ML can play a vital role in upper layers as
well [86]. As a result of the perpetual growth in wireless technology, new users, and
demanding (and bandwidth greedy) applications being added, machine learning has been
perceived as a key B5G/6G enabling technology. ML/Dl learns from scenarios, such as
humans, and as such, can be helpful in several ways including making decisions about
connecting devices and access points and resource allocation [8].

8.1. Machine Learning Approaches

Machine Learning approaches broadly falls under supervised learning (SL), unsu-
pervised learning (USL), and reinforcement learning (RL). An associated subset of deep
learning algorithms mimic human neurons. All above categories work in a centralized way
and, thus, are considered vulnerable to security threat. Federated learning has emerged
as a new technology. Federated learning (FL) is based on a decentralized approach and,
hence, is called decentralized machine learning. In FL, each device has in own local model
to learn. The local model is then uploaded for the synchronization with a global model. As
such, no plain data are transmitted, making it a more secure learning approach.

8.2. ML/Dl Driven Solutions

There are several survey studies discussing the massive transformation processes
and the evolution of wireless technologies from 1G to B5G/6G. However, few studies
have discussed the state-of-the-art ML/DL/RL/FL solutions in order to provide insight
into how machine learning technologies bring effective panacea to the requirements of
upcoming wireless technology, set to achieve goals of turning today’s fiction into a reality.
In this section, we define some previous machine learning-based solutions for wireless
communication. The author of [87] presented a federated learning (FL)-based solution
for ‘LEO-based satellite communication networks’. The author also reviewed different
machine learning (ML) techniques, and then investigated possible ways of combining
ML with satellite networks. The author of [88] developed a DL-based ‘radar-aided beam
prediction’ approaches for mmWave/sub-THz systems. The author of [89] proposed an
AI-based digital twin enabled network framework. The authors of [90] suggested ‘Graph
Attention Q-learning (GAQ) algorithm’ for ‘tilt optimization’. While the authors of [86]
suggested a learning-driven detection scheme using lightweight convolutional neural
network (CNN). The author of [8] suggested a federated learning (DFL) methodology
for ‘autonomous driving cars’. The author of [87] investigated ‘accurate collaborative
positioning’ for ‘autonomous vehicles’. The author of [88] demonstrated the ML method
to detect the existence of the ‘intermodulation interference’ throughout several wireless
carriers. Table 9 provides summary of sutdies related to AI/ML/DL/RL/FL approaches in
wireless communication networks.
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Table 9. Summary of AI/ML/DL/RL/FL approaches in wireless communication networks.

No Author (s) Contribution Type

1 [8] Proposed a federated learning (DFL) framework for autonomous driving cars. FL
2 [21] DL-based "radar-aided beam prediction" approaches for mmWave/sub-THz . DL
3 [48] Proposed a graph attention Q-learning (GAQ) algorithm for tilt optimization RL
4 [72] Presented FL in LEO-based networks. Reviewed LEO-based SatCom ML technique networks. FL
5 [85] Proposed an AI0based "digital twin enabled network framework"for 6G networks. DL
6 [87] Investigated the positioning for autonomous vehicles. RL
7 [86] Proposed a learning-driven detection scheme using lightweight CNN. DL
8 [88] A ML approach for intermodulation interference detection in 6G ML
9 [89] Computer vision-aided beam tracking in millimeter wave deployment DL
10 [90] Proposed to use a cell-free massive MIMO to ensure stable operation. FL
11 [91] Designed a DL-based LR channel estimation method—MIMO channel V2X. DL
12 [92] DL-based load balancing for QoS in 6G DL

9. Conclusions

To many, the 6G era marks the dawn of a radical reshaping and complete transforma-
tion. Looking at the past provides a futuristic approach. Thus, in this paper, we traced the
evolutionary background of wireless mobile communications. We explored the ‘beyond
5G era’, as having promising opportunity in the confluence of communication technology
and humanity, connecting more people, and resulting in benefits to the neglected and
underprivileged sections of global society. We revisited the major technical impediments
and obstacles toward the transformation and discussed facilitating technology factors in
6G. In this paper, we observed that, despite several advancements, there are still several
challenges. The goal of free, 24/7, ubiquitous ultra-high availability internet still seems
a ticklish goal and presents many research ‘directions’. There have been improvements
introduced by 5G, yet cost effective, speedy, and latency-less internet, with cyber–physical
fusion terrestrial communications (air, space), have yet to become a reality. Thus, we
explored major issues and challenges of 5G , to be key obstacles for 6G, as leading research
challenges. We conclude that the limitations of 5G will be addressed in 6G, toward a smooth
transition, toward a new wireless communication ecosystem that entails novel technologi-
cal innovations. We foresee a densely connected world of energy efficient, self-charging
nodes, and devices that are intelligent and automated. In this article, we anticipated 6G as
an era of new beginnings with hyper-digitization, in a hyper-connected world, bringing
not only technological benefits, but simultaneously building upon the societal megatrends,
such as the UN SDGs, green energy, clean atmosphere. Moreover, we anticipate that 6G will
not only be about wireless data communication, it will be about facilitating and benefiting
humanity, allowing businesses to grow and industries to flourish on the foundation of a
fully connected intelligent and automated ecosystem. We anticipate that these years to
come will usher in a new era, full of extensive research needs. It is observed that MC,
Thz regime, molecular computing, quantum computing, deep federated learning, and
blockchain will play roles in 6G, which requires strenuous and cogent research based
findings. Thus, a whole new envisaged 6G ecosystem, new architecture, physical and
upper layers, the atmospheric challenges, blockages, range issues of Thz, etc., need to be re-
searched for the “machine-type communications” (MTC), smooth availability, transmission,
security, economical, prudent, and judicious exploitation of “THz spectrums”, coupled
with sustainable “modulation and duplexing” mechanisms. Moreover, keeping in mind
the existing digital divide, we conclude that 6G will benefit all of humanity, by furthering
the UN’s sustainable development goals (SDGs).
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